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OpenVPN Server /Client Net-to-Net:

Topology:
You can use the OpenVPN VPN tunnel to make the PC1 and PC2 communicate each other.
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If you prefer (with the same configuration and results):
- The Wan connection can be via LTE on the MR4xx Series OpenVPN client.
- The Wan connection can be via ETH getting a Public IP on the MR4XX OpenVPN Server.
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Open VPN Configuration:

Setup:

S
FTP Server

MR4xx_Server

via ETH WAN
(OpenVPN server)

For Open VPN configuration, use the certificate to authenticate the VPN connection.

Thus, you need to generate the required files from the MR4xx Open VPN server and import them to the

MR4xx Open VPN client.
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(1) MR4xx OpenVPN server configuration

For the Open VPN server side, the basic settings as follows:

@ Open VPN

Mode O Disable
# Mode VPN Mode Device Protocol Port Edit
| 1 TUN uoP 1701 @@
2 Disable Client TUN uDP 1701 (@ |
3 Disable Client TUN uDP 1701 (@ |
4 Disable Client TUN uDP 1701 (@ |
5 Disable Client TUN UDP 1701 (@ |
5 Disable Client TUN uDP 1701 (|
7 Disable Client TUN uDP 1701 (@ |
8 Disable Client TUN uDP 1701 B
0 Disable Client TUN uDP 1701 =
10 Disable Client TUN UDP 1701 (@ |
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When click on the Edit button of entry #1, the OpenVPN Server configuration is like this:

Edit Open VPN Connection #1

Setting

-» If this shows it means
the VPN tunel is successful
(user-00-00@openvpn is
the VPN client)

Log
Mode O Disable
VPN Mode O Client (O Custom
VPN Type @® Roadwarrior (O Bridging
Status Running
CN IP Connected since
user-00-00@openvpn  192.168.30.6 2016-11-02 19:52:53
TLS Mode @® Disable () Enable
Cipher BF-CBC
IPvE Mode ® Disable O Enable
Device ® TUN O TAP
Protocol ® UDP O TCP
Port 1701

VPN Compression

® Disable O Enable

NAT

Route Client Networks

Authentication Certificate
Server
VPN Network 102 168.30.0
VPN Netmask 255.255.255.0
Roadwarrior

O Off @ On

Connections - Net / Mask

- VPN Network IP As needed (Those typed are just for example)

255.255.255.0

#2

#3

#4

#5

#7

#B

1:1 NAT

10.0.0.0 /
0.0.00 /
0.0.00 /
0.0.00 /
0000 /
0.0.00 !
0.0.00 !
0.0.00 /
@ Off O On

0.000

0.000

0.000

0000

0000

0000

0.000

The VPN Network and VPN Netmask are required fields.

<- This is the VPN client side LAN IP

Note: The VPN Network should be desired network ID (e.g. 192.168.30.1 could be invalid setting.)
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Note: For the PC1 and PC2 to communicate with each other, the “Route Client Networks” field should be
enabled/On on both the OpenVPN Server and OpenVPN Client configuration.

Now add the LAN information of Open VPN client side, in this case the #1 route will be 10.0.0.0 and
255.255.255.0 for our reference topology.

Note: The #1 route means the routing information for User 1.

Open VPN server certificate generation:

Server - Server Security

&, Create [Rttmm]
G, Create <3=

Click "Create" On Server Security to generate the Server "Root CA", Server "Cert"
and Server Key files.

Server - User Securitv & Click "Create" on User 1 to generate the User "Cert", "Key" and "P12" files
Valid &, Create ssanee <:= 1st Enter a Password, This for the User "P12" file.
User 2 [ valid &, Create password for create

User 3 [ wvalid &, Create password for create

User 4 [ valid &, Create password for create

User 5§ [ valid |, Create

User 6 [ valid &, Create password for create

User 7 [ valid &, Create nassword for create

w

W
T
T

User 8 [ wvalid &, Create password for create

For the OpenVPN Server mode, the OpenVPN web Ul provides the buttons to generate the required files.
The files include Root CA, Cert, Key and Open VPN client files. The file will be generated when you click the
corresponded Create button.

Note: The Cert, Key generation will takes around 10 minutes.

To generate the Open VPN client files, you need to type a password to create it.
The password will be used in the OpenVPN client when the client use PKCS#12 to authenticate the VPN
connection.

Note: we are not going to use the pkcs #12 Certificate “authentication” field option on the OpenVPN Client
for this guide, so this password will not be used in our configuration example later on.

After the generation, the OpenVPN Server web Ul shows as Follows:
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Download the Server Root CA file to the PC

Server - Server Security G
=3 L

]

Download the User Cert and User Key files to the PC

Server - User Security
User 1 Valid &, Create password for create [ I I| ]@_]%ﬂ:l:]

User 2 [ valid &, Create password for create

Cert, Key &, Create

User 3 [ valid &, Create password for create

User 4 [ valid &, Create password for create

User 5 [ valid &, Create password for create

User 6 [ valid &, Create password for create

User 7 [ valid &, Create password for create

User 8 [ valid &, Create password for create

You can click the '¥linfo button to show the details for each files.

* Now please click the download button to download the Server “Root CA” file, the User “Cert” file
and the User “Key” file to the PC so we can upload them later to the MR4xx OpenVPN Client.

Name Date modified Type Size

|j ca_cert_00.pem 11/2/2018 6:38 PM PEM File 2KB
|j user_cert_00_00.pem 11/2/2018 6:36 PM PEM File 2KB
|j user_key 00_00.pem 11/2/2018 6:37 PM PEM File 2KB

Note: No need to download the User “P12” file as we are not going to use the pkcs #12 Certificate
“authentication” field option on the MR4xx OpenVPN Client for this guide.

If all settings set up properly, the web Ul will show the Apply OK and the Open VPN server status should be
Running. When Open VPN Client mode is connected, the status will show the information which client is
connected, IP address and connected time.

Status Running

CN IP Connected since

user-00-00@openvpn 192168306 2018-11-02 19:52:53

In the status, the CN field will indicate which client is connected and the user-00-00@Open VPN value is
from the User 1 certificate information.

wsn
|

You can check it by clicking the “i” (information) button of the Cert, the web Ul will display the window as

the below figure.
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Server - User Security

User 1 Valid
User 2 [ valid

@ Mozilla Firefox o O ;

@ 192.168.1.1/cgi-binfopenvpn.cgitact=infolfile=certlitype=user [F === w =

Certificate:
Data:
Veraion: 1 (0x0)
Serlal Humber: 1 {0x1)

Signature Algorithm: gha256WithRSAEncryption
Izguer: C=CH, O=strongSwan, CN=OpenVPN
Validity

Hot Before: Nov 2 08:43:02 2018 GHT

Hot After : Oct 30 08:43:02 2028 GHT
| Subject: C=CH, O=strongSwan, Cl=user-00-00@openvpn |
Subject Public Key Info:

Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Hodulue:
00:a3:de:a?:18:4a:e6:79:d8:75:81:95:58:64:47:
83:4e:26:37:72:00:ae:d5:bd 1 13:32:d9: f9: £1: 190
b0:31:3d:d4:83:88:52:9e:32:de:5cic2Bhichict:
00:69:ee:35:dc:bbi3e:87:12:6b:89:03:45:74:57:
cdi6lial:bbefarSere0ieb:Thid2:05: 3 ab: {1 3e:
cO:bh:e3:04:3a:81:38 e 7crab: 18:43:0b:49: 11
corfar7d:90:07:5¢:8b: 18:d3:chial:d4:0b:23:bd:
Scidb:bd:le:df:92:ad:5e:4e:92:d3: 21 af 1 4a:d5:
57:41:da:79:94:ba:9b: 1d:57:62:28:e9:07:30:20:
fe:83:cerae:§9:8f:99:43:a2:ch:4f:dd:Te:8a:52:
04:be:e3: f7:6d:f2:b8:d3:ab:07:aa:3d:5c:2f:bd:

Exponent: 65537 (0x10001)

Signature Algorithm: sha256WithRSAEncryption
63:72:c6:d4:9b:a8:d0:b6:d2:9:0b:6d :dd:d 1 7a:46: 19:cl:
f6:9b:3d:a0:73:eb:%e:91:eb:91:0f:a6:39:0c: 1b:0d:60:45:
Tfi6a:84:49:ec:15:8e: 16: 1a:86:4e:14:d8:38:ab: 8 :97:bb:
ad:37:50:93:2a:91:63:5d:73:¢8:5b:2a1ed 1 43:04: 1c:d2:20:
f9red:6d:fe:5c:07:aa:87:29:23:23:30:70:¢9:06: 10:86: 8e:

LA R 2R Ta IR I IR e Iy PP P T PR Tt L+ PR TR U IR -l PP B I Y- ) o

(2) MR4xx Open VPN client configuration

For the Open VPN client side, the basic settings as follows:

The CN information
of user certificate is
as shown in the
subject field.
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@ Open VPN

Mode O Disable
# Mode VPN Mede Device Pretocol Port Edit
1 | Enable | | cient] TUN uoP 1701 |:>6|
2 Disable Client TUN UDP 1701
3 Disable Client TUN UDP 1701
4 Disable Client TUN UDP 1701
5 Disable Client TUN uDpP 1701
6 Disable Client TUN UDP 1701
7 Disable Client TUN UDP 1701
8 Disable Client TUN UDP 1701
9 Disable Client TUN UDP 1701
10 Disable Client TUN uDpP 1701
3

Apply

When click on the Edit button of entry #1, the OpenVPN Client configuration is like this:

Edit Open VPN Connection #1

Setting

Log

Mode

VPN Mode

VPN Type

() Disable | ® Enable
O Server | @ cClient | © Custom

@ Roadwarrior O Bridging

Status

Connected

P Connected since

192168306 2018-11-02 19:53:42

-= If this shows it means
the VPN tunel is successful

TLS Mode

Cipher

IPvE Mode

Device

Protocol

Port

VPN Compression

@ Disable O Enable

BF-CBC

@® Disable (O Enable

@® TUN O TAP

@® UDP (O TCP

1701

@ Disable O Enable

Authentication Certificate
Client
Server Address 172.168.1.1
Route Client Networks O Off @ On
NAT
121 NAT ® Off O On
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The Server Address is required field, which indicate the Open VPN server address which Open VPN client
try to connect.

If you use the Certificate “Authentication” field option, the Open VPN client will require the Root CA, User
cert and User key files.

(We are using this Certificate “Authentication” option for this guide, so the OpenVPN client will need the
Root CA, User cert and User key files to be imported/Upload. Those files come / can be downloaded from
the OpenVPN Server).

(We are not using the pkcs #12 Certificate “authentication” field option for this guide so no need to import
the P12 file to the OpenVPN Client from the OpenVPN Server. Also no need to type any PKCS12 password
on the OpenVPN Client).

Open VPN client certificate import:
Client - Security

Root CA & Import <=
Import the ca_cert, user_cert and user_key d ca_cert 00.pem
&, Import C: files from the PC that where Generated and C: || user_cert 00_00.pem

Downloaded from the OpenVPN Server [ user_key_00_00.pem
R Import <=

P12 &, Import

For the OpenVPN client mode, the Open VPN web Ul provides the buttons to import the required files.

The Open VPN client can use the Root CA, User Key and User Cert files from Open VPN server to
authenticate the VPN tunnel. Or just only use the PKCS#12 (P12) file from Open VPN server to authenticate
it (The PKCS#12 files will contain the Root CA, User Key and User Cert).

* Now please click the “Import” button to Import the Server “Root CA” file, the User “Cert” file
and the User “Key” file from the PC (That comes from the OpenVPN server).

Name Date modified Type Size

|_1 ca_cert_00.pem 11/2/2018 6:38 PM PEM File 2KB
|_1 user_cert_00_00.pem 11/2/2018 6:36 PM PEM File 2KB
|_1 user_key 00_00.pem 11/2/2018 6:37 PM PEM File 2KB

Note: No need to import the User “P12” file as we are not going to use the pkcs #12 Certificate
“authentication” field option on the MR4xx OpenVPN Client for this guide.

When the files are imported, the OpenVPN Client web Ul is as follows:
Client - Security

Roat CA &, Import
Cert &, Import <- Files Imported successfuly to the OpenVPN Client
Key &, Import
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Same as Open VPN server part, you can use the info/download buttons to get the information of file or
download the file to PC. Alike as the Open VPN server configuration part, Open VPN client web Ul also
provides the status information.

When all settings set up properly, the status will change from Idle to Running. When Open VPN tunnel is
created, the status shows Connected and the information for IP address and the time:

Status Connected

IP Connected since

192.168.30.6 2018-11-02 19:53:42
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