L-MAN N3

LOG Toplama ve Gilivenli Kayit Yazilimi

Quedra L-MAN N3

Log Toplama ve Guvenli Kayit Yazilimi

Quedra L-MAN N3 Yazilimi Quedra ekibi tarafindan geligtirilen,
uyumlu ag kaynaklarindan SysLog verisini toplayan, Turkiye
5651 Sayili Kanunu kapsaminda tutulmasi gereken sistem
aktivasyon kayitlarini alan, ayni zamanda bu kayitlarin
dogrulugunu ve butunlugunu saglayarak kaydeden ileri seviye
sunucu istemci tabanli Log Toplama ve Guvenli Kayit yazilimidir.
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L-MAN N3

LOG Toplama ve Gilivenli Kayit Yazilimi

Quedra L-MAN N3 Ag Hareketleri Toplama ve Gilivenli
Kayit Yazilimi

Quedra L-MAN N3 ile 5651 Sayili Kanun geregi alinmasi gereken LOG
bilgilerini toplayabilir ve kanun tarafindan belirlenmis formatta
saklayabilirsiniz. Yaziim BTK (Bilgi Teknolojileri ve iletisim Kurumu)
tarafindan belirlenen kriterlere uygun olarak alinan LOG kayitlarinin
butinligini koruyan imzalama 6zelligine de sahiptir. Istenildiginde
farkli formatlarda rapor verilebilir veya detayli analiz yapilabilir.

Quedra L-MAN N3 yazilimi tamamen Ucretsiz olarak sunulmaktadir.
Quedra L-MAN N3 uzerinde cgalisacagi PC veya Server tabanl bir
donanima ihtiyag duymaktadir. Asagida yazihm lisans modellerimiz

icin referans amagli olarak verilmis donanimlari bulabilirsiniz.

Quedra L-MAN N3 sadece 3 adet kaynak loglamasi yapabilir. Ug ayri
kaynak, Ug¢ farkli lokasyonda kurulu olabilir. Ug farkli aga iligkin bilgiler

L-MAN N3

icerisinde istenildiginde
farkhlastiriimistir.
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2Gb RAM, 300Gb Hard Disk Drive, Gigabit Ethernet

Ornek Canli LOG Ekrani

) Quedra LMAN Log Yonetimi Yazilimi - www.quedra.com - m} *
Ayarlar  LMAM Servisi  Yardim  Hakkinda
DURDUR

Sistem Tarih,/Saat Yonlendiici Tarh/Saat  Bildiim Seviyesi Bildirim Tipi Mesaj )
2017-01-06 16:36:30 6 15:36:30 Debug localuse 0 {ocall) [IPF-First Rule Set-WANTOLANHTTP] PASS src ip 123.125.67.165 mac 00:03fa:8510:88 dst ip 88.255.112.179 proto top DPT=80, s
2017-01-06 16:36:30 6 15:36:30 Informational local use 2 {ocal?) Local User: (MAC=B8:ae:1d:21:04:44) [SATINALMA-1] [Compalin] 152.168.0.81:50441 -> 157 56.52.16:40018 (UDF)
201707106 16:36:30 6 15:36:30 Informational local use 2 {local2) Local User: (MAC=c8:0a:a9:6a:c5:8) [DEPO] [QuantaCo] 152.168.0.65:45183 -» 104.108.33.17:80 (TCP)
2017-01-06 16:36:29 6 15:36:29 Informational local use 2 {ocal2) Local User: (MAC=00:11:32:25:78:d1) [SYNRS2414PLUS] [Synology] 192.168.0.22:123 -> 46.235.147.2:123 (UDP)
2017-01-06 16:36:29 6 15:36:29 Debug localuse 0 {ocall) [IPF-First Rule Set-WANTOLANHTTP] PASS srcip 123.125.67.165 mac 00:0342:8510:88 dst ip 88.255.112.179 proto tep DPT=80. 5
2017-01-06 16:36:25 6 15:36:29 Informational local use 2 (ocal) Local User: (MAC=ec:9bf3.27.0dfb) 192.168.0.184:51147 -» 8.8.4. 4:53 (UDP)
2017-01-06 16:36:29 6 15:36:29 Informational local use 2 {ocal?) Local User: (MAC=ec:5b1327.0dfb)  192.168.0.184:52347 -> 8.8.8.8:53 (UDF)
201707106 16:36:29 6 15:36:29 Informational local use 2 {local2) Local User: (MAC=00:26:22:d4:28:58) [Compalln] 192.168.0.59:3869 -> 157 55.235.160:4002¢ (UDF)
2017-01-06 16:36:28 6 15:36:28 Informational local use 2 (ocal?) Local User: (MAC=20:89:84:8d:5a:34) [PAZARLAMA-1] [Compalin] 192.168.0.82:52355 -> 40.77.225.108:443 (TCF)
2017-01-06 16:36:28 6 13:36:28 Informational local use 2 {ocal2) Local User: (MAC=ec:3bf3:27.0dfb)  152.168.0.184:43628 -> 40.69.219.199:443 (TCF)
2017-01-06 16:36:28 6 15:36:28 Informational local use 2 (ocal) Local User: (MAC=ec:9bf3.27.0dfb) 192.168.0.184:31600 -» 4.2.2.6:53 (UDP)
2017-01-06 16:36:28 6 15:36:28 Debug local use 0 {ocall) [IPF-First Rule Set-WANTOLANHTTP] PASS src ip 213.248.172.33 mac 00:034a:8510:88 dst ip 192.168.0.5 proto tcp DPT=80, skbr
2017-01-06 16:36:28 6 15:36:28 Debug localuse 0 {ocall) [IPF-First Rule Set-WANTOLANHTTP] PASS srcip 213.248.172.33 mac 00:0342:8510:88 dst ip 192.168.0.5 proto tep DPT=80, skbr
2017-01-06 16:36:28 6 15:36:28 Informational local use 2 (ocal?) Local User: (MAC=20:89:84:8d:5a:34) [PAZARLAMA-1] [Compalin] 192.168.0.82:52398 -> 40.77.225.108:443 (TCF)
2017-01-06 16:36:28 6 19:36:28 Debug local use 0 {ocall) [IPF-First Rule Set-WANTOLANHTTP] PASS src ip 213.248.172.33 mac 00:0342:8510:88 dst ip 192.168.0.5 proto tcp DPT=80. skbr
2017-01-06 16:36:28 6 15:36:28 Informational local use 2 (ocal) Local User: (MAC=20:89:84:8d:5a:34) [PAZARLAMA-1] [Compalin] 152.168.0.82:64372 -» 4.2.2 6:53 (UDP)
2017-01-06 16:36:28 6 15:36:28 Debug local use 0 {ocall) [IPF-First Rule Set-WANTOLANHTTP] PASS src ip 213.248.172.33 mac 00:034a:8510:88 dst ip 192.168.0.5 proto tcp DPT=80, skbr
2017-01-06 16:36:28 6 15:36:28 Debug localuse 0 {ocall) [IPF-First Rule Set-WANTOLANHTTP] PASS src ip 213.248.172.33 mac 00:03f2:8510:88 dst ip 192.168.0.5 proto tep DPT=80, skbr
2017-01-06 16:36:28 6 15:36:28 Informational local use 2 (ocal?) Local User: (MAC=20:89:84:8d:5a:34) [PAZARLAMA-1] [Compalin] 152.168.0.82:64585 -» 8.8.8.8:53 (UDP)
201707106 16:36:28 6 15:36:28 Debug local use 0 (ocall) [IPF-First Rule Set-WANTOLAMHT TP] PASS srcip 192.221.144 4 mac 00:03fa:85f0:88 dst ip 192.168.0.7 proto udp DPT=53, skbm
2017-01-06 16:36:27 6 15:36:28 Informational local use 2 (ocal) Local User: (MAC=20:89:84:8d:5a:34) [PAZARLAMA-1] [Compalin] 152.168.0.82:64589 -» 4.2.2 6:53 (UDP)
2017-01-06 16:36:27 6 15:36:28 Informational local use 2 {ocal?) Local User: (MAC=08:00:27:15:83:cd) [HAKANDEBUGSERV] [CadmusCo] 192.168.0.202:45757 -> 134.170.165.248:443 (TCF)
2017-01-06 16:36:27 6 15:36:27 Informational local use 2 {ocal2) Local User: (MAC=00:11:32:25:78:d1) [SYNRS2414PLUS] [Synology] 192.168.0.22:123 -» 188.166.12.29:123 (UDF)
2017-01-06 16:36:27 6 15:36:27 Debug local use 0 {ocall) [IPF-First Rule Set-WANTOLANHTTP] PASS srcip 213.248.172.33 mac 00:034a:8510:88 dst ip 192.168.0.5 proto tcp DPT=80, skbr
2017-01-06 16:36:27 6 15:36:27 Debug local use 0 {ocall) [IPF-First Rule Set-WANTOLANHTTP] PASS src ip 195.175.122.233 mac 00:03fa:8540:88 dst ip 192.168.0.8 proto udp DPT=53, skt
2017-01-06 16:36:27 6 15:36:27 Debug localuse 0 {ocall) [IPF-First Rule Set-WANTOLANHTTP] PASS src ip 195.175.122.233 mac 00:03fa:8510:88 dst ip 192.168.0.8 proto udp DPT=53, skt
2017-01-06 16:36:27 6 15:36:27 Debug local use 0 {ocall) [IPF-First Rule Set-WANTOLANHTTP] PASS src ip 195.175.122.233 mac 00:03f5:8540:88 dst ip 192.168.0.8 proto udp DPT=53, skt
2017-01-06 16:36:27 6 15:36:27 Debug localuse 0 {ocall) [IPF-First Rule Set-WANTOLANHTTP] PASS src ip 195.175.122.237 mac 00:03f2:8510:88 dst ip 192.168.0.8 proto udp DPT=53, skt
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