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Total available market of office 365 backup

"Office 365 commercial now has ZZ
more than 135 million monthly 00
active users, and Office 365 § 50
consumer subscriber increased é’ 60
to 30.6 million..” Microsoft Q3 FY18 resuits') - 40

20

0

April, 2017 April, 2018
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Your responsibility

Responsibility

Data classification &
accountability

Client & end-point
protection

Identify & access
management

Application
level controls

Network controls

Host infrastructure

Physical security

SaaS

- Cloud Provider Cloud Customer

Q Protect your intellectual assets
@ Hold data for compliance and legal purposes

Optimize the process for data restoration

High Availability # Data Protection
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Common challenges

Office 365 doesn’t include backup!? High cost of Office 365 storage

Definition of backup : An independent copy of data that can be
restored if the source system or service is unavailable.

A solution to store all or chosen data of Office 365 in a secure
location, available even when offline is required.

There are storage limits of mailboxes for all Office 365 plans.
Only the most expensive Office 365 Enterprise plan, E3 and E5
supports unlimited storage for archive mailboxes. A more cost-
effective way for mail archiving is required.

Office 365
Business Business Enterprise Enterprise Enterprise Enterprise
Feature Essential Premium E1 E3 E5 F1
User
. 50GB 50GB 50GB 100GB 100GB 2GB
mailboxes
Archive 50GB 50GB 50GB Unlimited Unlimited N/A
mailboxes
Shared
: 50GB 50GB 50GB 50GB 50GB 50GB
mailboxes
TIn-place hold allow administrator to create a criteria to preserve all email related to a specific topic or all email for certain individuals. This feature is mainly for litigation hold purpose synOIOgy&

2 In-place archive provides additional storage space for mailbox by adding a secondary archive mailbox (called In-Place archive) to each user's primary mailbox.




Common challenges

B Microsoft

Limited retention time for deleted items
For users, deleted items could be recovered within up to 30
Recover deleted items in a user's days (14 days is the default). After that, only admin could be
mailbox - Admin Help able to restore it via a long process of eDiscovery. A self-service

oft 365 Business N

Applies To: Office 365 Admin, Office 365 Small Business Admin, Micros

recovery way without retention time limit is required.

This article is for administrators. Are you trying to recover deleted items in your own mailbox?

Try Outlook 2013 or 2016 | Outlook Web App | Outlook on the web | Outlook.com

Only admin has full rights to restore deleted items

Did a user permanently delete items from their Outlook mailbox? The user wants them back but can't

Companies require a separation of roles to hold the rights of

access and restoration to comply with the current and up-
e 0. s e e S AP o o coming data protection laws. A cross-user restore manner is
required.

Note: You have to be an Exchange administrator or Global administrator in Office 365 or be a member of
the Organization Management role group in Exchange Online to perform the steps in this article. For more
information, see About Office 365 admin roles.

Data loss did happen

Was this information helpful? Yes' | No

Either In-place hold' or In-place archive? provided by Office 365

has its limit to prevent data deletion of user error or malicious

intent. A point-in-time backup and restore solution is required.
TIn-place hold allow administrator to create a criteria to preserve all email related to a specific topic or all email for certain individuals. This feature is mainly for litigation hold purpose synOIOgy

2 In-place archive provides additional storage space for mailbox by adding a secondary archive mailbox (called In-Place archive) to each user's primary mailbox.




Data loss in SaaS is common

Causes for data loss

Application overwrite |G 7%

Malicious deletion 46%
Ended SaaS data loss | GGG 10% ; E O/

Hacker deletion [ NG 13%

Surveyed companies
have lost data

Employee overwrite [N 17%
End-user deletion | NG 7%

0% 5% 10% 15% 20% 25% 30% 35  40%  45% 50%
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Create Task

Create Task

Create Task

Version control

Please choose your version retention policy.

Off User{  Backup policy

Account
® Continuous backup @
v Manual backup
v Scheduled backup
Ach Set Schedule
Note f ) . ] .
File version retention policy
You
for | ® Preserve all versions
MNumber of days for historical versions to be preserved 320 o
B:
Back Next Cancel

Streamlined

deployment

Simple 3-steps to complete the

backup task deployment

Synology




Comprehensive protection

| Create Task - {:} Continuous BaCkup

l CNOOseE your vis
e Continuous backup allows businesses to back up users'
gn retention policy. . . . .
| services periodically, in a non-stop manner, thereby

minimizing the risk of data loss.

Backup policy

® Continuous backup ﬁ
Manual backup

Scheduled backup

El Flexible file versioning

If changes are made, data will be backed up. When a
backed-up file is updated to a new version, its previous
version will be preserved for the period of time you set
for file retention, so that at least the previous version will

be available for restoration.

T e acnedule

File version retention policy

Preserve all versions

® Number of days for historical versions to be preserve 10 o

Cancel

Back
Next

Synology




Smart

Restoration

With Active Backup for Office 365
Portal enabled, both employees and
admins can easily locate items for
restoration and restore/export them

with simple clicks.

@ Active Backup for Office 365
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Protected service

Log
Type
Information
Information
Information
Error
Information
Information

Information

Transferred size

3]

Oetailed log

The system has completed the backup
The system has completed the bac
The Backup policy of the task [develo.
The system faded to compicte the bac
The backup palicy of the task [develo
The [Caveloper, protection] was creat

The backup tatk (A] is created

Active Backup for Office 365

Backup summary
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000000
o000 000
2000000

09/18:09/24

Service usage

724360
N

W Orive
670368

W Contacts
2968

Activities
Operation
Backup
Backu)
Backvp
Backup
Backup
Backvp

Backvp

User usage
User
Mans
Kevia Chen
Bentany Watson
Oave
Eric Morales
Oiana Micks

Amy Chang

L 0E

Detatied log

Processing Joewy's drive dats
Processing evelynhudng's drive 43ts

Processing raomisy_demo's drive cata

Advanced

Management

Processing maxwu's drive data
Processing jenniee’s Crive dats
Processing kewdng_demo’s deive ¢ata

Processing tonylin's drive data

Used space

101.3 GB (38.4%)

55.3 GB (18.0%)
32.3 GB (10.5%)
31.0 GB (10.2%)
28.1 GB (9.3%)

17.3 GB (4.5%)

PM_protection

developer_protection

Monitor and manage multiple backup tasks

effortlessly from a single interface.

nology’
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All-in-One
solution

° Hardware + Software

Synology’



All-in-One
solution

° Hardware + Software ° Single instancing

Synology



All-in-One
solution

® Without deduplication

° Hardware + Software ° Single instancing
° Global deduplication

Synology



BR Microsoft Azure

Synology2018
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All-in-One
solution
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Login

° Hardware + Software
° Global deduplication

° Single instancing
v

Azure AD domain support

Synology







Licensing plan

Basic features (free) Premium features(license required)
OneDrive for business Mail
: Contacts
Shared mailbox
Calendar

Elcicl:tronic
cense

Synology (\J

All supported NAS model comes with 1 free license pack (10 accounts)

: * A subscription can be renewed when its expiration is within 30 days
ACt'Ve BaCKup for * A Synology NAS will enter a 30-day grace period once the license seat count has

: been surpassed.
Oﬁlce 365 *  Migrating a license subscription from one Synology NAS to another NAS under same
License Pack Synology account is available.

Synology




Competitor comparison

Synology Veeam Acronis NetApp Spanning’ Backupify? Cloudally
N Synology 3 party On-premise On-premise  Own cloud on
Destination NAS hardware or Cloud or Cloud Amazon Amazon 53 Amazon 53
SharePoint Coming soon  Coming soon Vv Vv V V \%
backup
Frequency Continuous Every 5 mins Hourly Daily Daily 3 times/day Daily
+ manual + manual + manual
Self-service Vv v v v
Restore
Single
Instancing v N/A N/A N/A
Deduplication V N/A N/A N/A

Synology




Thank You




