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Quedra LightBox

Quedra LightBox Serisi, kuclk, orta ve orta-blyuk isletmeler ve kenar ofisler igin ileri seviye ag
guvenligi ve erisimi ¢ozumu sunan yeni nesil Ag Guvenli ¢ozimudur. Ag teknolojilerinden gelen
tecrubesi ile Quedra, hem esnek erisim ve erisim denetimi 6zellikleri sunarken hem de her tar yeni
nesil ag guvenligi tehditlerine kargi ileri seviye urunler sunar.

Onemli dzelliklerinden bazirlan :

e Dogustan SD-WAN 06zellikleri ile kolay kurulum

e Yeni Nesil Guvenlik Duvari ézelliklerinin tamami

e Uzaktan erisim icin VPN destegi

e Zengin Yonlendirme yetenekleri

e Farkli calisma modlari ile her tir ag i¢in uygun
konfiglrasyon

e TUm ag nesnelerini ve durumlarini ayni anda
goruntileyebileceginiz kontrol paneli

o Gercek zamanli ag saldirilari engelleme (IPS)

e Ag gecidi tabanli Anti Virus ve Anti Spam

o DPI teknolojisi ile derin paket inceleme

e Uygulama Guvenligi

e Her tlr DoS, BotNET saldirilari igin koruma

e |P Bazli ve MAC bazli filtreleme

e WAN Load Balance, FailOver destegi

e Server Load Balance destegi

e LACP ile bant genigligi yukseltme

Yeni Nesil Ag Giivenligi
Quedra LightBox NGFW urund, Layer 2'den Layer 7'ye kadar uzanan zengin network ozellikleri ile yiksek
performansli ¢bzUmler sunar. Konfigurasyon esnekligi sayesinde aginizla tam uyumluluk saglar. Genel ag

guvenligini artirarak, guvenlik islevleriyle aginizi guglendirir.

Esnek Ag Mimarisi
Quedra LightBox Serisi SDWAN 0zellikleri sayesinde her
tir ag mimarisine uyum saglar. Hizli ve performansli
anahtarlama ve yonlendirme vyapar. VPN 0Ozellikleri
sayesinde aginiza uzaktan kolayca erigir, subelerinizi
merkezde gibi kontrol edebilirsiniz.

<=
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HotSpot ve internet Erisim Denetimi

e Misafir kullanici yonetimi

e Erisim denetiminde c¢oklu dil destegi

o Karsilama sayfasi 6zellestirme

e Siure ve kullanim sinirlamasi

e Bir kullanici i¢in birden ¢ok cihaz destegi
e Yerel kullanici dogrulama

e SMS ile kullanici dogrulama

e TC Kimlik no ile kullanici dogrulama

e Harici veritabanlari ile kullanici dogrulama

Ag ve Givenlik Katmanlari

e Durumsal Paket inceleme - SPI

e Ag Adres Cevrimi - NAT

e Kural Tabanli Yonlendirme — PBR

o |IP:MAC esleme

. e Statik Yonlendirme

o Hedef, Kaynak ve Port bazli Yénlendirme

e Bantgenisligi Yonetimi

e Statik ve Dinamik IP

e DHCP Sunucu ve istemci

e PPPOE / IpoE Destegi

e DNS Proxy Destegi

e VLAN Destegi

i B e VPN (IPSec, SSLVPN, OpenVPN)

e Load Balance ve Failover Destegi

o URL Filtreleme

Kategori ve Kelime Bazl Filtreleme
(")zellegtirilebilir adres, kelime, dosya bazli filtreleme
e Virus, Trojan eklentisi ve Zararli Yazilim engelleme
Otonom Giivenlik Veritabani imza Giincellemesi

; : Uygulama Filtreleme

==/ ¢ imza Tabanl Kategori Bazli Saldir Tespit ve Onleme

PROTECTION

PRIVACY 7

1
|
o Il
SECURITY
+

| ENCRYPTION

+
°

3
—

INTERNET

Kayit ve Raporlama

e Syslog destegi

e TUm hareket loglari kaydi

e Detayli hareket loglari

e Anlik sistem bilgisi

e 5651 sayili yasaya uygun kayitlar

o Kayitlari farkl ortamlara aktarabilme
e Dogruluk ve butunlik koruma

www.quedra.com
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DONANIM VE PERFORMANS

LIGHTBOX Serisi

NextGeneration Desktop UTM Firewall

LB30

LB60

LB100

LB300

4x2.5Gigabit Ethernet

4x2.5Gigabit Ethernet

6x2.5Gigabit Ethernet

6x2.5Gigabit Ethernet

Arayuzler (RJ45) (RJ45) (RJ45) (RJ45)
Oturum (Sessions) 150.000 200.000 500.000 900.000
ggéiri‘onesr/‘isg;"“m 15.000 20.000 40.000 90.000
Firewall Throughput 900Mbps 1200Mbps 2000Mbps 3000Mbps
?JMLNQ?]E\SQ 90Mbps 120Mbps 350Mbps 400Mbps
IPS Throughput 100Mbps 100Mbps 400Mbps 400Mbps
ﬁ_\ﬁ :Lvljrguhspu t 80Mbps 80Mbps 350Mbps 350Mbps
%’Phsrsgg\éztlt 90Mbps 90Mbps 450Mbps 450Mbps
?ﬁ:‘ot{gr’]\lput 60Mbps 60Mbps 300Mbps 300Mbps
IPSEC VPN Sayisi 30 60 100 300
SSL VPN Sayisi 30 60 100 300
ggs:’;f‘” Kural 1000 2000 5000 5000
poniin Saklama 240GB SSD 240GB SSD 256GB SSD 256GB SSD
-10°C-- -10°C-- -10°C-- -10°C--

Calisma Sicakliklar

60°C(14F~140F)
30%--90% Nem

60°C(14F~140F)
30%--90% Nem

50°C(14F~122F)
30%--90% Nem

50°C(14F~122F)
30%--90% Nem

Boyutlar (Cihaz)

135mm*127mm*39mm

135mm*127mm*39mm

177mm*125mm*55mm

177mm*125mm*55mm

Boyutlar (Kutu)

305mm*205mm*75mm

305mm*205mm*75mm

305mm*205mm*75mm

305mm*205mm*75mm

Agirlik (Kg)

Net 0.6kg / Gross
1.2kg

Net 0.6kg / Gross
1.2kg

Net 1.3kg / Gross
2.0kg

Net 1.3kg / Gross
2.0kg

www.quedra.com
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OZELLIKLER

LIGHTBOX Serisi

NextGeneration Desktop UTM Firewall

Operating Modes

VPN - Virtual Private Network

Management Interface Features

OSI Layer 2 Transparent

SSLVPN

HTMLS5 Responsive Web Interface

OSI Layer 3 Routing + Stealth Mode

> Certificate Verification

> SSL Certi cate based authentication

Virtual Wire

User Credentials Verification (+ 2FA )

> 2FA - Two-Factor Authentication

Routing

> Authentication:

> Customizing the Service Port

IPv4 / IPv6 Static Routing

BLAKE2*, RSA*, SHA*, MD*, SHAKE*

Out of Band Management Plane

PBR - Policy Based Routing

> Encryption:

> Resource Reservation

OSPF - Open Shortest Path First Protocol

AES*, ARIA*, CAMELLIA*, SEED*, SM4*

SSH Console

BGP - Border Gateway Protocol

PPTP / L2TP VPN, L2TP over IPSec

Physical Console (Monitor, Keyboard)

RIP / RIPng - Routing Information Protocol

IPsec VPN (Both VTl and Legacy Mode)

Serial Console (If exists on hardware)

PIM SM/SSM IGMP v2/v3 Multicast Routing

Site to Site VPN

Incident Notification Service

Routing Monitor

GRE Tunnelling

> SMS, Email, Brower Notification

Network Interface Specifications Services User Authentication Methods
e Loopback Interface, IEEE802.1Q VLAN support e Live Dashboard e Mernis (NVI)
e Link Aggregation : e Automated Update System ¢ SMS
> LACP, Failover, Load Balance, Round Robin o Offline Update e Local User
e Bridging / STP / Ethernet Bypass e Automatic Configuration Backup e HTTP (API)
e Virtual Extensible LAN (VXLAN) e DHCPv4/v6 Server, Relay and Monitor e LDAP
e NAT64, IPv6 6to4 Tunneling ¢ Authenticated http/https Proxy e RADIUS
e Static ARP e Quedra Shared Management-Virtual System e POP3/IMAP

PPP ve PPPoE Connection Interface

QoS - Effective Bandwidth Management

SSO: Negotiate Kerberos - Active Directory

3G/4G/LTE Modem Support

Time and Quota Adjustable Hotspot(Captive)

TACACS +

Security Specifications

Bandwidth Monitor

Product Certifications

Zone Based Firewall

Quedra Registry Service

Common Criteria EAL4 +

Application Security (AppID)

Quedra Announcement Service

TRtest Product Conformity Certificate

Honeypot Trapping

NetFlow Export Service

MIT (Made in Turkiye)

Traffic Rate Limiting

RADIUS Server and Proxy

IPsec VPN

Multi-Policy, Section and Profile Support

Domain Based http/https Forwarding

Encryption:

Time Based Security Policy Management

https SSL Offload Service

> AES/CAMELIA / NULL_ENC / SERPENT

IPS - Intrusion Detection and Prevention

SNMP v2/v3 Service

> TWOFISH /DES / 3DES

SPI - Statefull Packet Inspection

RRD Service

Authentication:

DPI - Deep Packet Inspection

> Number of Active Users and Bandwidth

> MD5, SHA1, SHA256, SHA384, SHA512, AES

http / https Web Filtering (SNI / DPI)

http/https Caching

WildCard ID Support

DNS Query Filtering

Domain Based Bandwidth Limiting

NAT Traversal Support

Interface Based Anti Spoofing (Sym and Asym)

Log Timestamping

PKI - Public Key Infrastructure Support

MAC Based Quarantine

Timestamp Integration

PSK - Pre Shared Key Support

MAC - IP Matching Control

Syslog (TCP/UDP/TLS) - supported formats;

Email Security

ARP Poisoning Protection

> RAW, CEF, EWNMM, GELF, JSON, WELF, CIM

Gateway Antispam ***

Flood Intrusion Prevention

Black Hole Service

Anti Virus / Anti Malware ***

Gateway Anti Viriis / Anti Malware ***

Campus Information Service

Email Rate Limiting

SSH Inspection, Anti Botnet

LLDP Service

RBL, MX, SPF, DKIM, DMARC Check

DoS Prevention - Connection Limiting

GEO-IP Service

Email Quarantine

XFF Scan - Trusted Proxy Servers

Quedra Central Management/Logging Integration

Gray Listing, Phishing Check

Service Based Timeout Control

Category and Rule Based Filtering

www.quedra.com
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AG GUVENLIGI HiZMETi ABONELIKLERI

Quedra Yeni Nesil Guvenlik Duvari cihazlari Guvenlik Hizmeti Lisanslariyla ¢aligir. Tim cihazlarin guvenlik
hizmeti lisanslarindan biriyle etkinlestiriimesi gerekir. Bu servis abonelikleri teknik destek ile farkh guvenlik
Ozellikleri kazandirir. TUm abonelik hizmetleri yenileme zamanlariyla birlikte duyurulur.

BASIC STANDARD PREMIUM
SECURITY SERVICE SECURITY SERVICE SECURITY SERVICE
(BSS) (SSS) (PSS)

Teknik Destek
(ofis galisma zamanlarinda
08:30/18:00 TR)

Basic Security Service Ozellikleri Standard Security Service Ozellikleri
+ +

Uzaktan Sinirsiz Teknik Destek
Donanim Degigimi Gelismis Uygulama Kontroli Hizmeti

(sadece donanimsal Urtnler igin) (ofis galisma zamanlarinda

08:30/18:00 TR)

Yazilim Giincellemesi )
(Yeni dzellikler + Geligtirmeler + DoS Korumasi SSL Paket Incelemesi
Duzeltmeler)

Temel Giivenlik Ozellikleri _
(NAT/NAPT, temel Filtreler ve guvenlik Web Igerik Filteleme
ozellikleri/kurallari)

izinsiz Giris (Atak) Korumasi

GW Antivirus Taramasi

Botnet Korumasi

www.quedra.com
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Quedra
Hayati Kolay Hale
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