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VigorACS Sl License
Copyright 2010 by DrayTek Corporation. All rights reserved.

No part of this distribution may be reproduced, transmitted, transcribed, stored in a system, or translated
into any language without written permission from the copyright holders.

Limited Warranty

DrayTek warrants that (a) the VigorACS SI (henceforth called the SOFTWARE) will perform
substantially in accordance with the accompanying written materials for a period of ninety (90) days
from the date of receipt, and (b) any support service provided by DrayTek shall be substantially as
described in applicable written materials provided to you by DrayTek, and DrayTek support engineers
will make commercially reasonable efforts to solve any problems. To the extent allowed by applicable
law, implied warranties on the SOFTWARE, if any, are limited to ninety (90) days.

Customer Remedies

DrayTek’s and its suppliers entire liability and your exclusive remedy shall be, at DrayTek’s option,
either (a) return of the price paid, if any, or (b) repair or replacement of the SOFTWARE that des not
meet DrayTek’s Limited Warranty and which is returned to DrayTek with a copy of your receipt. This
Limited Warranty is void if failure of the SOFTWARE has resulted from accident, abuse, or
misapplication. Any replacement SOFTWARE will be warranted for the remainder of the original
warranty period of thirty (30) days, whichever is longer. Outside Taiwan, neither these remedies nor
any product support services offered by DrayTek are available without proof of purchase from an
authorized international source.

No Other Warranties

To the maximum extent permitted by applicable law, DrayTek and its suppliers disclaim all other
warranties and conditions, either express or implied, including, but not limited to, implied warranties of
merchantability, fitness for a particular purpose, title, and non-infringement, with regard to the
SOFTWARE, and the provision of or failure to provide support services. This limited warranty gives
you specific legal rights. You may have others, which vary from state/jurisdiction to state/jurisdiction.

Please read the license screen in the installation wizard. You must accept the terms of the license in
order to install VigorACS SI.
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Chapter 1 Introduction

VigorACS is a software which provides centralized device management for TR-069 based
CPEs such as broadband gateway, XDSL router, VolP gateway and wireless AP. VigorACS
has device status, monitor status of devices, or perform scheduling tasks such as firmware
upgrade, configuration backup/restore and parameter profile for mass deployment of CPE
devices. It is easy to use through intuitive Web-based GUI with security management.
VigorACS can be installed on different kinds of platform e.g., Windows, Linux and so on.

1.1 Main Features and Benefit

>
>
>

>

>
>
>

Manage all kinds of devices complied with TR-069 specification.
VigorACS server can be installed in Windows and Linux.

Intuitive Web-based GUI can be executed on all browsers like IE, Firefox, Mozilla and
S0 on.

Support scheduling firmware upgrade, configuration backup/restore and parameter
profile deployment.

Support auto-discovery to survey all TR-069 devices.
Provide device inform management.

Support security management

1.2 System Architecture

The following figure shows an overview for the application between VigorACS and CPE
devices. With TR-069 protocol, VigorACS Sl can communicate and manage devices with

ease.
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1.3 Web Service

Web service is a software system identified by a URI, whose public interfaces and bindings
are defined and described using XML. Its definition can be discovered by other software
systems. These systems may then interact with the Web service in a manner prescribed by its
definition, using XML based messages conveyed by internet protocols.

The basis for Web Services contains: XML, WSDL (Web Services Description Language ) ,
SOAP (Simple Object Access Protocol), UDDI(Universal Description, Discovery and
Integration). The procedure for the structure of bottom layer: transform Web Service
information into XML file format, use WSDL statement to describe the objects for service.
The remote end can get required information through such description. It carries out
transformation job to search or register from UDDI by means of SOAM communication
bottom layer.

»  For the designers of Java program: you can write java program to control VigorACS.
Also, VigorACS will offer some API for you to write and call it. For example, you can
get all the connected CPE devices controlled VigorACS through web service.

Corresponding files are placed in - WebServices_ TRO69API.zip
The documentation for web services api is placed in - WebServices TRO69API1/doc/

Sample program is placed in -
WebServices_ TRO69API/example/src/tw/com/draytek/acs/test/ TestMain.java

For the designers with other program language: you can define WSDL to control VigorACS
through SOAP(Simple Object Access Protocol)

VigorACS Sl User’s Guide 2 Dray Tek



Chapter 2 Installation

Please follow the procedure listed below to install VigorACS completely. The installation for
different platforms might be different.

2.1 Platform for Windows 2000, XP or Vista
There are three programs needed to be installed for operating VigorACS.

2.1.1 Installation for Java

1. Locate ACS\Software\jdk-1_5 0_07-windows-i586-p.exe from CD and double click on
it to execute the installation.

Version 5.0

JAVA"2 Platform
Standard Edition

InstallShield Wizard

J25E Development Kit 5.0 Update 7 Setup is preparing the
nstallS hield Wizard, which will guide you through the pragram
1 sefup process. Flease wait,

(T ) | Cancel

2. Alicense agreement dialog box will appear. Choose “I accept the ...” and click Next.

i'.g!;" I23E Development Kit 5.0 Update ¥ - License

License Agreement

Please read the Fallowing license agreement carefully,

Sun Microsystems, Inc. Binary Code License Agreement A
far the J&WA 2 PLATFORM STANDARD EDITION DEYELOPMENT KIT 5.0

SN MICROSYSTEMS, INC. ("SUN") IS WILLING TO LICEMSE THE SOFTWARE IDEMTIFIED

BELCAY TO Y OU ORILY UPCRN THE COMDITION THAT Yol ACCEPT ALL OF THE TERMS
COMTAIMED IM THIS BIMARY CODE LICEMSE AGREEMEMT AMD SUPPLEMEMTAL LICEMSE

TERMS (COLLECTIWELY "AGREEMEMT"). PLEASE READ THE AGREEMEMT CAREFULLY. BY
DOAAMLOADIMG OR INSTALLING THIS SOFTWARE, YOU ACCEPT THE TERMS OF THE
AGREEMENT. INDICATE ACCEPTAMCE BY SELECTIMG THE "ACCEPT" BUTTOM AT THE

BOTTOM OF THE AGREEMENT. IF YU ARE MOT WALLING TO BE BOUND B ALL THE TERMS,
SELECT THE "DECLIME" BUTTOM AT THE BOTTOM OF THE AGREEMEMT AMD THE ¥

(%31 accept the berms in the license agreement;

{31 do not accept the kerms in the license agreement

Mext = ] [ Cancel
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3. Inthis dialog box, optional features will be listed for you to choose for installation.
Choose the one you need and click Next.

i J2SE Development Kat 5.0 Dpdate 7 - Custom Setap

Custom Setup

Select the program Features you wank installed.

Select optional Features to install from the lisk below, You can change vour chaice of Features after
installation by using the AddiRemove Programs utility in the Control Panel

Feakure Description

E:'E"."EII:IFIFI'IEFIt Tools J25E Develnpment Kik 5.0,
Diemns inchading privakte JRE 5.0, This

will require 264 MB on your hard
Source Code e,

Public JRE

Install ko:

C:'Program Files) lavaljdkl 5.0_07)

[ < Back ” Mexk = ] l Cancel ]

4,  Wait for a while to install the selected feature.

i'-_% I23E Development Kt 501 Update 7 - Progress

Installing

The program features vou selected are being installed,

Flease wait while the Inskal Wizard installs 125E Development Kik 5.0
Update 7. This may take several minutes,

Status:

< Back Mexk =

VigorACS Sl User's Guide 4 Drﬂy Tek



DrayTek

When this dialog box appears, please click Next.

i J28E Runtime Environment 5.0 Update 7 - Custom Setap

Custom Setup

Select the program Features you want installed.

The J25E Runtime Environment with support for European languages will be installed, Select
optional Features bo install From the list below.,

Feature Description

125E Runkime Environment . . .
AR E' "' el The J25E Runtime Environment with
= ~ | Suppork For Additional Languages European languages. This requires
= ~ | Additional Font and Media Support 131 ME on vour hard drive.
Install ko

C:'\Program Filesi Javaljrel 5.0_074

[ Mext = ] [ Cancel ]

You have to choose the browser for configuring VigorACS later, and then click Next.

i‘-.%' T23E Runtime Environment 5 00 Update 7 - Browser Registration

Browser Registration

Select the browsers wou wank bo register with Java(TM) Plug-In.

Microsaft Internet Explarer

Yau may change the setkings laker in the JavalTM) Cantral Panel,

< Back ]| Mext > [ Cancel
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Wait for a while to install the required features.

i-.% I25E Runtime Environment 5.0 Update 7 - Progress

Installing

The program Features vou selected are being installed.

Please wait while the Inskall Wizard installs 125E Runtime Environment 5.0
Update 7. This may take several minutes.

Status:

[---I-I---- ]

Inskallshield

< Back Mexk =

Now the installation is completed. Click Finish to exit the installing program.
i'-.%" J25E Development Kit 5.0 Update 7 - Complete |§|

Installation Completed

The Install Wizard has successfully installed J25E Development
Kit 5.0 Update 7. Click Finish to exit the wizard,

< Back i Finish i Cancel
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2.1.2 Installation for MySQL

Follow the steps below to install MySQL.

1. Locate ACS\Software\mysql-5.1.41-win32\Setup.exe from CD and double click on it to

execute the installation.

2. When the welcome screen appears, please click Next for next step.

i MySQL Server 5.1 - Setup Wizard

Welcome to the Setup Wizard for MySQOL
Server 5.1

The Setup Wizard will inskall MySOL Server 5.1 release 5,141
on your computer, To conkinue, click Mext,

WARMING: This program is pratected by copyright law,

MysaQL

+ Bacl [ Mext = il [ Cancel

3. On this dialog box, choose the type of setup you want and click Next.

i MySQL Server 5.1 - Setup Wizard

Setup Type 4 \
Choose the setup type that best suits vour needs., ; 3

Flease select a setup bype,

— Common program Features will be installed. Recommended For

i general use,
e

() Complete

—d Al pragram Features will be installed, (Requires the most disk
o

Ve space. ]
A0 E

{:} Custom
— Choose which program Features you want installed and where they
" iJ- . will be installed. Recommended For advanced users,

< Back ][ Mext = ] [ Cancel
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4. On this dialog box, click Install.

i MySQL Server 5.1 - Setup Wizard

Ready to Install the Program \
The wizard is ready to begin installation. b 3

If wou wank to review or change any of your installation settings, click Back, Click Cancel to
exit the wizard,

Current Settings:

Setup Type:
Typical
Destination Folder:

CiProgram FilesiMy3QLMyaQL Server 5,15

Daka Folder:
CiiDocuments and Sektingsiall Usersiapplication Datal My SOLMyS0L Server 5,10

[ < Back ]| Install J [ Cancel ]

5. The installation program starts to install required files for MySQL to your computer. Wait
for several seconds.

i@ MySQL Server 5.1 - Setup Wizard E]lzll'zl

Installing MySQL Server 5.1 \
The program Features wou selecked are being installed. b 3

Please wait while the Setup Wizard installs MySOL Server 5.1, This may take
several minukes,

Skatus;

< Bach Mexk = Cancel
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6. When the following screen appear, please click Next.
MyEQL Enterprize |X|

A MySQOL Enterprise subscription is the most
comprehensive offering of MySQL database

software, services, and support to ensure your
M '.__' S QLL business achieves the highest levels of reliability,
security, and uptime.

Sal=sdEE AnEnterprise Subscription includes:

1. The MySQL Enterprise Server - The most reliable, secure, and up-to-d
version of the world's most popular open source database. 5

2. MySQL Enterprise Monltor Service - An automated
assistant.

3. MySQOL Production Support-T
you need it, along with service packs, hi

EOTTOTEnro)

7. Click Next again.

MyEQL Enterprize |X|
Mt_.;SDmL
The MySQL Enterprise Monitor Service

« Quickly identifies your
most expensive 50L code
across all your servers.

« MySOL Advisors and 125+
Best Practice Rules ensure
security and performance.

s Alerts and Expert Advice
on how to fix problems and

tune for peak performance.

EOTToTe! nfe)

More ...
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8. When the program finishes the installation, the following dialog box will appear. Please
click Finish to exit the program.

i MySOL Server 5.1 - Setup Wizard

Wizard Completed

Setup has finished installing MyS0L Server 5.1, Click Finish ko
exit the wizard,

Configure the MyS[L Server now
Use this option ko generate an optimized MyS0L config
file, setup a Windows service running on a dedicated pork
and ko set the password For the rook account,

Register the MySQL Server now
IUse this opkion ko register this MySOL server with
SunConneck service, bo receive aukomatic update
% notifications on future releases and other Free offerings.
& browser window will open briefly ta allow yvau ko
complete the reqgistration,

Cancel

9. When the following page appears, click Next.

MyE0L Server Instance Confisnration Wizard

Welcome to the MySOL Server Instance
Configuration Wizard 1.0.16.0

The Configuration \Wizard will allow wou ko configure the
Mw3gL Server 5.1 server instance, To Continue, click
Mexk,

Mexk = i Cancel

VigorACS Sl User's Guide 10 Drﬂy Tek



10. Choose Standard Configuration and click Next.

MyE0L Server Instance Confignration Wizard

MyS0L Server Instance Configuration

Configure the MySQL Server 5.1 server instance, o

Please select a configuration bvpe,

(" Detailed Configuration

"7 Choose this configuration bype to create the optimal server setup For
this machine,

f+ Standard Configuration;
_;! a Use this only on machines that do not alkeady have a MySOL server

installation. This will use a general purpose confiquration For the
server that can be tuned manually,

« Back J Mexk = | Cancel I

11. In this page, simply click Next.

MyEQL Server Instance Confignration Wizand

MyS0L Server Instance Configuration

Configure the MySQL Server 5.1 server instance.

Please set the Windows options,

¥ Install As Windows Service

This is the recommended way to run the MySQL server
on Windows,

Service Mame: ]M';.JSQL -

¥ Launch the MySOL Server aukomatically

[~ Include Bin Directory in Windows PATH

Check this option ta include the direckary containing the
server | client executables in the Windows PATH wariable
so they can be called From the command line,

< Back Cancel

Dray Tek 11 VigorACS Sl User’s Guide



12. If you want to configure password for MySQL server, please check Modify Security
Settings and type the password. It depends on your request. Otherwise, simply click Next.

MyEQL Server Instance Confignration Wizand
MyS0L Server Instance Configuration )
Configure the MySQL Server 5.1 server instance. b 3

Please set the security options.

[~ Modify Security Settings;

< Back J Mext = | Cancel I

13. Then, click Execute.

MyE0L Server Instance Confignration Wizard
MySQL server Instance Configuration |
Configure the MySQL Server 5.1 server instance, b

Ready to execute ...

() Prepare configuration
() ‘Write configur ation file

() Skart service

Please press [Execute] to start the configuration.

« Back Cancel
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14. After finishing the configuration, please click Finish to exit the wizard.

MyE0L Server Instance Confignration Wizard

MyS0L Server Instance Configuration

Configure the MySQL Server 5.1 server instance,

Processing configuratian ...

] Prepare configuration
(] ‘Write configuration file  (CProgram FilesPy SOLMySOL Server 5. Ly .inil

(] Start service

Configuration file created.
Windows service MysQL installed.
Service started successfully.

Press [Finish] to close the Wizard.

| Finish |

2.1.3 Installation for VigorACS Sl
It is time to install VigorACS main program. Follow the steps below.
1. Locate ACS\ACS\setup.exe from CD and double click on it to execute the installation.

{8 Setup - ¥igorACS SI E]|E|g|

Welcome to the YigorACS SI
Setup Wizard
Thiz will install VigordCS S| on wour computer.

It iz recommended that pou cloge all other applications befare
canhinuing.

Click Mexst to continue, or Cancel to exit Setup.

me:-:t> |I Cancel
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2. Select the directory that MySQL being installed (done in 2.1.2) and click Next

{5 Setup - ¥igorACS SI

Select My50QL Install Path
LB

Fleaze zpecify the inztallation folder of MpSAL and then click Mext button.

I:Z:"-.F'n:ujr.arn File SHLYMYSOL Server 5.1 | ’ Browee. ..

[ < Back ” Mewt = ][ Cancel ]

3. Inthis dialog box, choose Rebuild Database (for rebuilding the VigorACS database) or
Upgrade Database (for upgrading the database) and click Next. For the first time using,
please choose Rebuild Database.

{5 Setup - ¥igorACS SI

Database Inztall Type Selection

Select the Rebuild option, zetup program will recreate VigortCS Databaze.
Select the Upgrade option, setup program will update your current YigordCS D atabase.

Fleaze zelect Rebuild or Upgrade Databaze, then click Mext.

(") Upgrade D atabaze

< Back ” Mewt = ][ Cancel
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4.

DrayTek

Click Next. If you have configured MySQL previously and specified
you have to type the password in this page and then click Next.

& Setup - ¥igorACS SI

MyS0L Account Setting

Pleaze specify pazsword of root of MySOL, thiz step can be ignored iF MySOL databaze
haz not been configured.

root pagzword

password for it,

canfirm root passward

[ ¢ Back “ Mewt =

] [ Cancel ]

Determine the destination folder and click Next. The default directory used by this
program is c:\Program Files\VigorACS S| You can modify it if you want and please
make sure the length of directory is not over 100 characters, otherwise you might

encounter problem of VigorACS Sl in installation.

5! Setup - FigorACS SI

Select Destination Location
YWhere should VigordCS Sl be installed?

’J Setup will install VigordCS S| into the following folder.

Ta continue, click Mest. [F pou would ke to select a different falder, click Browse.

! l Browse. ..

Af leazt 438.3 ME of free digk zpace iz required.

< Back “ Mext =

] [ Cancel
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Determine the program name of VigorACS Sl for you to start up. Then click Next.

i Setup - ¥igorACS SI

Select Start Menu Folder ~ 4
‘Where should Setup place the pragram's shortcuts? =] |

Setup will create the program's shartouts i the fallowing Start Menu falder.

To continue, click Mest. If pou would like to select a different folder, click Browsze.

1
| Browse. .

[ < Back “ Mewxt = ][ Cancel ]

7. Inthis dialog, check the box of “Create a desktop icon” for your necessity. Click Next.

i Setup - ¥igorACS SI

Select Additional Tasks ~ 4
‘Which additional tasks should be perfarmead? =IN|

Select the additional tasks you would ke Setup to perform while installing VigordCS 51,
then click Mext.

Additional icons:

Other tagks:

Allow VigorAC5 accesz through Windows FirewallRecommand)

< Back “ Mewxt = ][ Cancel
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8. Now, the program is ready to install necessary features and files to your computer. Please
click Install to start.

& Setup - ¥igorACS SI

Ready to Install

Setup iz now ready to begin inztalling VigordCS S| o pour compltker,

Click Inztall to continue with the ingtallation, or click Back if you want to resies or
chanage any settings.

Diestination location:
C:WProgram Files\WigoraCs 51

Start Menu folder:
YigoralCs Sl

Additional tazks:
Additional icons:

Create a desktop icon
Other tazks:

Allow WigordCS access through "Windows Firewall(R ecormmand)

[ < Back ]| Install J[ Cancel ]

Please wait for a while to complete the installation.

i Setup - ¥igorACS SI

Installing ~ 4
Fleaze wait while Setup installz VigardC5 51 an your computer. !

Extracting files. ..
C:AProgram Files\WigordCS Slhclienthacorb.jar

Cancel
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10. While installing, the following screen will appear to show that MySQL has been
activated. Please wait for next dialog appearing.

L WINNT system32 cmd.ene

Sfidninistratorinet start mysgl
The MySgl rpice nyg .
The MySgl service u started successfully.

CzswDocuments and Settings“Adminisztrator?

VYWINDO WSisystem 3 2%emd exe

The UigorACS automatic service was successfully installed
UigorACS service is starting

UigorACS service wasz started successfully.

Press any key to continue...
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11. Now the program has completed the installation of VigorACS Sl. Click Finish to exit it.

fl& Setup - ¥igorACS SI

EE®

Completing the YigorACS SI Setup
Wizard

Setup haz finizhed instaling YigordCS 51 on your computer. The
application may be launched by selecting the installed icons.

Click Finizh to exit Setup.

Finigh

2.2 Platform for Linux

Follow the steps listed below.

1. Login Linux with root or the root privilege.

2. Locate VigorACS_Unix_Like_xxxxxx_xxxxx.tar.bz2 from CD and copy it to your

hard disk.

3. Decompress the setup packages

bzip2 -cd VigorACS_Unix_Like xxxxxx_xxxxx.tar_.bz2 |tar xvf —

sy —x——
druxr—xr—x
e —2r—x

[root@localhost

root root 4896
root root 8192
root root 4896
root root 4896
root root 4896
root root 40896
root root 1853480896
A1 rm vigoracs

vn: remove regulap file ‘vigowacs® 7 y

[root@localhost
hin hoot dev
[root@localhost
[root@localhost
[root@localhost

vigoracs

[root@localhost
[root@localhost
B.60.1.3 B8.8.1.3.1

[root@localhost
[root@localhost

21 1s

etc home initrd 1ib lost+found misc mnt opt proc root shin tftpboot tmp usr var
18 cd home/

home 1# cd robin/

robinl# 1s

robin 1 cd vigoracs/
vigoracs 1 1s

vigoracs1# cd B.8.1.3.1/
3100 1s

VigorACS_Unix_Like_Draytek_Pro_B.8.1.3.tar UigorACS_Unix_Like_Draytek Pro_@.08.1.3_tar.g=

[root@localhost

B8.0.1.3.11# 1s

VigorACS_Unix_Like_Draytek Pro_B.8.1.3.tar VigowrACS _Unix_Like Draytek Pro_8.8.1.3.tar.gz

[root@localhost

8.8.1.3.11# 1s

VigorACS_Unix_Like Draytek Pro B.@.1.3.tar VigorACS Unix_Like Draytek Pro_B.8.1.3.tar.gz

[root@localhost

0.8.1.3.11% gzip —cd VigorACS_Unix_Like_Draytek Pro_8.8.1.3.tar.gz_itar xuf —

4.  Change the permissions mode of install.sh and uninstall.sh.

chmod 755

Jinstall.sh

chmod 755 ./uninstall.sh

DrayTek
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linux/my.cnf
11nux/my°q1—°tandald 4_8.24-pc—-linux—gnu—i686 . tar.g=
8/coreutils—4.5.4-s0l8-sparc—local.g=

1
8/11h1cunu—1 8-gol8-sparc—local.g=
8/my.cnf
mysgl-4.0_21-golB-sparc—local.g=
NCuP: —5.4-s0l18-sparc—local.gz
Brsunzip-5.58-zol8-—sparc—local.g=z
_9/coreutils—4.5.4-s0l1%?-sparc—local.g=
zolaris_9-jdk-1_5_A_A7-zsolariz—sparc.tar.Z
solaris_9/jdk-1_5_B_B7-solaris—sparcv?.tar.Z
solaris_9-1libgcc—3.3-s0l19-sparc—local.gz
solaris_9/1ibiconv—1.8-s019-sparc—local.g=
solaris_9?/my.cnf
“Dlall 2/mysgl-4.8.21-s01?—sparc—local.g=
o rzes—5.4-s0l1?—sparc—local.g=
zolaris_9/unzip-5.58-s0l19—=zparc—local. gz
uninstall.sh
vigoracs
vigoracsmysgld
.11 chmod 755 _rsinstall.sh
-11# chmod 755 .~uninstall.sh

5. Execute the installation by entering the following.
-/install._sh

#1libiconv—1.8-s0l8-sparc—local.gz

#libgee—3.3-so0l?—-sparc—local.gz
#libiconv—1.8-s0l1%?-sparc—local.gz

—s0l1%-sparc-local.gz

s0l1?—sparc—local.g=z

0l?-sparc—local.gz
lnlndtall sh

ignransmysqld

[rootPlocalhost B.8.1.3.11# chmod 755 .~ install.sh
[rootPlocalhost B.A.1.3.11# chmod 755 . uninstall.s
[root@localhost B.8.1.3.11# ./install.sh

entering ~hones/rohinsvigoracs/8.8.1.3.1-/linux

[Please create Ausr-localrvigoracs
reate it now? {ysnd

6. Click y to create vigoracs folder for storing necessary files.

7. Next, please select the item number which you want to execute. Be aware that VigorACS
supports Linux OS. The program will detect the system you have in your computer.

1. Install mysql

2. Install java

3. Install VigorACS (It will build one mysql database: tr069)
4. Upgrade VigorACS (It will upgrade tr069 database)
5. Exit

input select num :

8.  If your computer has installed MySQL and java previously, ignore the installation of
them. Otherwise, install all the required items (MySQL, Java and VigorACS) for your
system. Item number 4 is used to upgrade VigorACS, so it is not necessary for you to
execute for the first time of installation.

Select the item of Exit to finish the installation.
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Chapter 3 Getting Start

3.1 Overview

The normal procedure of starting up the VigorACS:
»  Start MySQL Database

»  Start VigorACS

»  Change Bind IP of VigorACS if necessary

Different platform has different way of initiation. Please follow the steps listed below for each
platform.

3.2 Start and Register VigorACS

3.2.1 For Windows 2000, XP and Vista
1. Start MySQL Database

After installing VigorACS, installing program will register MySQL to Windows Service.
MySQL will startup automatically after installing VigorACS or rebooting system.
Normally, you don't need to worry about this step on Windows. But, if you find any
problem on VigorACS, you should check MySQL first.

Please open Start >Setup >Control Panel >Administrative Tools >Service to check if
the MySQL Service has been initiated or not. If not, please double click it to enable.
2. Initiate VigorACS

After installing VigorACS, it will startup automatically. Normally, you don't need to
worry about this step on Windows. But, if you find any problem on VigorACS, you could
shut down VigorACS and start VigorACS again.

Please open Start >Setup >Control Panel >Administrative Tools >Service to check if
the VigorACS Service has been initiated or not. If not, please double click it to enable.

% Adobe Photoshop C32 G Rebuild Databaze

v |5 Outlook Express 3 Shutdown VigordCs
4 Adobe fcrobet 6.0 Professional 3 Start VigoraCs
M Skype b & Uninstall VigorhC3
I MyEQL » %) Upgrade Datahase

Fﬁ Vigord CH 51 = Vigorh T3 Web Page
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3. Register VigorACS

1.  Click Programs> VigorACS SI> VigorACS Web Page to access into VigorACS.
The login page of VigorACS will be shown as the following:

DrayTek VigorACS

User Mame raot

Password Aok ok

Login

2.  Please type “root” as user name and “admin123” as password. Then click Login.
A License Error dialog appears as follows:

License Error

Yourlicense is invalid or
expired please goto license server to
activate your licensell

3. Click OK. A login page for MyVigor web site will pop up automatically.

This service is available for MyVigor member only. Please login to access MyVigor.
If you are not one of the members of MyVigor, please create an account first.

LOGIN

UserMame : | |

Password : | |

Auth Code I:I AYi G;{Z

If you cannot read the word, click here

Forget passward? | Login

Don't have a WyVigor Account ? Create an account now

If you are having difficulty logging in, contact cur customer service.
Customer Service : (888) 3 587 2727 or
email to ‘Webmaster@draytek.com
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4.  Type your account (user name) and password in this page. Enter the authentication
code with the characters displayed on the screen. Then, click Login.

Note: If you do not have any account, simply click Create an account now to
create a new one for using the service provided by MyVigor web site. Refer to
Appendix C Creating an Account for MyVigor.

5. MyVigor will verify and authenticate if the user account you typed is allowed to
access into the web site. If yes, the following screen will appear.

Dray Tek

Customer Surve
A Home Y
My Information

Welcome,carrie_yfn

About Us

Product Last Login Time : 2010-01-13 15.03:45
My Information Last Login From :61.216.234.12
VigorP: Current Lng!n Time : 2010-01-28 10:19:52 You have logged in as
igortro Current Login From : 51 216 234 204 carrie_yfn
Rowho PageMo
Your Device List

Register your router here |

Plezse use IE 5.0 of above
{ resolution 1024 = 768 } for best
display. © DrayTek Corp

6. Click Add to get the following page.

——————————————————————————————————————————
My Product Search for this site “ GO ]

Registration Device

Serial number : 20100128100607

Nickname :* |carrie_Vig0rACS |

Registration Date : = |01-28-2010 |

[ Cancel ] [ Submit ]
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7. Type a name for identification in the field of Nickname and click Submit. You can
see the following screen. Click OK.

Your device has been successfully added to the databasze.

8. Inthis page, click the serial number link (in this case, it is 1141236).

Welcome,carrie_yfn

Last Login Time : 2010-01-13 15:03:46
Last Login From : B1.216.234.12

Current Login Time : 2010-01-258 10:19:52
Current Login From : 61.216.234 204

Rowhlo : PageMo :
Your Device List

1141236 carrie wfn WigorACS

9.  You will get a device information page as shown below:

My Product

Device Information

Nickname : carrie_VigorACS
Host ID :
Model : WigorAss

[Rename H Delete ] Transfer

Device's Service Expired License

Servcd Provier L _Action_ Statis S SunDate JEcpred e Nodes
ACS  DT-4C3 [ Tl | @ on -
Rowho PageMo

. Means such service is in use. Alloeees you to have the free trial far

. Meanz such service is not in uze.

SEFVICE.
. Weanz such service has not been activated yet. -
Weans such service is in uze and will be invalid =o0on #llavwvs yau to renewy service lizenze.

fle=s thian one month). Allovws you to activate service,

10. If you are the new user of VigorACS SlI, you can get a free charge of 30-day service
of VigorACS SI. Simply click the Trial button to open the following screen.
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Confirm Message

User Name : carrie_yfn
Serial : 201001253100607
Model : WigorACS

™ License Number | Service Provider | Status | Nodes

DrayTek VigordC5 31 Series End-User License Agreswment

[l =

INPORTANT:

DrayTek I3 WILLING TO LICENIE THE ENCLOSED SOFTWARE TO YOU CNLY
TUFCOM THE CONDITION THAT YOO ACCEPT ALL OF THE TERMN3 CCNTAINED

IN THIS LICEN3E AGEEEMENT. PLEASE REALD THE TEEMS CAREFULLY

BEFORE COMPLETING THE IN3TALLATICN PROCE3S AS INSTALLING THE
SOFTWARE WILL INDICATE ¥OUR ASSENT TO THEM. IF YOO DO NOT AGREE

TO THESE TEREM3, THEN DrayTek IS UNWILLING TO LICENIE THE v

| have read and aceept the above Agreement. (Please check this boed.

11. Check the box of “I have read and accept the above....” and click Next.

Service Mame:  ACS
STEP 2

Activation Date (MM-DD-YYYY): |U1-23-2D1U |[ Register ]

12. Click Register. When the VigorACS License Information page appears, the service
is ready for you to use.

VigorACS License Information

Operation 1000 : Service activation
License id 00001610

Start date 2010-01-28

Expire date 2010-02-11

Max node 20

Is trial license Yes
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13. Click Login to ACS to use VigorACS SI service. The login page will appear as
follows.

DrayTek VigorACS

User Mame Foot

Password o ok ook o o ok

Login

14. Type the default settings of User Name (root) and Password (admin123) and click
Login. The main screen of VigorACS will be shown as follows.

Your reliable networking solutions partner

- i
|—-_~; Hetwark |} view |
Networks And DéS Unknowin Device

- Managed networks and devices

-
o J Total number of networks:
&

Essentials

8 Networks and Devices

Device Name

IP Addres:

Device Type

Alarm networks:
Total number of devices:

Hurnber of alarmed devices:

Latest Alarms

Level Time Device Name Network Description Action

"” Wizards
% Reports

£ Inventory Monitor
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Below shows a view of CPEs added to the database and controlled by VigorACS.

AT

Essentials Summary Your reliable networking solutions partner

“e Hetuark (] view

&b Networks and Devices

atwork View (6)

Unknown Devices

ayTek_00S07F_Viger_0f - Managed networks and devices 1P Address Device Name Device Type
-ayTek_D0S07F_Vigor_Oif - .
j Total number of networks:0 172.17.3.191  DrayTek_00SOTF Vi.. Viger2s20 Series |4
rayTek_00S0FF_Vigar_0| 7 _ 1 I
&) DrayTek_00507F vigor 0| Alarm networks:0 172.17.3.192  DrayTek_00S07F_Vi.. Vigor2s20 Series
- @ GrayTek_00S07F_Vigor_0j Total number of devices:6 172,172,193  DrayTek_00SOFF_Vi.. Viger2820 Series
L @ DrayTek_00S0FF_Wigar_0| Hurnber of alarmed devices:0
b i - —Vieer 172,17.2,194  DrayTek_00SO7F_Vi,, YigorZ820 Series
172.17.3.195  DrayTek_00S07F_Vi.. Viger2820 Series —{
-
Latest &larms
Level Time Device Name Network Description Action

# Wizards
% Reporis

@ Inventory Monitor

3.2.2 For Linux

Start/Shutdown MySQL Database

Execute "'/usr/local/vigoracs/VigorACS/bin/vigoracs.sh™ instruction. The following menu
will appear.

. start mysq|l

. shutdown mysql

. start VigorACS

. shutdown VigorACS

. edit bind ip of VigorACS Server(please keying IP or server name)

. set the MAX and MIN memory value of running java (It will valid after
restarting VigorACS )

7. view the MAX and MIN memory value of running java

8. exit

input select num:

[Etart to create snmpdb db ...
UigorACS MYSQL:
My8QL:
reate snmpdbh db successfully....
reate snmpdbh db table....
reate snmpdb table successfully....
igorACS and snmpdb install Successfully

OO, WN B

. Install mysgl
. Install java
. Install UigorfAiC® ¢ It will build one mysql database : snmpdh >
. Upgrade UigorfAiC® ¢ It will upgrade znmpdh datahbase >
5. Exit
input select num :

. start mysgl
. shutdown mysgl
. start UigorACS
. shutdown UigorACS
. edit bind ip of UigorACS Server{pleaze keyin ip or servernamed
. zet the MAX and HIN memory vaule of running java (It will valid after restarting UigorACS >
. view the MAX and MIN memory vaule of punning java
exit

input select num :

Type item number 1 to start MySQL database if necessary. Usually MySQL daemon will start
automatically after installing VigorACS server.
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Note: You can type "ps -ef|grep mysqgl" to view the content of MySQL. If you want to
shutdown MySQL database, simply type the menu item 2 to close MySQL.

Start/Shutdown VigorACS

For the first time of starting the VigorACS on Linux system, the startup program will need
you to input Server IP. Select item number 3 for starting VigorACS. And type the required IP
address used for initiating.

'"vigoracsserver.sh"
[rootBlocalhost bhinli ls
Jjhoss_init_redhat.sh probe.sh set_memory.ch StartVigorACS . bat vigoracs.sh
_init_suse.sh run.hat shutdown.bat twiddle . hat UVigorAGS .url
lasspath.sh memory . txt run.conf shutdown.jar tuwiddle. jar wstools_bat
id588 . log noip.hat Pun. jar shutdown.sh tuwiddle.sh uwstools.sh
jhoss_init_hpux.zh prohe_hat run.sh ShutdownUigorfACS _hat vigoracsserver.ch
[root@localhost binlit chmod 755 vigoracs.sh
[rootPlocalhost binl#t chmod 755 vigoracsserver.sh
[rootPlocalhost binllt . vigoracs.sh
. start mysql
- shutdown mysgl
. start UVigopACS
- shutdown UVigorAGCs
- edit bind ip of VigorACS Server{please keyin ip or servername?
L. set the MAK and MIN memory vaule of running java (It will valid after restarting UigorACS >
- view the MAX and MINH memory vaule of running java
8. exit
input select num =

Which ip address do you want to bhind for UigorACS service ¢ x.x.x.x or Enter for bind localhost.localdomain serverd?
[172.17.3.132

The system will start VigorACS with the specified IP address.

Edit VigorACS IP

Once you input the IP address, VigorACS will keep it on startway.txt. However, if you want to
change the server bind IP for some reason, please follow the steps below:

1.  Execute "/usr/local/vigoracs/VigorACS/bin/vigoracs.sh™ instruction.

2. Stop VigorACS by selecting item number 2 to shutdown VigorACS. Such action can
make sure the new changed IP setting being effective.

Then select item number 5 to edit startway.txt by using vi editor.

4. When you finished the change of bind IP, please select item number 3 to start VigorACS
again.
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3.3 Brief Introduction of Main Screen

VigorACS Sl can be divided into several parts:

DrayTek

Essentials

Networks and Devices

L=

Summary

Your reliable ne!workmg solutions partner

A

%7 Main network(6)
i ) DrayTek_00S07F_vigor_oi

i () DrayTek_00SO7F Vigar O
& DrayTek_00S07F_Migar_0)|
& DrayTek_00S07F_Migar_|

& DrayTek_00SOTF_tigor_0i
few ¥ DrayTek_00SO7F_Wigor_0O|

. Wizards
% Reports

&% Inventory Monitor

Part 1

Part 2

Part 3

DrayTek

Networks And Devices

Total number of devices:ig

Murnber of alarmed devices:0

Unknown Devices

- I~ Managed networks and devices 1P Address Device Name Device Type

-]

<7 2 Total number of netwarks:0 172,173,191  DrayTek_00S07F Vi,  “igor2820 Series o
Alarm netwarks:0 172.17.%.152 | DrayTek_00507F_wi.. MigorZE20 Series

172,17.3,193 | DrayTek_D0S07F_Wi... YigerZ820 Series

172,17,%194 | DrayTek_005S07F wi,,  Yigor2820 Series
172,17.3.195 | DrayTek_00SO7F_Wi.. = VigorZazo Series =
Latest Alarms
Level Time Device Name Network Description Action

Such area displays different operation modes. Each
mode will bring out different parameters for
configuration or different information for reviewing.
Simply move your mouse on each one of them to open
the corresponding web page.

E Device Management
m Alarm

E Log

Provision

m Admin

m User

Help

Logout

Such area displays adjustable parameters lists according
to the operation mode selected.

Such area displays the detailed information according to
the parameter selected from part 2.
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3.4 Instruction for Operating VigorACS
Follow the instruction listed below to play VigorACS:

®  Create networks and add devices (CPE), refer to Chapter 8 Admin Operation.

®  Create users, refer to Chapter 9 User Operation.
Each CPE device can be assigned to one user group only.

®  Create user groups, refer to Chapter 9 User Operation.
Assign users under different user groups.
RootGroup is the group defined in factory.

In addition,

®  Edit and modify the settings for the TR-069 devices, refer to Chapter 4 Device
Management.

Upgrade the firmware, refer to Firmware>>Firmware upgrade in Chapter 4 Device
Management.

3.5 Logout VigorACS

Simply click Logout icon to logout.
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Chapter 4 Device Management

The home page for VigorACS is Device Management. Basically, a summary screen with
Network and Devices, Unknown Devices and Latest Alarms will be brought out for your
reference whenever such mode (Device) is selected.

In Summary page, you can click Network or View to bring up different web page.

Essentials

& Networks and Devices
% Main network(6)

i (@ DrayTek_00S07F_vigar_D|

i @ DrayTek_00507F_vigor_0|
i @ DrayTek_D0S07F_Viger_0|
. ¥ DrayTek_00507F_vigar_0|
i (3 DrayTek_DO0S07F_Vigor_0)
" & DrayTek_00S07F_vigor_0|

“'.‘ Wizards
% Reports

&% Inventory Monitor

DrayTek

Summary

Your reliable networking solutions partner

‘

B Hetwark (] view

Networks And Devices

Unknovin Devices

- Managed networks and devices
»ﬂ; Total number of networks:0
Alarmn networks:0
Total number of devicesi6

Nurnber of alarmed devices:0

IP Address

172,17.2,191

172.17.2.192

172,17.2,192

172.17.3.194

172,17.2,195

Device Name Device Type

DrayTek_00S07F_vi,, Wigor2820 Series -

DrayTek_00S07F M., Vigor2820 Series
DrayTek_00S07F_vi,, Wigor2820 Series
DrayTek_00SO7F_Wi.. Vigor2820 Series

DrayTek_00S07F_vi,, Wigor2820 Series

Latest Alarms

Level Time

Device Mame

Network

Description Action

The welcome screen for VigorACS can be divided into two boxes, one is Essentials (the left
side) and the other is main screen (the right side). Essentials contains four groups (containing
drop down items), Networks and Devices, Wizards, Reports, and Inventory Monitor. Main
screen will be changed based on the group selected in Essentials.

DrayTek
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There are four menu items offered for users/administrator to adjust corresponding settings.
Move your mouse cursor on any one of them, the drop down menu items will be shown
automatically.

Essentials

#— Networks and Devices

&" Inventory Monitor

Networks and Devices This field displays network and devices controlled by
VigorACS. To get the detailed information for each
device/network, just click one of device/network.
Device Details will be shown on the right side.

d. Networks and Devices

¥ 57 Main network(6)

----- &4 DrayTek_00507F_Wigor_ O
----- &4 DrayTek_00S07F_Wigor_OI
----- &4 DrayTek_00507F_Wigor_ O
----- &4 DrayTek_00S07F_Wigor_OI

----- &4 DrayTek_00507F_Wigor_ O

Wizards Backup, restore and firmware upgrade for CPEs can be
done via Wizards.

#. Networks and Devices

™. Wizards

¥ | Configuration

Reports Such groups allow the user to check statistic, graph, and
group information for all the CPE controlled by
VigorACS.
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¥ | = Teaffic Reports
----- __'] LAM Statistic
----- __'] WAMN Statistic
----- |_] LAN Graph

----- || WAM Graph
¥ | Firmwerare

----- __'] Firmwrare Overview

----- __"| Firmware Groupwiew

¥ [ Networ

e | ] IP Overview(W AN/LAN)

Inventory Monitor Click Inventory Monitor to display the devices (CPES)
under different model series.

Networks and Devices

v *r Inventory Wiew
¥ %7 Wigor2820(6)

----- v:;'_:‘ CravTek_00S07F_Vigaol
----- l:;'_ﬂ CrayTek_00507F_Vigo
----- v:;'_:‘ CravTek_00S07F_Vigao
----- g’_ﬂ CrayTek_00507F_Vigao

------ g;__‘ CravTek_00S07F_Vigao
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4.1 Networks and Devices

4.1.1 Display Mode for Network

VigorACS offers a convenient way to get the basic information for specified network or
device.

B petwork
#

ﬁ Metwork surnmary

m Metwork devices

T
| & Metwark rmap

Network summary

Network Summary provides summary for the whole management and shows the Networks
information, devices information, latest alarms information and unknown devices information.

."',a' Metwork Wiaw |
- = Managed networks and devices IP Address Device Name Device Type
*}‘ Total number of natworks:0 172,17.3.191 | DrayTek_00S07F Vi, Vigor2S20 Series =
Alarm networks:0 172,17.%192  DrayTek_00S07F_Vi,, | “igorZB20 Series
Total number of devices:& 172.17.2.192 | DrayTek_O0S07F_vi.. Wigor2S20 Series
Murnber of alarrmed devices: 0 172.17.5.194 DrayTek_00S07F_Vi... Vigor2B20 Series
172,17.2.195 DrayTek_00S07F_Vi., Vigor2820 Series n
' Level Time Device Name Network Description Action
— -  s—

Network devices

A list of managed and controlled CPEs under the selected network will be displayed with
icons in this page. On the left side of the page, the tree view shows all the created groups. On
the right side, the CPEs under selected group will be displayed.

VigorACS Sl User's Guide 36 Dray Tek



Your reliable networking solutions partner
=,‘ Hetwork Qviaw |

Draytek_Robin Draytek_Alan Draytek_Eric Draytek_Jenny DrayTek_Rambo

Q N Q N Q N g N 9 N

Essentials Devices

w‘- Networks and Devices

%= Main network(6)
7 Marketing(1)
&) Draytek_Robin
& Draytek_alan
&) Draytak _Eric

& Draytek_Jenny
w48 DrayTek_Rambo

s, Wizards
% Reports

& Inventory Monitor

To have the detailed information for each CPE, simply move your mouse to the device
(represented with an icon) you want and click on it. A Device Details page for the selected
CPE will be displayed immediately for your reference.

Device Details Your reliable networking solutions partner
(¥ Device @) System 5 voIp @\IDN |

Hardware Maodel:  Wigorzgzow ' Time Device Name
\;_ﬁ Firmwars Wersion: 33 4_Riida .

—
Mac Addrezs: 00S0FFAGS4ES

Manufackurer: CrayTek
Hardware Wersion: z10

wieh LIRL: 172.17.3.192

| | i | | » |
Metwork Mote
- Lanl IP-address: 192.168.30.1 ™\ 2010/02/09 ot 16:04:42 - Test_lulia
DHCP Server: true 2010/02708 2t 20:32:49 - test?

20100126 &t 10:32:15 - fA3C test
Wanl IP-address:

Wan2 IP-address: 172.17.2.192

Input note here E?

In such page, you can add a note for the selected device whenever you want. Simply type the
text on the input box in Note area and click Add note button.

r

2010/02/09 at 16:04:42 - Test_lulia

k/ Z010/02/08 at 20138149 - testZ

2010/01/26 at 10:32:15 - A3 test

for tast

Add note
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Network map

Such mode allows you to view the devices with a bird view. Network map can assist you to
find out the location of the devices conveniently and easily.

Your reliable networking selutions partner I

Essentials

& Networks and Devices

B network (] view

%+ Main network(6) "
oy
> Marketing (1) “/\

& Draytek_Robin

& Draytek_alan

&) Draytek_Eric

& Draytak_lenny
L @ DrayTek_Rambo

#_ Wizards .J;
Reports

£ Inventory Monitor

-

azakhstan

\[ 3k S
| o M—
g }I‘kislall_i‘:‘;iwmtz\s}a-uj

ol

E 5
Eghanistan
o
E. .,Pakislap-’)

FOVERED BY

- Y

Bering

[ wE | ==

DrayTek_Rambo
L

Mac Address: O0S07FASSE7S
Manufacturer: DrayTek
Hardware: 210
Location:

IP: 172,173,196

(<]

¢

}'uyanm}r.,ji,“”’-.
(Burma) 4 =,

l
NN
leallapd_(p}
) | Metmam

9 HhEE+ @2009 ZEMRIN, Google, Europa Technologies - @Fﬂ fiERT

[ Eaw@E | #R P

4.1.2 Display Mode for Device

Click one of the CPEs from the tree view under Essentials, a summary page of Device Details
will be shown as follows:

Device Details Your reliable networking solutions partner

(¥ Device @] System g vo1P HVPH

o Hardware Madel: Wigar2820w l Time Device Name
\-" Firmmware Wersion: 3.3.4_RC4a L]
[ -
Mac Addreszs: O0S0FFAES4ESR
Manufackurer: CrayTek
Hardwars Wersion: 210
Web URL: 172.17.3.192
| P [T ] | v
Network Note
. Lanl IP-address:  192.168.20.1 4 2010/02/09 at 16:04:142 - Test_Julia
L4
h 2010/02/08 at 20:28:49 - test?
CHCZP Server: true \‘;/ fozf # b
2010/01/26 =k 10:32:15 - fEr test
Wanl IP-address:
WanZ IP-address: 172,173,193

Input note here

)

Device Details for the selected CPE will be shown with the summary information of system,
alarm, network and note.

You can switch into other page to check additional information, e.g., location of CPE, list of
managed CPEs, Web URL to connect CPE and so on. Just move your mouse to Device menu
and select one of the items from the drop down list.
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Device Details

b‘:‘ Device | Systern fE‘u"u:

I === Browse network .
am

% & Surmrmary

_* T -
Browse network Click this item to return to the previous view. To display
the managed CPEs with icons, choose Network Devices.
Summary Click this item to display the managed CPEs with brief
information.
Map Click this item to display the location of current selected

CPE with a map.

4.1.3 System

Checking Device SysLog for the Selected CPE

The administrator can check syslog for selected CPE. Simply choose System>>Device
System Log.

Device Details Your reliable networking solutions partner
(¥ Device @] System g voIp QVDN |

SyslLog :

Draytek_Robin
Firewall VPN uA call WAN Others
Ip Systemn Time Client Time Host Mame =
172.17.2.191  FriJan 15 15:24:50 GMT+0200 2010 Jan 15 02:03:12 Wigor ADSL_Status:[Mode=---
172,17.3.191  Fri Jan 15 15:23:48 GMTHIS00 2010 Jan 15 08:0Z2:10 Wigor ADSL_Status:[Mode=---
172173191 Fri Jan 15 15:22:45 GMTH0200 2010 Jan 15 08:01:08 Wigor ADSL_Status:i[Mode=--- _
172,17,2191  Fridan 19 15:22:22 GMTH0200 2010 Jan 15 02:00:45 Vigor ADSL_Statusi[Made=--- =
172,17.3.191  Fri Jan 15 15:21:21 GMTH0800 2010 Jan 15 07:59:43 Vigor ADEL_Status:[Mode=---
172173191 Fri Jan 15 15:20:19 GMTHI200 2010 Jan 15 07:58:41 Wigor ADSL_Status:[Mode=---
172,17,2.191  FriJan 15 15:19:17 GMTH+0200 2010 Jan 15 07:57:329 Vigor ADSL_Status:[I'\"Iode=---'-.
172.17.2.191  FriJan 15 15:18:15 GMT+0200 2010 Jan 15 0715637 Wigor ADSEL_Status:[Mode=---
172,17.3.191  Fri Jan 15 15:17:13 GMTHOI800 2010 Jan 15 07:55: 35 Wigor ADSL_Status:[Mode=---T
| 4] [ ] | » |_

If you want to check syslog for all devices which are controlled by VigorACS, please refer to
Chapter 6 Log View for more detailed information.

Checking and Editing LAN Settings for the Selected CPE

The administrator can check and edit LAN settings for the selected CPE/group if it is
necessary to modify. Simply open System>>LAN.
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@) svstern (g Vol S VPN

I EE Device systemn log
o
LA
-\.?p o

Lﬁ) MAT
l!!! Statiztics

ﬂ Firrmware status

"' Firrmware upgrade

1 t Feboot device

l -~ Factary reset device

= @] system (g VoIP SVEN

1= e
—_— System
7 O e

-.,:} WAH b
L.';b MaT

r’(] Firrmware status

ﬁ Statistics

' Firrmware upgrade

c, Feboot device

; ol Factory rezet device

Firmware Status i 5 ?,’El’ﬁ‘

The following screen will appear with all of the LAN settings for the selected CPE/group.

Your reliable networking solutions partner

| (¥ Device @] system g voir Dven

LaMN
Draytek_Robin

Index Mac Address
1 00:50:7F: A6 54:E0

Status LAN IP Address Subnet Mask DNS

19z.168.1.1 255.255.255.0

[«]

J 3

Index

Mac Address
Status

LAN IP Address

Subnet Mask

DNS

VigorACS Sl User's Guide

Display the index number of the CPE in current network
group.

Display the MAC address of the CPE.

Display current connection status for the selected CPE.
“Up” means the CPE is controlled by VigorACS and

runs well. “Down” means there is no data
transmission/receiving on CPE.

Display the IP address of the CPE. Such value can be
edited if required. Simply click the mouse button on the
field and type the corresponding settings directly.

ddress Status LAN IP Address Subnet Mask

A6:54ED Up 192.168,1.1) | 255.255,255.0

Display the subnet mask of the selected CPE. Such value
can be edited if required.

Display the IP address of DNS server. Such value can be
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TX/RX Packets
TX/RX Bytes

DHCP Server Enable
DHCP MinAddress

DHCP MaxAddress

DHCP SubnetMask

lEJ Save parameter settings

edited if required.

Display the packets of data transmission/receiving.

Display the size of data transmission/receiving.

If the DHCP server is enabled, the word of “true” will be
shown here. Otherwise, the word of “false” will appear.

Such value can be edited if required.

Display the starting IP address for the range of DHCP
server. Such value can be edited if required.

Display the ending IP address for the range of DHCP
server. Such value can be edited if required.

Display the subnet mask for the DHCP server. Such

value can be edited if required.

Click this button to save the parameters settings.

Checking and Editing WAN Settings for the Selected CPE
WAN settings relate to access Internet for CPEs. If you want to change WAN settings for

specified CPE(s), please choose the device. And, open System >>WAN.

. i@ (@ voIr H)veN

i= Device sustern log

o p—
o L
b wan

ﬁ;‘h MaT

UMY statistics

:l] Firrmware status

’ Firrmware upgrade

L Feboot device

L~ Factary reset device

DrayTek
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The following screen will appear with all of the WAN settings for the selected CPE/group.

Device Details Your reliable networking solutions partner

| (¥ Device @] Syst=rn avotr Huen |

W AN
=]
Draytek_Robin
Index Mac Address Up Time Connection Mode P Addressing Type
1 O0:S0:7FiAs: 54 EL n] PPPaE Static
2 O0:50:7F: A8 54 E2 923532 Static IP 172,17.3,191 Static
| 4| [T | | 3
Index Display the index number of the CPE in current network
group.
Mac Address Display the MAC address of the CPE.
Up Time Display the up time for the connection of the CPE.
Connection Mode Display the connection mode that such CPE used to
access Internet.
IP Enable Choose True or False to enable/disable IP address on
Ethernet port.
IP Display the WAN IP address of the CPE. Such value can

be edited if required.

Addressing Type Display the connection type that the CPE used. Available
types for such CPE can be seen from the drop down list.
You can change the connection type if required.

Addressing Type

 Static | » ]
DHZP
Static
Gateway Display the gateway of the CPE. Such value can be
edited if required.
PPP Enable Choose True or False to enable/disable PPP connection.
PPP User Name Display the user name of PPPoE connection.
PPP Password Display the password of PPPOE connection.
Modem Type Display the modem type (e.g., DSL, Broadband, etc..) of
the CPE.
Link Status Display current connection status for the selected CPE.

“Up” means the CPE is controlled by VigorACS and
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runs well. “Down” means there is no data
transmission/receiving on CPE.

Tx/Rx Bytes Display the size of data transmission/receiving.
Tx/Rx Packets Display the packets of data transmission/receiving.

Click this button to save the parameters settings.
lEJ Save parameter setting

Checking and Editing NAT Settings for the Selected CPE
Open System >>NAT.

- @ systern (g WolP #H)wPH

i— Cevice system log
[
W wan

|
ﬂ Firrnware status

_‘ Firrnware upgrade

L Feboot device

- Factory reset device

The following screen will appear with all of the NAT settings for the selected CPE/group.

Your reliable networking solutions partner
| (¥ Device @] system G vore Huen |
NAT
=]
Draytek Robin
Index Port Redirection Port Redirection Mode Service Name Protocol
1 falze Single 58 ==m Al
2 false Single === Al
| 4| 1 ] | v
Index Display the index number of the CPE in current network
group.
Port Redirection Move and click your mouse on the field, a check box will

appear. Check the box to set “true” mode (means
enabled) or uncheck the box to set “false” mode (means
disabled).
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Port Redirection

L

false

Port Redirection

vl

false

Port Redirection Mode Display the port redirection mode of the CPE.
Available modes (true/false) for such CPE can be seen
from the drop down list. You can change the mode if
required.

Port Redirection Mode

Single v |

Single

F.ange

If you select Range as Port Redirection Mode, please
specify the value of Private IP Start and Private IP

End.
Service Name Type a name for the service for identification.
Protocol Display the protocol for NAT of the CPE. Available

settings for such CPE can be seen from the drop down
list. You can change the protocol if required.

Protocol

| v

TCP
P

WAN IP Choose WAN IP alias for the device passing through.

WANIP
Al | ¥ |
All
WeANL_ TP _alias|
WaANZ TP Alias|

Public Port Start Specify which port can be redirected to the specified
Private IP and Port of the internal host. If you choose
Range as the port redirection mode, please type the
required number on this field. Public Port End will be
assigned automatically later.

Public Port End Such field will be assigned according to the value of
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Public Port Start.

Private IP Start Specify the private IP address of the internal host
providing the service. If you choose Range as the port
redirection mode, you need to specify Private IP End
additionally.

Private IP End Specify an IP address as the end of Private IP.

Private Port Specify the private port number of the service offered by
the internal host.

E Click this button to save the parameters settings.
1= Save parameter settings

Checking the Statistics for the Selected CPE
the administrator can view specified date of statistics for CPE(s).

& system (G voIP HveN

EE Cevice systern log
| G :
w‘b W AN

1
'ﬂ Firrmware status

t Firrmware upgrade

t, Reboot device

# Factory reset device

Please open System>>Statistics. Such page will display graphics for LAN statistics, WAN
Statistics and VPN statistics of the selected CPE.

Your reliable networking solutions partner

(¥ Device @ Svstem (fg VoIp BIVEN
& B

Statistics

1)
—_ Name: LAN_1(192.168.1.1) at Dravtek_Robin g 1
8 L 2
= &
n B
u 0.d 8 E
= o
2 g6 a
o
i
2 04
"
g 0z
n
a 0 b
= 0700 0500 0900 10:00 11:00 12:00
B 7« W Ex
Average Tx=0.04 bytesssec Maxinum Tx=1.00 bytes/sec
Average Fx=0.00 bytesssec Maoxinum Fx=0.00 bytes/sec
[ Fri Jan 22 2010 06:40:11 1 -- [ Fri Jan 22 2010 12:40:11 ]
— Name: WAN_1 at Draytek_Robin g
o 1 o
< g
W g g
o 0.8 H L
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Checking the Firmware Status for the Selected CPE

To get the information of firmware version for the selected CPE, please open

System>>Firmware status.

&) svstem (g VoIp Hven

i— Dewvice system log

ﬂ Firrmware status

_‘ Firrmware upgrade

L Reboot device

o Factory reset device

A screen of firmware status for the selected CPE will be shown as follows.

Your reliable networking selutions partner

(¥ pevice @) system q voIP ;)\.rpm

=l
Draytek_Robin
Index Modem Firmware Yersion Software Yersion Manufacturer OUI Model Nan
1 211011 A Annex_A beta_0414 00Sa7F Wigor222on
| P T | | v
Index Display the index number of the CPE in current network

Modem Firmware Version

Software Version
Manufacturer OUI

Model Name

EJ Save parameter settings

VigorACS Sl User's Guide

group.

Display the firmware version for the hardware that the
CPE used currently.

Display the software version that the CPE used currently.

Display the characters of OUIL. OUI means
“organizationally unique identifier” of the device
manufacturer.

Display the model name of the selected CPE.

Click this button to save the parameters settings.
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Upgrading the Firmware for the Selected CPE

Firmware Upgrade web pages allow you to do firmware upgrade for specified CPE device.

Note: If you want to upgrade the firmware for multiple devices at one time, please go to
section 4.2.3 Firmware Upgrade for more detailed information.

Please open System>>Firmware upgrade.

&) system (g VoIP g)upm

i= Device system log
LA Lan
‘:j; i
| nfb MaT
ﬁ Statiztics

[
“} Firmware status

' Firmnware upgrade

c’ Feboot device

~ Factary reset device

A screen of firmware used by current selected CPE will be shown as follows.

Device Details Your reliable networking solutions partner

(¥ Device @) Systern @ vorr e

DM Q &

wZ2220002, all

File Size

5.2 MB

Model Name
l@] Add file(s)

ﬂ] Remove files (5)
0 Cancel upload

EJ Upgrade firmware with

DrayTek

Display the model name of the selected CPE.

Click this button to add the newly firmware driver to
VigorACS server. You have to download from DrayTek
website first and then Click this button for uploading.

Click this button to remove the selected firmware file.
Click this button to terminate uploading procedure.

Click this button to upgrade the firmware of selected
CPE. A confirmation dialog box will appear. Click Yes
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selected file to continue the upgrading process, or click No to cancel
this job.

Confirmation
Upgrade with this firmware image?

L)

Note: If you do not add any new file to VigorACS
server, the confirmation dialog box will not appear.

File Display current firmware on VigorACS.
Size Display the file size for the firmware.

Performing the Firmware Update
To do the firmware upgrade, please:
1. Upload the required firmware from vendor for the CPE that you want to upgrade to

VigorACS server by clicking Add l@]

2. Choose suitable firmware for the CPE that you want to upgrade. You must specify which
firmware to be applied in the CPE device requiring for firmware upgrade. The uploaded
firmware will be displayed in the screen as shown below:

(¥ Device @) System S PN

Firmware files is uploat

S ) @ (]
File
v2820_a_RCS.all

3. When the uploading process is finished, please choose the file and click @J to upgrade
the firmware with the selected file to the current selected CPE.

Confirmation
Upgrade with this firmware image?

4. When the upgrading is completed, the new driver will be shown on the screen.
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Firmvware is upgrading.
Flease check FileTransfer Log for

result.

5. Click OK. Open click the Log icon. Under Device Action, choose FileTransferLog. The
new result will be added on the top.

Dray Tek VigorACS |
i ] User@roup: | RootGrou v ||l 2
mj s L i J (@)
¥ [ Device Action Q Q Q Q Q
E-----dncﬁonmg e S PRI &N L R
= ] Rebootlog 25 3 DrayTek_Robin 00507FAES4ES 172,17.3.193
- L] SetParameterlog T = BravTek Bonarm [a[u} T 2T AT Trir. 5100
FileTransferLo
d g 23 2 DrayTek_Eric OOS0FFAGSS10 172.17.3.192
Firmware UpgradeWizard|
lj 2z 2 DrayTek_Robin OOS0FFAES4ES 172,172,192
[] SettingProfileLo
ettingProfileLog
21 4 s} Tek_R b O050FFARSEZO 172.17.2.195
i || DeviceSysLog rayTek_Rarmbo
» [ System 20 =l DrayTek_Boham O0SOFFAESETE 172,172,196
19 2 DrayTek_Eric O0S0FFAESSL0 172,17.3.192
iz 3 DrayTek_Robin O0S07FFAES4ED 172,17.2.193
i7 4 DrayTek_Rambo OO50FFABSEZ0 172,17.3.195
is 2 DrayTek_Eric OO50FFAGSS10 172,17.3.192
is 3 DrayTek_Boham OOS0FFAESETE 172,17.2.196
14 3 DrayTek_Raobin O050TFFARS4ES 172.17.2.193
|4| i |
[
]
a4 i | ‘;|

Rebooting the Selected CPE

When you finish configuration, please open System>>Reboot device to make the new
settings enabled.

& 5vstem (g voIr HVEN

! ;E Cevice system log

! Ig Lan
,:"!; AN
it

] ﬁ Statistics

'ﬂ Firmware status

' Firrmware upgrade

c, Reboot device

& Factory reset device

In the confirmation dialog box, click Yes to reboot the selected CPE or click No to cancel the
reboot process.
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Confirmation
The device will be rebooted, continue’?

Returning to Factory Default Settings for Selected CPE

If, any time, you want to return to the factory default settings for the selected CPE, choose the
device and click System>>Factory reset device.

. @] system (g VoIP VPN

;E Device systermn log

‘ﬂ Firmmware status

‘ Firrmware upgrade

L Feboot dewice

1 r' Factory reset device -

In the confirmation dialog box, click Yes to rest the selected CPE or click No to cancel the
reset process.

Confirmation
The device will be factory reseted,

continue’?

4.1.4 VolP

This page allows you to set VVoIP configuration which maps with SIP accounts of the selected
device.

(o3 VaIP ) VEN
B
(g WalP accounts

Click VolP>>VolP accounts to open the following screen.
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Your reliable networking solutions partner

(¥ Device @] System @ ore Bven |

=
Draytek_Robin
Index Inbound Auth User Auth User Display Name Password Registrar £
1 justin justin Just
| P [T ] | v

Index Display the index number of the CPE in current network
group.

Inbound Auth User Type the authentication 1D which is specified by the web
configuration page of the selected device.

Auth User Type the account name/account number which is
specified by the web configuration page of the selected
device.

Display Name Type the display name which is specified by the web
configuration page of the selected device.

Password Type the password which is specified by the web
configuration page of the selected device.

Registrar Server Type the IP address or domain name of the registrar
server for such account.

Proxy Server Type the IP address or domain name of the proxy server.

Register Via Use the drop down list to choose the registration

interface for such account.

Register ¥ia

Hone v

Mone
Autao
WAL
WA Z
Lam_WPH
P

Ring Port Choose the ring port for such VVolP account.
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Ring Port

Phonel
Phone2
Phonel,.Phone2

4.1.5 VPN

Creating VPN Connection with VPN Wizard

VigorACS offers an easy method to configure VPN settings for building VPN connection

between two CPEs.

o) PN
i_‘-& VPN wizard

?-\ WPM creator wizard

&) WP status

Open VPN>>VPN wizard, the following screen will appear.

Your reliable networking solutions partner

(¥ Device @) Systern Q voIp QVDN

VPN Wizard

nitor at left, and arrange dew

Index VPN Active VPN Mame VPN Type Encryption Authentication =
1 true i_4ED0_S10 IPSec_Tunnel AH SHAL i
2 true p_c_S30 PRTR MPPE SHAL
. R o 7]
| 4| i | 3
+ . Click this button to add a device for building VPN
UF Add device...

connection. If you do not click this button first, you can

not drag any device from Network View.

-1y PPTP To build a PPTP connection, simply click this button
= first and then drag the device from Network View to the
black area.
Pgac P To build an 1PSec connection, simply click this button
= IFsec first and then drag the device from Network View to the
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black area.

To build a VPN connection manually, please use such
tool. For detailed information, please refer to the section
of Building an Advanced VPN Connection later.

% Advance Connection

(8 8 (X I [ X @ )

&=

m . Click this button to remove the selected device without
lﬂ] Remove the device.... VPN connection.
hid

To disconnect a VPN connection, Click this button and

move the mouse cursor to the VPN connection that you

want to disconnect. Notice that the mouse cursor will be
transformed into a scissor.

L2~ Disconnect

VPN Wizard

= PPTP
u [Psec

VPN Fail

#% 110! Disconnect VPN connection.

If you press Enter, a confirmation dialog will appear.
You can click Yes and the VPN connection will be cut
off immediately.

Confirmation
Cisconnect WPMN from 17217 .3 192 to

17217.3.1917

If there is LAN IP segment conflict in VPN connection,
please select that device and click this button to change
LAN IP setting.

Click this button to reconnect both devices.

QJChange LAN IP Setting

&J Refresh VPN Wizard

Building a Simple VPN Connection
Please follow the steps to build a simple VPN connection.

1. Open VPN>>WPN wizard. You will get the following page. Selected CPE will be
displayed in the middle of the screen. There is no VPN connection existed.
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Device Details Your reliable networking solutions partner

-\I" Device 51 Systermn gVOIP ) I |

- at left, and arrange

Index VPN Active VPN Name VPN Type Encryption Authentication i

1 true p_c_4ED PRTE MEPE SHAL a
2 true i_4E0_S10 IPSec_Tunnel AH SHAL

|4| = W i - ] ! o ki |>|

¥ Fr Main networ(6)

%= Marketing (1)

&) Draytelk_Robin
&7 Draytek_aAlan
i) Draytek_Eric

4 Draytek_Jenny Draytek_Alan

Device ID: 2
IP: 172.17.3.192

&P CrayTek_Rambe

3. Click the Add device button.

c3)

Add device for ¥YPMN connection and

topology arrangement
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4. Choose one device from the Networks and Devices that you want to build a VPN
connection with the current selected device. Drag it from the Networks and Devices to
the page of Device Details.

VPN Wizard

Tip: Drag device from Metwork Monitor at left, and arrange device position with mouse cursar,

5. If you want to build VPN connection through PPTP or IPSec, click the PPTP or IPSec
icon first. Then, drag one of the devices to the other.

VPN Wizq_rd___

Tip: Setup a PPTP WPN connection by drag-drop one device to another,

6. A confirmation dialog will appear. Click Yes.

Confirmation
Link %PM from 172173192 to

1721731917

)
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7. Now, the system will configure parameters automatically between these two devices.

Please wait patiently.

W IPsec

WPHM Fail

Tip: Waiting d for parameter configuration...

Waiting for device ¥PN configuration, retrieving YPN status in 9 seconds

8. When the VPN connection has been done, an arrow will appear and indicate the direction

between these two devices. VPN connection information also will be displayed below the
black area.

9. Different colors for arrows represent different protocols used in VPN connections. Green

means PPTP mode; blue means IPSec mode; and red means the VPN connection is failed.

Building an Advanced VPN Connection
Please follow the steps to build an advanced VPN connection.

1. Open VPN>>WPN wizard. You will get the following page. Selected CPE will be
displayed in the middle of the screen. No other device connects to it.

Your reliable networking solutions partner I

| (¥ Device @) Systam (| vorp Durn

VPN Wizard

= (= (XM X (P

Tip: Drag device from Met Manitor at left, and arrange device position with mouse
Index VPN Active YPN Name VPN Type Encryption Authentication £
1 true i_510_d4ES IPSec_Tunnel AH SHAL a
2 true p_s_4EE PETR MEPE SHAL o
| 4| [ | | 3

2. Click the Advance connection button.

=/ (2A) (W)
T
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3. To build an advanced VPN connection through PPTP or IPSec, drag the selected CPE s to
the one you want to build.

Device Details Your reliable networking solutions partner

(¥ Device @) System @ vore Duen |

VPN Wizard i

Tip: Setup VPN connection with customized configurations,

4. A confirmation dialog will appear. Click Yes.

" Confirmation
Link %FM from 172.17.3 196 to
1721731937

5. A dialog appears as follows. Please set the corresponding parameters and settings
manually and click Connect.

VPN Advance Connection Setting

Dial Type: (=) PRTP | ) IPSec

¥PN Connection Through: WAMNL_First v

PPTP:

Usemame:

Password:

PPP Authentication: l PAP_or_CHAP L J

¥1 Compression: &) on () off

l Connect Jl Cancel ]

Dial Type Choose PPTP or IPsec. Relational settings based on the
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type you choose will be displayed below

VPN Connection Through Use the drop down list to choose one way for VPN
connection.

YPH Connection Through: [ WaAM1_ First | - ]

WAML_First
. WANL Cnly
WAMZ_First
WANZ_Only

PPTP When you click PPTP as Dial Type, you have to fill the
username and password, choose PPP Authentication and
specify if VJ compression should be on or off for such
connection.

IPSec When you click IPSec as Dial Type, you have to type
IKE Pre-Shared Key, and choose IPSec Security Method
for such connection.

IPSec Security Method: L AH | -

£H -

| DES_NO_AUTH
DES
SDES_MO_ALTH

ZDES

6. Now, the system will configure parameters automatically between these two devices.
Please wait patiently.

PETP

4 8] (A W) (X (@@ ()

Waiting for device YPN configuration, retrieving ¥PN status in 4 seconds

7. When the VPN connection has been done, an arrow will appear and indicate the direction
between these two devices. VPN connection information also will be displayed below the
black area.
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VPN Wizard

ip: Setup WPN connection with custornized configurations,

YPH Active VPN Hame Authentication *

SHaAl
SHAL
]

|4| um ] |>|

Index VPN Type Encryption

1 true i_S10_4ES IPSec_Tunnel AH

2 true p_s_4ES FRTF MPPE

Different colors for arrows represent different protocols used in VPN connections. Green
means PPTP mode; blue means IPSec mode; and red means the VPN connection is failed.

Change LAN IP Setting
If there is LAN IP segment conflict in VPN connection, you can change the LAN IP setting

for the device and avoid the conflict. Choose the device on the screen and cIickQJChange
LAN IP Setting. The following dialog will appear.

LAMN IP Setting:Draytek_Robin

Device ID:

Dewice IP:

LAM IP:

Subnet mask:

DHCP server enable:

Start IP:

End IP:

Gateway:

Force DMS manual setting:

Primary IP:

1

172.17.3.191

192.168.1.1

2535.255.255.0

V]

192.168.1.10

192.168.1.59

192.168.1.1

L

l Change LAM IP J

Device ID
Device IP

LAN IP

DrayTek

Display the identification number of the selected device
(CPE).

Display the WAN IP address of the selected device
(CPE).

Display the LAN IP address of the selected device. You
can change it with another IP address to avoid the
conflict.
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Subnet mask Display the subnet mask of the selected device. You can
change it if required.

DHCP server enable DHCP server has been activated. If you uncheck this
box, you have to specify static IP address for the selected
device.

Start IP Type the starting IP address for the range that DHCP
server can utilize.

End IP Type the ending IP address for the range that DHCP
server can utilize.

Gateway Type the gateway address of the selected device.

Force DNS manual setting Check this box to force Vigor router using DNS servers

in this page instead of DNS servers given by the Internet
access server (PPPoE, PPTP, L2TP or DHCP server).

Primary IP (DNS) Specify a DNS server IP address here for the ISP should
provide you with usually more than one DNS Server. If
your ISP does not provide it, the router will automatically
apply default DNS Server IP address: 194.109.6.66 to
this field.

Change LAN IP When you finish the modification, click this button to
save the configuration and exit this dialog.

Creating LAN to LAN VPN Connection with VPN Creator Wizard

To create a LAN to LAN connection for the selected CPE, please choose VPN creator
wizard. You can create up to 32 profiles for such CPE.

Device Details Your reliable networking solutions partner
(¥ Device @) System g Vo Hvr |
YPM Creator Wizard

~a

=R

Index " Name Status

p_s_4ES Enable
i_S10_4E® Enable

i_4EB_678 Enzble

R

7T Cizable

Choose one of the profile names from the list and click the Detail button |_==/ ). The
following dialog will appear. You can modify the LAN to LAN settings to fit your necessity.
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VPN Lan To Lan Setting ¢

Y

Profile Hame: i_620_678
Enable this profile: |/

Call Direction: [ Dial-Cut (=) Dial-In

Server IP/Client IP:

Dial Type: () PPTP (=) IPSec

oy

VPH Connection Through: | WAN1_First J
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YPM Lan To Lan Setting ¢

Fy

IPSec:

IKE Pre-Shared Key:

IPSec Security Method: | AH v

TCP/IP Hetwork Setbings:

My Wan IP: o.o.0.0

Remote Gabteway IP: 0o.0.0.0

Remote Network IP: 192.168.60.0

Remote Network Mask: 255.2553.255.0

| Apply || cancel | =

Profile Name Display the profile name. Modify it if it is required.

Enable this profile Check the box to enable such profile.

Call Direction Specify which direction that such profile will use Dial-In
or Dial-Out.

Server IP /Client IP Type the IP address for the server / client.

Dial Type Click the radio button to specify the dial type.

VPN Connection Through Use the drop down list to choose one way for VPN
connection.

¥PHN Connecton Through: [ WAN1_First | L 4 J

wiAM1_First
. WANL Only
wiAMZ_First
WANZ_Only

PPTP When you click PPTP as Dial Type, you have to fill the
username and password, choose PPP Authentication and
specify if VJ compression should be on or off for such
connection.

IPSec When you click IPSec as Dial Type, you have to type
IKE Pre-Shared Key, and choose IPSec Security Method
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TCP IP Network Settings

for such connection.

IP5ec Security Method: [ AH -

£H

| DES_NO_AUTH
DES
SDES_MO_ALTH
2DES

My WAN IP — Specify the WAN IP address for the
selected CPE.

Remote Gateway IP — Specify the IP address for the
remote client.

Remote Network IP — Specify the IP address for the
remote server.

Remote Network Mask — Specify the network mask for
the remote server.

Click Apply to save the configuration and exit such window.

Adding New VPN Profile

To add a new LAN-to-LAN VPN profile, simply choose the one with the name (???) and click

the Detail button @J After typing the profile name and relational settings, click Apply.
The new profile will be added and placed on the page.

Device Details Your reliable networking solutions partner

(¥ Device @] System @ vorr Bven

VPN Creator Wizard

B2
Index " Name Status

1 p_s_4E= Enable

z TEE Disable
Index VigorACS Sl allows you to create up to 32 index

numbers (profiles).

Name Display the name of the LAN-to-LAN profile.
Status Display if such profile is enabled or disabled for such

DrayTek

CPE.
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Checking VPN Connection Status

VPN Status displays VPN name, remote IP address, virtual network address, VPN type, VPN
Active, encryption, authentication, transmission packets, transmission bytes, receiving packets,
receiving rate, and connection time for the selected CPE.

Device Details Your reliable networking solutions partner

J Device @] Systerm (E.VOIF‘ Duen |

VPN Status___

L=
Add Index VPN Name RemotelP VirtualNetwork VPN Type L
E} i i_4E0_S10 172.17.3.192 192,165.20.0/24 IPSec_Tunnel true
g} 2 p_c_Sz20 172.17.2.134 192,162.40,04/24 FPTR true
E} 2 p_s_4EQ 172,17.23.194 192,168,20,0/24 FFTR true
L,
| 4] 1 ] | 3
L2 ]
Profile Name Remote IP
p_c 530 172.17.2.194
Add to monitor Make the selected VPN tunnel to be monitored and
display in the field of VPN Monitor.
Add Index ¥Pr
@ 2 p_c 530
g Add to ml;nitur
Choose any one of the CPEs (or profiles) and click Add
to monitor button to make the selected one to be
monitored by VigorACS.
Index Display the number of the VPN tunnel.
VPN Name Display the VPN profile name that created by using VPN
Wizard or VPN creator wizard.
Remote IP Display the IP address that the VPN tunnel connected.
Virtual Network Display the private IP address with subnet mask.
VPN Type Display the connection type used by such VPN tunnel.
VPN Active Display the status of such VPN tunnel. “true” means the
VPN tunnel has be connected; “false” means the VPN
tunnel has be disconnected.
Encryption Display the method for encryption used by such VPN
tunnel.
Authentication Display the mode for authentication used by such VPN
tunnel.
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Tx Packets Display the packet size of the transmitted data.

Tx Bytes Display the size of the transmitted data.

Rx Packets Display the packet size of the received data.

Rx Rate Display the receiving rate for data receiving.

Up Time Display the connection time for such VPN tunnel.

Monitoring VPN Tunnel

In the VPN Status page, basic information for each VPN tunnel will be shown on the screen.
However, if you want to check the total traffic of VPN tunnel, you have to do the job of VPN
Monitor.

L= ) i/

Profile Name Remote IP

p_c 530 172.17.3.194

Name Display the name of the profile.
Profile Name Display the name listed in VPN Name field.
Remote IP Display the IP address that the VPN tunnel connected.

Choose the VPN tunnel(s) (in this case, Index=1, Index=2 and Index=3 are selected) that you
want to monitor and click the Add to monitor icon. Next, open System >> Statistics.

(0¥ Device @) Systern (@ voIr HeN

YPM Stat é; Device systern log
O oo

~a

L~ | W wan
5]
Add 1 e MAT Remote IP VirtualNe twore
ﬁ‘} 2 ﬂ S dBE 172,173,194 192,168,50,0/24
i .
ﬁ‘} 3 D Firnware status 172,17.3.195 192,168.50,0/24
‘ Firrware upgrade
ﬁ; 4 172,173,196 192,168.60,0/24
c’ Reboot device
1 !— > Factary rezet device J
Profile Name Remote IP
Index=1 172.17.2.195
Indax=2 172.17.2.192
Indax=3 172.17.3.196
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The statistics for the above three profiles will be displayed on the screen as shown below.

Statistics
(8%

- Name: VPN_172.17.2.195 at DrayTek_Robin g |
§ ! &

V &

£ 0.8 &

= o

2 as 4

o

o

L 0.4

0]

g 0z

in

B >

= 0%:00 10:00 11:00 12:00 13:00 14:00

E 71 H R =
dverage Tx=NaM hytes/sec Maximum Tx=MaN hytes/sec

dverage Fx=NaM hytes/sec Maximum Fx=MaN hbytes/sec —
[ Wed Feb 24 2010 05:27:56 1 -- [ Wed Feb 24 2010 14:27:56 ]

- Name: VPN_172.17.2.192 at DrayTek_Robin g

D 1 e S S S S M i
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4.2 Wizard
4.2.1 Backup configuration

Such page allows you to do backup operation for specified CPEs (devices) immediately or
within a specified period.

DrayTek VigorACS

3 o BackupType: i Period(d '
& Networks and Devices ackupType: | RoundRabin v ] Periodidaysit Ja
e —————

Backup tirne: (=) Mow () Schedule

start day:  2010-01-05 L@ Starttme(HH:MML | oo | v | ¢ 0 | v
End time(HH:MM): | 23 | v | : 59 | ¥

*._ Wizards

¥ (5 tonfiguration

Select devices:

Name mModel name Firmwrare version Modem version Backup

- |_] Firmware upgrade b %7 Main network(g]

% Reports

& Inventory Monitor

Backup Type Use the drop down list to choose the backup type for
such action.

RoundRobin — Choose this type to execute the backup
(with global settings). The backup files will be recorded
with the filename from 1.cfg to 20.cfg. Only 20 filenames
will be kept in the same directory.

Always — Choose this type to execute the backup (with
global settings) according to the schedule. The backup
files will be recorded with the filename one by one (e.g,
1.cfg, 2.cfg,..., 1000cfg,..., 10000cfg,...no limit in file
number). All of the backup files will be kept in the same

directory.
Found Robin | L
FoundRobin
Always
Period(days) Determine the frequency for the configuration backup

performed by VigorACS. The default value is 1 day.

Backup time Now — To perform the firmware backup immediately,
choose this one and click Apply.

Schedule — To specify a certain time to perform
firmware backup, choose this one and specify start day,
start time and end time respectively. After finishing the
configuration, click Apply. VigorACS will perform
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firmware backup operation for the selected CPE (s)
according to the schedule set here.

Start day — Use the drop down calendar to specify the
day you want to start the firmware backup.

Start time - Use the drop down menu to specify the hour
and minutes you want to start firmware backup.

End time - Use the drop down menu to specify the hour
and minutes you want to finish the firmware backup.

Selected devices Choose the device that you want to do firmware backup.
Please check the box of Backup, otherwise, the firmware
backup will not be performed after clicking Apply.

Apply Execute the action of firmware backup.

4.2.2 Restore configuration

Such page allows you to do firmware restoration for specified CPEs (devices) immediately or
within a specified period.

Dray Tek

Essentials Your reliable networking solutions partner

: Restore time: (o) Now () Schedule

& Networks and Devices =
Start day:  2010-01-22 g StarttimelHH:MM): | go | v | ¢ 00 |w
End tima(HH:MMY: | 23 | w | ¢ 59 |«

*. Wizards

¥ (5 tonfiguration
i || Backup
(- d Restore

Name Model name Firmwrare version Modem version File List Restore

¥ 5 Firmware

iwe | | Firmware upgrade

4 Reports

& Inventory Monitor

Restore time Now — To perform the firmware restoration immediately,
choose this one and click Apply.

Schedule — To specify a certain time to perform
firmware restoration, choose this one and specify start
day, start time and end time respectively. After finishing
the configuration, click Apply. VigorACS will perform
firmware restoration operation for the selected CPE ()
according to the schedule set here.

Start day — Use the drop down calendar to specify the
day you want to start the firmware restore.

Start time - Use the drop down menu to specify the hour
and minutes you want to start firmware restore.

End time - Use the drop down menu to specify the hour
and minutes you want to finish the firmware restore.
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Selected devices Choose the device that you want to do firmware restore.
Please check the box of Restore, otherwise, the firmware
restoration will not be performed after clicking Apply.

Apply Execute the action of firmware restoration.

4.2.3 Firmware upgrade

Firmware upgrade wizard allows you to upgrade firmware for CPEs in specified time or
immediately.

Dray Tek VigorACS

Model nams: v | Modem uersion: =

File:

Essentials FirmwareUpgradeWizard

&", Networks and Devices

™. Wizards y
b Upgrade time:  (a) Now () Schedule

Stsrt dsyi  2010-01-22 g Starttire(HHCMMY: [ go v | ¢ w0 |
End tirme(HHIMM): | 23 |« | ¢ 59 | v

¥ [ tonfiguration
i [ Backup
i [ ] Restore
¥ 3 Firmware Salact devicas:
io | Femweare upgrade Name Model name Firmware wersion Modem version Upgrade

» % Main network(s)

% Reports

7 Inventory Monitor

Model name Choose the model name. The related devices will be
available for you to choose under Select devices.

Modem version Display the type (Annex A or Annex B) of the router
with type version such as 211011_A Hardware: Annex.

File Specify a firmware to be used for upgrading the selected
CPE(s). Click the blank area to display the following
dialog.

Select firmware file

Filename Property size LastMadify Direc* |
Directory 696 0172172010 08:53:47

Temp Directory 208 01/21/2010 08:53:47  ./Roots
00507FABS5 10 Directory | 592 01/24/2010 20:10:23  ./RootG
00507FABS5530 Directory 400 01/22/2010 19:17:24  ./Roots
00507FABSED Directory | 592 01/24/2010 20:10:00  ./RootG
00507FAGS4ES Directory 502 01/24/2010 20:25:35  ./Roota
00507FA6S620 Directory 600 01/25/2010 12:47:55  ./RootG -
00S07FABSE7S Directory | 544 01/22/2010 09:59:03  ./Rootg
erictest Directory 48 00/04/2000 13:00:26  ./Roott
00507FC26824 Directory 528 08/22/2000 17:46:48  ./Rootq
Test1 Directory 128 07/06/2000 10:08:55  ./Root
w2k7v_a_2733.rst rst file 2640336 03/26/2000 22:33:05  ./Rootq
w2kTv_V_a_322.rst rst file 2020148 03/26/2000 22:30:17  ./RootG,
vek7v_good001.rst rst file 2948520 03/26/2009 08:07:35 | ./RootG

[4] [ I B |_

Double click the item until the rst file is selected.

Upgrade time Now — To perform the firmware upgrade immediately,
choose this one and click Apply.
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Schedule — To specify a certain time to perform
firmware upgrade, choose this one and specify start day,
start time and end time respectively. After finishing the
configuration, click Apply. VigorACS will perform
firmware upgrade operation for the selected CPE (s)
according to the schedule set here.

Start day — Use the drop down calendar to specify the
day you want to start the firmware upgrade.

Start time - Use the drop down menu to specify the hour
and minutes you want to start firmware upgrade.

End time - Use the drop down menu to specify the hour
and minutes you want to finish the firmware upgrade.

Selected devices Choose the device that you want to do firmware backup.
Please check the box of Upgrade, otherwise, the
firmware upgrade will not be performed after clicking

Apply.
Apply Execute the action of firmware upgrade.
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4.3 Reports

VigorACS allows you to print reports with PDF files. There are three types of reports that you
can check and print out. Each type contains several items.

¥ | Traffic Reports *
----- I_"l LaM Statistic
----- I_"l wAMN Statistic
..... | ] LAaM Graph
----- | AN Graph

¥ [ Firmware

----- I_'] Firmware Ouarviaw

----- I_"l Firmmware Groupuisw

» | Traffic Reports

» ] Firmware ¥ [ Network

] Network
» ] Status ¥ | 5tatus

4.3.1 LAN/WAN Statistics

Move your mouse to the items you want to print out and click on it. A dialog box will appear.
Take LAN Statistics as an example.

LAM Traffic Report Filter

Model name: w | Modem version: ¥ | Severity: all -
t
Select devices:
Mame Model name Firmware vers... Modem version Report
¥ 57 Network Wiew(1) |
() DrayTek_00507F_Vigor_00507F87 1308 Vigor2820 Series 3.2.4_RC11 211801_A Annex_A |
Apply
Le | L

All the CPEs on the same network group will be displayed. Please choose the one(s) you want
to print out and check the Report box.

Name Model name Firmware ve... Modem wersion Report

¥ %7 Main network(6) L
» 5 Marketing(1) L
@ Draytek_Robin Vigor2820 Series beta_0414 211011_A Annex_A |z|

i;?’ Draytek_Alan Vigor2820 Series  beta_0414 211011_A Annex_A L

Next, please Apply. VigorACS Report containing all the records of LAN configuration for
the selected CPE will be shown as the following.
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Reports

HE@OEEE K<

&, | =,

Your reliable networking solutions partner
EEI[E]

@

-

[0 LAN_sta... (X

VigorACS Report
LAN Statistic Report

Device Total Count:1
Device_Name IP index
DrayTek_00507F_Vigor_00507F87130  172.16.2.130 1

TX(B/s)
0

RX(B/s)
0

Now, you can print such report as a PDF file or print it out via specified printer.
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4.3.2 LAN/WAN Graphic

Move your mouse to the items you want to print out and click on it. A dialog box will appear.
Take LAN Graphic as an example.

.. W @ B8 s . Ae B oa¥_
LAN Graph Report Filter x|
Model name: | vVigor2§20 Series | v | Modem version: | 211801 A Annex_A | v | Severity: | an [«

All =
Preset: | Custom hd | ry r Criti |
- g (s 06/14/2000 [ LISE o |3 ritica
B - Major
To: 06/14/2000 [ 23 i: |+ 59 i:i Minar
Warning v
Select devices:
Name Model name Firmware vers... Modem version Report
¥ 77 Network View(1) L
{J)DrayTek_00507F_Vigor_00507F67 1308 Vigor2820 Series 2.3.4_RC11 211801_A Annex_A V]
| Aeply |

All the CPEs on the same network group will be displayed. Please choose the one(s) you want
to print out and check the Report box.

Next, please Apply. VigorACS Report containing all the records of LAN configuration for
the selected CPE will be shown as the following.

Your reliable networking solutions partner

E @O @ (3 K<) - EEEIE )

-

[£] LAN_Sta... (X B can_.. [

VigorACS Report
LAN Graph Report
E Name: LANAction_1 at 172.16.2.130 g
% 0z 1 ] el
2z 5
b 2
8 o
=
a 0.1
&
£
[u]
5 i =
Z 04:00 03:00 12:00 16:00 20:00
B output traffic [l input traffic [

Now, you can print such report as a PDF file or print it out via specified printer.
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4.3.3 Firmware Overview
Choose Firmware Overview from Reports. A dialog box will appear.

All
Select devices:
Critical
Name Model name Firmware vers... Major Report
¥ f Network Wiew(1) Minor L
(D DrayTek_00507F_Vigor_00507F271308 Vigor2820 Series 2.3.4_RC11 21 Warning v
| Apply

All the CPEs on the same network group will be displayed. Please choose the one(s) you want
to print out and check the Report box.

Next, please Apply. VigorACS Report containing all the records of LAN configuration
(device name, IP address, Model and Firmware version) ordered with device names for
different CPEs will be shown as the following.

Your reliable networking solutions partner

EHEEHEE K< - EzRE &) )

-

[£] LAN_Sta... [ [E Lan_... x [£] Firmware_ove... (%

VigorACS Report

Firmware Overview Report

Device Total Count:1
Device_Name 1P Model Firmware_Version

DrayTek_00507F_Vigor _00507F871308 172.16.2.130 Vigor2820 Series  3.3.4_RC11

Now, you can print such report as a PDF file or print it out via specified printer.
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4.3.4 Firmware Groupview

Choose Firmware Groupview from Reports. A dialog box will appear.

Firmware Groupview Report Filter

| Modelname: | wigorzszov v | Modem version: | 211011_A Annex_n | v | Severity:
1 . All -
Select devices:
Critical
Mame tiodel name Firmware ver... Major on Report
¥ % Network Viewtest(6) Minor L] -
¥ 5 bast55(4) i arning O
b 5 Sub-Test(1) |
(D prayTek_alan Vigor2820% 3.3.4_RC5 211011_A Annex_A I
(D prayTek_Eric Vigorz§20¥ 3.3.4_RC5 211011_A Annex_A I
@DraytekfRobinfTest Yigorzszov 3.3.4_RC3 211011_A Annex_A I\l_/l
» *r subnetwork2(1) L
() DrayTek_Rambe Vigor2820¥ 2.3.4_RCS 211011_A Annex_A 1
(anelvg)
R R ——

All the CPEs on the same network group will be displayed. Please choose the one(s) you want
to print out and check the Report box.

Next, please Apply. VigorACS Report containing the records of LAN configuration (model
name + firmware version, device name and IP address) ordered with model and firmware
version for different CPEs will be shown as the following.

Reports Your reliable networking solutions partner

HEEE G K< EBlEE &< C)

I_Ll Firmware_Grou... &

VigorACS Report

Firmware Groupview

Device Total Count:3

Model_Firmware_Version Device_ Name P

Vigor2820V_3.3.4_RC5H DrayTek_Eric 172.17.3.192
Vigor2820V_3.3.4_RC5H DrayTek_Alan 172.17.3.191
Vigor2820V_3.3.4_RC5 Draytek_Robin_Test 172.17.3.193

Now, you can print such report as a PDF file or print it out via specified printer.
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4.3.5 Network IP Overview

Choose IP Overview from Reports. A dialog box will appear.

IP Overview Report Filter

Model name: | vigor2820v v | Modem version: | 211011 A Annex_a | v | Severity:
All -
Select devices:
Critical
Name Model name Fitmware ver... Maiar on Report
¥ *7 Network Viewtest(6) Minaor L1 -
T test55(4) Warning |~ O
b 5 sub-Test(1) 1
(DprayTek_alan Vigor2820v 3.3.4_RCS 211011_A Annex_A v
@DrayTek_Eric Yigorzg20¥ 3.3.4_RCS 211011_A Annex_A M‘
() Draytek_Robin_Test Vigor2820¥ 3.3.4_RCS 211011_A Annex_A [v]
> %7 subnetwork2(1) [
(D prayTek_Rambo Vigor2820¥ 3.3.4_RCS 211011_A Annex_A ] B2
. Apply
Mywrvory mwrmves

All the CPEs which match the conditions specified in Model name and Modem version will be
displayed. Please choose the one(s) you want to print out and check the Report box.

Next, please Apply. VigorACS Report containing the records of LAN/WAN configuration
ordered with device names for different CPEs will be shown as the following.

Reports Your reliable networking solutions partner

SNENERTREIRLIE IR dk, EIEE &)= @

-

ij Firmmware_Grou... E Ij IP_DOve... E

VigorACS Report

IP Overview Report

-
Device Total Count:4

Device_Name Model LAN WAN1 WAN2

DrayTek_Eric Vigor2820  192.168.20.1 172.17.3.192

DrayTek_Rambo Vigor2820  192.168.50.1 172.17.3.195

DrayTek_Alan Vigor2820  192.168.1.1 172.17.3.191
Draytek_Robin_Test Vigor2820  192.168.30.1 172.17.3.193

Now, you can print such report as a PDF file or print it out via specified printer.
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4.4 Inventory Monitor

Here, VigorACS Sl provides another view for displaying the controlled CPEs. In this view,
devices will be divided and categorized with the model series, such as Vigor2820 series,

A

Vigor5510 series, and so on.

Essentials Your reliable nerworkmg solutions partner

-
& Networks and Devices 4 |
DrayTek_Alan DrayTek_Eric DrayTek_Robin DrayTek_Rambo DrayTek_Boham

¥, Wizards Qe Gy Gy Qus 9y

4 Reports

& Inventory Monitor

¥ % Inventory View

DrayTek_Jenny

@

v = ¥igor2$20(6)

& DrayTek_aAlan
- & DrayTek_Eric

- & DrayTek_Robin
- & DrayTek_Rambo
- & DrayTek_Boham
Lo @ DrayTek_Jenny
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This page is left blank.
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Chapter 5 Alarm Information

To monitor the normal and abnormal actions for CPEs, you will need to set Alarm.
M=
— . -
: & W @

When there is something wrong happened to CPE, an alarm message will be sent to VigorACS,
recorded on VigorACS database and displayed on Alarm page. The abnormal condition for
CPE is determined by the value of threshold. That’s, if the data traffic does not fit the settings
(threshold and threshold value) configured in Alarm page or something wrong happened to
CPE, an alarm message will be recorded and kept till it is cleared by VigorACS automatically.

5.1 Alarm

Alarm message will be recorded on VigorACS server when there is a trouble happened to the
device (CPE). Only the users within the same user group will be notified for the message.

VigorACS
Your reliable networking solutions partner
= e EC IR J(@][@][®][E]~

& Q

No. Time Device Name Alarm Level Alarm Message

Essentials Alarm

> Alarm v |Q

=AlarmHistory

1452 Tue lan 19 16:19:08 GM DrayTek_Rambao e Critical Device LossConnecion
>MailServer

l N | Refresh
@ Ack Alarm

@ UnAck Alarm

DrayTek

Click this button to refresh this page.

Click this button to make the alarm being captured based
on the threshold value and waiting for solving manually.

Disable the Ack Alarm mechanism.
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[ ]
[X) Clear Alarm Click this button to clear the alarm record which has
been solved by VigorACS.

%]l Clear All Alarm Click this button to clear all of the alarm records which
has been solved by VigorACS.

UserGroup If there are many user groups with different authorities
for the user account you use to access into VigorACS,
you can use the drop down menu to choose one of the
user groups to view the files stored under the user group.
Use the drop down list to specify the authority for the
selected group.

[ RootGroup | v
1 FootGroup =
AdrminGroupn
Cperatorsroup
DraytekGroup
Company 1Group -
l'_ij First When there is more than one page for the alarm records
in this user group, click this button to display the first
page.
likj Previous When there is more than one page for the alarm records

in this user group, click this button to display the
previous page.

r> Next When there is more than one page for the alarm records
in this user group, click this button to display the next

page.

i Last When there is more than one page for the alarm records
in this user group, click this button to display the last
page.

No. Display the index number of the alarm. It is offered by
VigorACS automatically.

Time Display the time of the alarm recorded. You can use the
drop down calendar to inspect other alarms.

|T| January 2010 [ ™|

Time
5 M T W T F &

Tue Jan 19 1&6:19:08 3 1 7

2 4 3 & F & 90
i0 11 12 13 14 15 16

17 18 19 mZI 22 23

24 23 26 2F I8 29 30
21
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Device Name Display the name of the CPE which gets trouble.

Alarm Level Choose one of the alarm levels from the drop down list
to display the alarm message with the severity specified.

Critical —
Major
Minar =
Warning :
Marrmial -
Alarm Message Display a brief explanation for the alarm sent by
VigorACS automatically.
Alarm Type There are three types of Alarm Type. Choose any one of
them to display the alarm message with the type
specified.

| =

InterfacelossConnection
CevicelossConnection

ServiceLossZonnection

Ack Status Display the status of the records with the type specified
here (Not Ack or Acked).

|~
Mot Aok
Ackead

Alarm Status Display the status of the records with the type specified
here (Alarm or Rearm).

| »

Alarm

Rearm

Clear Status Display the clear status for the alarm records. To view
different clear status, use the drop down list to specify
the one you want to see on the screen.

|~
Mot Clear
Clear
Auto Clear
Ack Time Display the record (waiting for solving) based on the

date chosen here.
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|T| January 2010 [ ’I

Time
5 M T W T F 5§
Tue Jan 19 16:19:08 G 1 2
F 4 3 B F & 9
i0 11 12 13 14 13 16
17 1% 19 m 21 22 23
24 25 26 27 28 29 30
31
Ack User Display the record (waiting for solving) based on the
user accounts.
Clear Time Alarm message record cleared by user will be removed

to Alarm History. Choose the date to display the
removed record.

|T| January 2010 [ *]

Time
5 M T W T F S

Tue Jan 19 1&6:19:08 3 1 2

3 4 % & F & 9
10 11 12 13 14 15 16

17 18 19 le 22 23

24 2% 26 2F 28 29 30
31

Clear User Display which user clears such record.

UnAck Time Display the cancelled job of the record (waiting for
solving) based on the date chosen here.

UnAck User Display which user cancels the job of the record.

Parameter VigorACS will send the alarm based on the parameter
specified here. User will know which parameter got
troubles when he/she receives the alarm messages.

Parameter Group Display the alarm record based on the VPN group
selected here.

| »
Mane
VPN_Sample
Value Display the threshold value that VigorACS will send
alarm message to the CPE.
Threshold Set the condition for data traffic.
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Threshold Value

Rearm

Alarm Profile

DrayTek

=

=

izMull
isContaion
MotContaion
IzEqual
MotEqual

> - when the threshold value is greater than the
configured value, an alarm message will be sent out.

< - when the threshold value is smaller than the
configured value, an alarm message will be sent out.

= - when the threshold value equals to the configured
value, an alarm message will be sent out.

isNull - when the threshold value is null, an alarm
message will be sent out.

isContain - when the threshold value contains the
configured value, an alarm message will be sent out.

NotContain - when the threshold value does not contain
the configured value, an alarm message will be sent out.

IsEqual - when the threshold value equals to the
configured value, an alarm message will be sent out.

NotEqual - when the threshold value does not equal to
the configured value, an alarm message will be sent out.

Set the value to fit the requirement of threshold.

For cleaning an alarm record, please configure Rearm
value.

VigorACS server will check LAN, VPN, WAN
parameters for CPE. If it is unable to get the
corresponding parameters from CPE, the system will
judge there is something wrong with the CPE. Then,
alarm message will be displayed on this page. Choose
one of the conditions from the drop down list to set the
alarm profile for data inspection.

| »

Default

LanLaoss

WPMLo=ss

WaMLoss
wiAN_WPMN_Errmame
W AN_WPMN_Loss
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Alarm Group If you want to notify someone by using e-mail, please
choose MailSample. In default, the default setting is
Empty.

: v )

Ernpty

MailSample

5.2 AlarmHistory

This page will display all the alarm records that have been solved and cleared.

Dray Tek

Your reliable networking solutions partner

% | Usereroup: | RootGroup I “: 3) I | ez ‘

Essentials AlarmHistory

= Menu

= Alarm Q = Q v [Q =
No. Time Device Name Alarm Level Alarm Message Al
1239 WMon Jan 11 16:31:14 GM Draytek_Janny A critical DevicelossConnection DevicelossC,
>MailServer
1238 Mon Jan 11 18108:04 GM Draytek_Jenny A critical DeviceLossConnedion DevicelossC
1237 Mon Jan 11 18:06:06 GM Draytek_lanny W critical DeviceLossConnection DevicelossC
1236 WMan Jan 11 17:55:16 GM Draytek_Jenny W critical DevicelossConnection DevicalossCo_
1235 Mon Jan 11 1715516 M Draytek_Jenny A critical DeviceLossConnection E——
1234 Mon Jan 11 17:55:16 GM  Draytek_Janny A critical DevicelossConnection DevicelossC
1233 WMan Jan 11 17:40:16 GM Draytek_Janny A critical DevicelossConnection DevicelossC,
1232 Mon Jan 11 17:40:16 GM Draytek_Jenny A critical DeviceLossConnedion DevicelossC
1231 Mon Jan 11 17:25:16 GM Draytek_Janny W critical DeviceLossConnection DevicelossC
1230 WMan Jan 11 17:25:16 GM Draytek_Janny W critical DevicelossConnection DevicelossCqT
1229 Mon Jan 11 17:10:15 GM Draytek_Jenny A critical DeviceLossConnection DevicelossC
1228 Mon Jan 11 17:10:15 GM Draytek_Janny A critical DevicelossConnection DevicelossC
1237 WMan Jan 11 16:55:15 GM Draytek_Janny A critical DevicelossConnection DevicelossC,
1226 Mon Jan 11 16:55:15 M Draytek_Jenny A critical DeviceLossConnedion DevicelossC
[ 1225 Mon Jan 11 16:40:15 GM_Draytek Jenn: 4D critical DevicelossConnection DEW:ELOSTC 2
o i »

l ¢ | Refresh Click this button to refresh this page.

As for detailed information of each item (such as No., Time, Device Name, Alarm Level,
Alarm Message....) in AlarmHistory, please refer to section 5.1.
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5.3 Mail Server

VigorACS can notify the user by e-mail whenever an error is detected.

Dray Tek

Your reliable networking solutions partner
i E r,,'\ UserGroup: | ReetGroup A |

Enable email notifications @ ||

Essentials DeviceManagement

= Menu

FAlarm

»Alarm History Mail server address : | 172.172.172.172

E Save mail server setting  Click this button to save the settings configured in this
page.

l ¢ | Refresh mail server Click this button to refresh this page.
setting

Enable emal notifications Check this box to enable such function.

Mail server address Type the IP address of the mail server for VigorACS.

Port Type the port number of the mail server.

Email address Type the email address of the mail server.

Authentication needed Check this box the make an authentication before
sending an e-mail notification to the device.

rnam icati
Username Type a username for authentication.

Password Type a password for authentication.
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5.4 Latest Alarms

The latest alarm will be displayed on the home page, tabbed with Latest Alarms. If the area is
blank, it means there is no alarm or the alarm has been solved and cleared.

Dray Tek

Essentials Summary Your reliable networking solutions partner

Ves |

Networks And Devices Unknown Devices

Managed networks and devices IP Address Device Name Device Type

Q‘# Networks and Devices

*_ Wizards

-
" -
% Reports J Total number of netvarks 1 172.17.3.191 | Draytek_Robin Vigar2820 Series

Alarm networks:0 172.17.%.192  Draytak_alan Vigor2820 Series

Total number of devices:s Vigor2820 Series

Inwventory View 172.17.3.193 Draytek_Eric

Nurnber of alarrmed devices:1

%7 vigor2820(6) 172.17.2.194  Draytek_Jenny Vigor2@20 Series
172.17.3.196 DrayTek_Rambo Vigor2820 Series
Latest Alarms
Level Time Device Name Netwrork Description Action
H @ critical Wed Jan 20 10:15:1¢ DrayTek_Rambo Main network DeviceLossConnection o %)

-
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Chapter 6 Log View

Log provides administrator records for action, download, reboot, parameter values, object
adding and deleting executed by VigorACS.

When you choose this function, the following screen will appear with all the information
offered by VigorACS. Please click any one of the links on the left side. The detailed
information will be shown on the right side box.

 A—T

Your reliable nerworkmg solutions partner

UserSroup | AdminGroup 2| .]i @ EO
¥ [ Device Action Q Q Q Q Q Q =
|| ActionLog Log ID Action Devica ID Devica Name MAC Address Device 1
- ] Rebootlog 241 TransferGomplete | & DrayTek_00S07F Wigor 005 00SO07FAGSETS 172,17.3.196
- L] SetParameterlog 240 Infarm 6 DrayTek_00507F_Vigor 005 00S07FAGS67S 172.17.3.196 |-
|| FileTransferLog =
239 Upload 3 DrayTek_00507F_Wigor_00E 00SD7FAGSETS 172.17.3.196
- ] Firmwrare Upgrade Wizard
223 TransferComplete | 6 DrayTek_00S07F_vigor 005 00S07FAESETS 172.17.3.196
- [] SettingProfileLog
) 222 Inform 3 DrayTek_D0SO7F_Wigor_0DE 00S07FAESE7S 172.17.3.196
|| peviceSysLag L
¥ B Syctam 221 Upload 3 DrayTek_D0SO7F_Vigor_00E 00S07FA65E7E 172,17.3.196
- [ systemiog 197 TransferComplete | 6 DrayTek_00507F_Wigor_00E 00SD7FAGSETS 172.17.3.196
196 Inform 3 DrayTek_00S07F_vigor 005 00S07FAESETS 172.17.3.196
195 Upload 3 DrayTek_D0SO7F_Wigor_0DE 00S07FAESE7S 172.17.3.196
178 Inform 3 DrayTek_00S07F_Wigor_O0E 00SD7FAGSETE 172.17.3.196
Inform 3 DrayTek_00507F_Wigor_00E 00SD7FAGSETS 172.17.3.1%6 |

6.1 Device Action
6.1.1 Action Log

Such page displays all the actions executed by VigorACS for your reference.
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Your reliable networking solutions partner

m == u G H i ! L L = 175
L | [ [EF] veerermum: [ admingrovp @[] [®][H] |
Log ID Action Device ID Device Name MAL Address Device IF
241 TransferComplete & CrayTek_00S07F_Wigor_005 O0S07FAGSETS 172,172,196
240 Infarm & DrayTek_00S07F_Wigor_005 O0SOFFAGSETS 172,17, 2,196 =
239 Uplaad & DrayTek_00S507F_Wigor_00% O0S0FFAGSSETS 172.17.2.196
223 TransferComplete & DrayTek _00507F_Wigor_00% OO0S0FFASSETS 172.17.2.196
222 Infarm & DrayTek 00507F_Wigor_00% OOSOTFAESETS 172.17.2.196
221 Upload & DrayTek _00S07F_Wigor_005 O0SO7FFAESETS 172,17.2.1%96 r
197 TransferCornplete & DrayTek 00S07F_Wigor 005 OOSOFFAGSETS 172,17.3.196
19e Infarmm & DrayTek_00S07F_Wigor_005 O0SO7FAGSETS 172,17.2.1%96
195 Uplaad B DrayTek_00S07F_Wigar_005 O0S07FAGRSETS 172,17.2.1%96
178 Infarm & CrayTek_00S07F_Wigor_005 O0S07FAGSETS 172,172,196
177 Infarm & DrayTek_00S07F_Wigor_005 O0S0FFAGSETS 172,17, 2,196 v |
| 4| [T ] | ¥ |_
i | Delete Click this button to delete the selected log.
b Refresh Click this button to refresh this page.
== | Detail Click this button to display the detailed information
window.
UserGroup

| u J First
<y

Previous

Log ID

VigorACS Sl User's Guide

Use the drop down list to choose a user group. CPEs
under such group will be displayed on the window.

AdminGroup | L

; AdrinGroup
CperatorEroup
F.ootiGroup
Marketing

When there is more than one page for the Action Log in
this user group, click this button to display the first page.

When there is more than one page for the Action Log in
this user group, click this button to display the previous

page.

When there is more than one page for the Action Log in
this user group, click this button to display the next

page.

When there is more than one page for the Action Log in
this user group, click this button to display the last page.

Click this box to type the search condition and press
Enter. The server will display the data based on your
request.

The number displayed here is specified by VigorACS
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Action

Device ID

Device Name
MAC Address
Device IP
Action ID

Time

6.1.2 Reboot Log

automatically.
Display the action done by VigorACS to certain device.

The number displayed here is specified by VigorACS
automatically.

Display the name of the CPE.

Display the MAC address of the CPE.

Display the WAN IP address of the CPE.
Display the identification number of the action.

Display the time that such action is done.

Such page displays all the reboot actions initiated by VigorACS for your reference.

Your reliable networking solutions partner

i m l i"! J Userdroup: lAdminGmup

Jl& (@[] [H] " |

Log ID Device ID

Device Name MAC Address Device IP User ID

[«]

] [*]

——

lﬂ] Delete

&J Refresh
UserGroup

L g | First

DrayTek

Click this button to delete the selected log.
Click this button to refresh this page.

Use the drop down list to choose a user group. CPEs
under such group will be displayed on the window.

AdminGroup | L

; AdrinGroup
CperatorEroup
F.ootiGroup
Marketing

When there is more than one page for the Reboot Log in
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ol ey

&% | previous

i

%0 | Next

- | Last

Search

Log ID
Device ID

Device Name
MAC Address
Device IP
User ID

CommandKey

Current Time

Status

VigorACS Sl User's Guide

this user group, click this button to display the first page.

When there is more than one page for the Reboot Log in
this user group, click this button to display the previous

page.

When there is more than one page for the Reboot Log in
this user group, click this button to display the next

page.

When there is more than one page for the Reboot Log in
this user group, click this button to display the last page.

Click this box to type the search condition and press
Enter. The server will display the data based on your
request.

The number displayed here is specified by VigorACS
automatically.

The number displayed here is specified by VigorACS
automatically.

Display the name of the CPE.

Display the MAC address of the CPE.
Display the WAN IP address of the CPE.
Display which user reboots the device.

Display the key that VigorACS sends to CPE while
performing download/upload job.

Display current time.
If you do not specify the condition, the server will

display information for all of the CPEs which are
rebooting, finish rebooting or are initiating.

)

Mat Finizh,
Finizh,

Initiate,

% DrayTek



6.1.3 SetParameterLog

Such page displays all the values of parameters of CPE devices controlled by VigorACS for
your reference.

SetParameterValuesLog Your reliable networking solutions partner

TR J(G@[ @[ ®][H]* ]
Log 1D Devcie ID Device Name MAC Address Device 1P User 1D
5 6 DrayTek_00507F Vigor_DOE DOS07FAESE76 172,173,196 roat
[« T ] [+ ]
lﬂ] Delete Click this button to delete the selected log.
L"J Refresh Click this button to refresh this page.
L’E‘J Detail Such button will bring up another dialog and display

detailed information for the selected CPE.

SetParameterValuesLog Detail Table

Detail ID LogID Parameter

75 5 InternetGatewayDevice.Services. VoiceService. 1. Woice Profile. 1.Line. 1.51P. AuthUserN

76 5 ice.Services. Voil ice.1.Voi L1.5IP..

UserGroup Use the drop down list to choose a user group. CPEs
under such group will be displayed on the window.

AdminGroup | L

; AdrinGroup
CperatorEroup
F.ootiGroup
Marketing

o First When there is more than one page for the set parameter
log in this user group, click this button to display the
first page.

@

Previous When there is more than one page for the set parameter
log in this user group, click this button to display the
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|£| Next

L Last

Search

Log ID

Device ID

Device Name
MAC Address
Device IP
User ID

ParameterKey

Create Time
Finish Time

Status

Fault Code

Fault String

VigorACS Sl User's Guide

previous page.

When there is more than one page for the set parameter
log in this user group, click this button to display the
next page.

When there is more than one page for the set parameter
log in this user group, click this button to display the last

page.
Click this box to type the search condition and press
Enter. The server will display the data based on your
request.

The number displayed here is specified by VigorACS
automatically.

The number displayed here is specified by VigorACS
automatically.

Display the name of the CPE.

Display the MAC address of the CPE.

Display the WAN IP address of the CPE.
Display the user name that creates such profile.

Display the key that VigorACS sends to CPE while
performing parameter configuration.

Display the time that the parameters created.

Display the time that the parameters enabled.
VigorACS can display if the parameters configured for
CPEs are successful or failed under four different

conditions. Choose any one of them to display the status
for your necessity.

Pararmeter changes have been validated and applied.
Pararneter changes have been validated and committed, but not yet applied.
Pararneter changes fail.

Pararneter initiate,

Display a code which is sent by CPE device to
VigorACS when VigorACS server fails to perform the
job of parameter configuration.

Display the error message which is sent by CPE device

to VigorACS when VigorACS server fails to perform
the job of parameter configuration.
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6.1.4 FileTransferLog

This page displays the record for firmware upload and download configuration for all CPEs
controlled by VigorACS.

Your reliable networking solutions partner

| m l t"l J UzarGroup: [ RootGroup - L-I'E_J I Qt J L“@_J l l‘—‘- J 17 |
Q Q Q Q Q
LogID DeviceID DeviceName MALC address DeviceIP Type
141 =3 DrayTek_Jlenny N0S07FASSS20 172.17.3.194 Backup
140 2 DrayTek_Eric N0307FASSS10 172.17.3.192 Backup
139 4 DrayTek_Rarmbo N0S07FAESE20 172,17.3.195 Backup
138 3 Draytek_Robin_Test N0307FAES4ESR 172.17.3.193 Backup
137 4 DrayTek_Rambo N0307FAESE2Z0 172.,17.3.195 Backup
136 2 DrayTek_Eric N0307FAESS10 172.17.3.192 Backup
135 g Draytek_Robin_Test N0S07FASS4ES 172.17.3.193 Backup
134 & DrayTek_lenny N0307FASSS3E0 172.17.3.194 Backup
133 4 CrayTek_Rambo N0307FAGSE20 172,17.3,195 Backup
132 2 CrayTek_Eric N0307FASSS10 172,17.3.192 Backup
131 =) CrayTek_Jlenny N0307FASSS30 172,17.3,1924 Backup
iz0 2 Craytek_Robin_Test OOS07FASS4ED 172,17.2.192 Backup
129 4 CrayTek_Rambo NOS07FAESE20 172,17.3,195 Backup
izg 2 CrayTek_Eric NOS07FASSS10 172,17.2.192 Backup
) ) 3
m Click this button to delete the selected log.
L | pelete
Ry Click this button to refresh this page.
%" | Refresh
UserGroup Use the drop down list to choose a user group. CPEs

under such group will be displayed on the window.

| AdminGroup | ¥ |
; AdrinGroup
CperatorEroup
F.ootiGroup
Marketing
o First When there is more than one page for the Log in this
user group, click this button to display the first page.
P
<l Previous When there is more than one page for the Log in this
user group, click this button to display the previous
page.
L
) Next When there is more than one page for the Log in this

user group, click this button to display the next page.

&J Last When there is more than one page for the Log in this
user group, click this button to display the last page.
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Search Click this box to type the search condition and press
Enter. The server will display the data based on your

request.

Log ID The number displayed here is specified by VigorACS
automatically.

Device ID The number displayed here is specified by VigorACS
automatically.

DeviceName Display the name of the device.

MAC Address Display the MAC address of the device.

DevicelP Display the WAN IP address of the device.

Type Display the file transfer type (firmware upgrade, backup

or restore) for the specified CPE. If you do not specify
the condition, the server will display information for all
of the CPEs which have done firmware upgrade, backup
and restore configurations.

| »

FirmwareUpgrade

Backup

Restare

Status Display the result (success, processing or fail) for the
file transfer action. If you do not specify the condition,
the server will display information of the backup and
restore no matter the job is successful, processing or
failed.

| »

Success
Processzing

Fail

Event Display the job (nothing, backup, restore or backup and
restore) that the selected CPE is performing. You can
specify which event to be displayed on the window.
Simply choose any one of the event from the drop down
list. If you choose Nothing, no record will be shown.
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Mathing
Backup
F.estore

BackupAndRestars

FirmwareUpgradelD Display the identification number of the firmware
upgrade profile.

CommandKey Display the key that VigorACS sends to CPE while
performing download/upload job.

Count Display the times of firmware upgrade for such device.

Time Display the time that such log is done.

6.1.5 FirmwareUpgradeWizardLog

This page displays the record for firmware upgrade done by using wizard.

FirmwarelUpgradeWizardLog Your reliable networking solutions partner

[ | [ 65 ][ FF ] vrererove: | admincrow @ Q)| e 5] |
Log ID Device ID Device Name Time Type : Start Day

[ i ] ]

lﬂ] Delete Click this button to delete the selected log.

Lﬁj Refresh Click this button to refresh this page.

LEJ Detail Such button will bring up another dialog and display

detailed information for the selected CPE.

UserGroup Use the drop down list to choose a user group. CPEs
under such group will be displayed on the window.
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W | First

L& | previous

&0 | Next

H".

= | Last

Search

Log ID
Device ID

DeviceName

TimeType

Start Day
Start Time
End Time
Upgrade File

Current

VigorACS Sl User's Guide

AdminGroup L 4

; AdrinGroup
CperatorGroup
FootEroup

Marketing

When there is more than one page for the Log in this
user group, click this button to display the first page.

When there is more than one page for the Log in this
user group, click this button to display the previous

page.

When there is more than one page for the Log in this
user group, click this button to display the next page.

When there is more than one page for the Log in this
user group, click this button to display the last page.

Click this box to type the search condition and press
Enter. The server will display the data based on your
request.

The number displayed here is specified by VigorACS
automatically.

The number displayed here is specified by VigorACS
automatically.

Display the name of the device.

Display the log of certain time (now or schedule).

|

Maw

Schedule

Display the firmware upgrade starting date that is
configured in firmware upgrade profile.

Display the firmware upgrade starting time that is
configured in firmware upgrade profile.

Display the firmware upgrade ending time that is
configured in firmware upgrade profile.

Display the file name of the firmware used to upgrade
for the selected CPE.

Display if such log has been processed or not. If yes,

% DrayTek



Status

Time

UserName

6.1.6 SettingProfileLog

please choose NO; if not, please choose YES.

| »

MO
rES

Choose from the drop down menu to display the records
of upgrade finished or no upgrade.

| =

Mo Upgrade
Upgrade Finish

Specify one day (by using the calendar icon) to display
the records of that time.

Display the user name that creates such profile.

After uploading the profile to the selected CPE, VigorACS will search from the database to
find the proper configuration to the specified CPE when it tries to connect to VigorACS server.
If the specified CPE receives the configuration, it will return confirmation information to

VigorACS server.

This page will list current status of the returning message of the CPE to VigorACS server.

SettingProfileLog Your reliable networking solutions partner

' m l "ﬁ J l E J UserGroup: anotEroup 'J _l_i l Q_“ J l b J l [1—‘- J i1 |
Q Q v o —  ®ma
Log ID MAC address Status Retry Count Time Renew Cou
1 O0SOFFAGS4ES Set walue Successful, 1 Fri Jun 11 15:16:05 GMT- 0
| 4| i | v
m Click this button to delete the selected log.
l | Delete

DrayTek
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liJ Refresh

lE_IE'J Detail

UserGroup

| | First

B

L& | previous

F

l-UJNext

ILJ Last

Search

Log ID

MAC Address

Status

VigorACS Sl User's Guide

Click this button to refresh this page.

Click this button to open detail window for checking the
parameter settings.

SettingProfileLogUpload Detail Table

DetailID LoglD Parameter [ |
84 26 InternetGatewayDevice.WANDevice.1.WANConnectionDewvice. 1.WANDSLL
85 26 InternetGatewayDevice.WANDevice.1.WANConnectionDevice. LLWANDSLL
86 26 InternetGatewayDevice.Services.VoiceService.1.¥oiceProfile.1.SIP.Inbou
87 26 InternetGatewayDevice.Services.VoiceService.1.¥oiceProfile.1.Line.1.51P
:1:] 26 InternetGatewayDevice.Services.VoiceService.1.¥oiceProfile.1.Line.1.Call
[ J [+]

If there are many user groups with different authorities
for the user account you use to access into VigorACS,
you can use the drop down menu to choose one of the
user groups to view the files stored under the user group.
Use the drop down list to specify the authority for the
selected group.

AdminGroup r

; AdminGroup
CperatorEroup
FootGroup
Marketing

When there is more than one page for the setting profile
log in this user group, click this button to display the first

page.

When there is more than one page for the setting profile
log in this user group, click this button to display the
previous page.

When there is more than one page for the setting profile
log in this user group, click this button to display the next

page.

When there is more than one page for the setting profile
log in this user group, click this button to display the last

page.

Click this box to type the search condition and press
Enter. The server will display the data based on your
request.

The number displayed here is specified by VigorACS
automatically.

Display the MAC address of the CPE.

Specify the condition listed below. If you do not specify
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the condition, the server will display all of the
information for the profile uploaded.

Mo Set,

Set Walue Successful,
Set Walue Fail.

Mo Download,
Download Processing.
Cownload Successful,

Cownload Fail

Retry Count Display the time that VigorACS tries to set parameters to
the selected CPE.

Time Display the time recorded for the log.

Renew Count Display how many times that such profile is uploaded.

Current Display if such log has been processed or not. If yes,

please choose NO; if not, please choose YES.

| »

Wiz

rES
UserName Display the user name that creates such profile.
Action Choose to begin or stop using such profile.
Field Display the file ID number of the uploaded profile.
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6.1.7 DeviceSysLog
Such page displays the system log of connected CPEs.

Your reliable networking solutions partner

BRI |

Log ID Ip System Time Client Time Host Mame

1 ] [+]

-

To view the device syslog information, please click L= set SysLog Criteria button first.
The following dialog will appear.

Set SysLog criteria

Select device :
¥ 7 Main network(6) =
& DrayTek_D0507F_Vigor_00507FAG54ED
& DrayTek_00507F_Vigor_00507FAG5510 -
%) DrayTek_00507F_Vigor_00507FAGS4ER -
) DrayTek_00507F_Vigor_00507FAB5620
&) DrayTek_00507F_Vigor_00507FAG5678 r
% Marketinal 11 Bl
Syslog Type : | Firewall - |
Device ID : 1
Device name : DrayTek_005307F_Vigor_00307FAG54ED
Mac Address : 00507FAGS4ED
Date: 2010-01-15 ]
Start inme (HH:MM) : [ a0 M : L oo |
End time (HH:zMM): I-. 23 'J B L 54 vJ
Query

Choose the device you want to check; specify the syslog type (Firewall, VPN, UA, Call, WAN,
others); specify the time; ands click Query. The corresponding information will be shown as

the following.

VigorACS Sl User's Guide
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Your reliable networking solutions partner

2@ (@] [®][H] v

Log ID
1242334
1242335
1242336
1242338
1242339
1242340
1242342
1242344
1242346
1242348
1242350
1242352
1242354

P
172,17.3.191
172,17.3.191
172,17.3.191
172,17.2.191
172,17.3.191
172,17.2.191
172,17.3.191
172,17.2.191
172,17.3.191
172,17.3.1%91
172,17.3.191
172,17.3.191

172,17.3.191

System Time
Fri Jam 15 15:14:07 GMTH+0OE200 2010
Fri Jan 15 15:14:07 GMT+0S500 2010
Fri Jan 15 15:14:07 GMTH+0E200 2010
Fri Jan 15 15:14:08 GMT-+0E200 2010
FriJan 15 15:14:09 GMT+0200 2010
Fri Jam 15 15:14:09 GMTH+0OE200 2010
FriJan 153 15:14:10 GMT+0S00 2010
Fri Jan 15 15:14:11 GMTH+0OE200 2010
FriJan 15 15:14:12 GMT+0500 2010
FriJan 15 15:14:13 GMT+0S00 2010
Fri Jan 15 15:14:14 GMTH+0E00 2010
Fri Jan 13 15:14:15 GMT+0S500 2010

Fri Jam 15 15:14:16 GMTH+0200 2010

client Time
Jan 15 07:52:29
Jdan 15 07:52:30
Jan 15 07:52:30
Jdan 15 07:52:21
Jan 15 07:52:31
Jan 15 07:52:21
Jdan 15 07:52:32
Jan 15 07:52:332
Jan 15 07:52:34
Jan 15 07:52:324
Jan 15 07:52:24
Jan 15 07:52:38

Jan 15 07:52:29

Host Hame

Vigar
Wigar
Vigaor
Wigar
Wigar
Wigar
Wigar
Wigar
Wigar
Wigar
Wigar
Wigar

Vigar

D5l DSl rek
IKE ===, Me
IKE ===, Me

DsL: loadin

DSl Enter g
DSl Status
LSl Status
sl Status
DSL: Status r
DSl Status
DSl Status
LSl Status

DSL: Statusg |

[«]

] [+]

=] set SysLog Criteria

l_Ju First

Y
& | previous

Al

& | Next

L Last

Log ID

IP

System Time

Client Time

Host Name

Message

DrayTek

Click this button to query syslog for certain CPE.

When there is more than one page for the device system
log in this user group, click this button to display the

first page.

When there is more than one page for the device system
log in this user group, click this button to display the

previous page.

When there is more than one page for the device system
log in this user group, click this button to display the

next page.

When there is more than one page for the device system
log in this user group, click this button to display the last

page.

The number displayed here is specified by VigorACS

automatically.

Display the WAN IP address of the CPE.

Display the time when the function is executed for the

CPE.

Display the time of CPE when it sends system log out.

Display the name of the host sent by CPE.

Display a brief description for such log.
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6.2 System

6.2.1 System Log

VigorACS will record the modification or changes of the CPE(s) done by VigorACS. For
example, CPE will be attributed to another network, name of CPE will be changed or location
of CPE on Google map will be modified, and etc. Refer to the following example:

Your reliable networking solutions partner

m | Qﬁ | UserGroup: ¥ RootGroup v ‘L_‘L | Gt | { fv J | l’_‘- | 11 |
il
Log ID Source Description Result Time
el Draytek_Eric Device has changed name to Draytek_Eric Success Fri Jan 15 15:53:13 GMT+0800 2010
1 Draytek_aAlan Device has changed name to Draytek_Ala Success Fri Jan 15 15:53:04 GMT+0800 2010
m Click this button to delete the selected log.
L | pelete
¢ Refresh Click this button to refresh this page.
UserGroup

If there are many user groups with different authorities
for the user account you use to access into VigorACS,
you can use the drop down menu to choose one of the
user groups to view the files stored under the user group.
Use the drop down list to specify the authority for the
selected group.

AdminGroup -

: AdrninGroup
CperatoriEdroup
RaootEroup
Marketing

" First When there is more than one page for the system log in
this user group, click this button to display the first page.

L

<l Previous When there is more than one page for the system log in
this user group, click this button to display the previous
page.

L

[ Next When there is more than one page for the system log in

this user group, click this button to display the next
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page.

LD Last When there is more than one page for the system log in
this user group, click this button to display the last page.

Search Click this box to type the search condition and press
Enter. The server will display the data based on your
request.

Log ID The number displayed here is specified by VigorACS
automatically.

Source Display the device name.

Description Display a brief explanation for the change to the CPE.

Result Success - the change or modification succeeds and is
recorded.
Fail — the change or modification fails and is recorded.

Time

Display the time recorded for the log.
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This page is left blank.
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Chapter 7 Provision
Configuration

Provision functions allow users to set provision profiles for applying in numerous TR-069
CPEs instead of configuring settings for each CPE one by one.

Provision

7.1 Global Setting
7.1.1 Upload File

Upload File function allows users to upload the file to VigorACS, including configuration and

firmware image files.

DrayTek

Essentials

—
== Menu

¥ 5 Global Setting
_} upload File
[ THigger

» ] FirmwareUpgrade

#» (] Backup

» ] Restore

» ] Provision Setting

» ] Global Parameters

lﬂ] Delete
&J Refresh
lij Upload File

DrayTek

Provision_UploadFile

Your reliable networking solutions partner

PSR

W Q 5 qd | useraroup: [ Rooteroup 3
Filename Property Size LastModify

Directory 636 11/03/2009 18:02:31

Diractory 430 12/29/200%9 00:13:08 JHRootGroup
Ternp Directory 30 12/01/2009 14:44:439 fRactGroup
00S07FASSSL0 Diractory 472 01/19/2010 19:47:02 JHRootGroup
00507FASSS30 Directory 328 01/12/2010 19:05:47 fRactGroup
00S07FASS4ED Diractory 472 01/19/2010 19:50:2% JHRootGroup
00S0TFAGSIER Directory 472 01/12/2010 20:02:08 fRactGroup
00S07FASSE20 Diractory 430 01/19/2010 15:50:39 JHRootGroup
00507FAGSE6TS Directory 520 01/13/2010 19:52:22 fRactGroup
erictest Diractory 48 05/04/200% 13:00:26 RootGroup
00507FC2ES24 Directory 523 08/22/2009 1714648 fRactGroup
Testl Diractory 128 07/06/200% 10:08:55 RootGroup
w2k Tu_a_2733. kst rst file 2640336 03/26/2009 22133105 fRactGroup
w2k Fu_V_a_322.rst rst file 2929148 03/26/2009 22:30:17 #RaooctGroup
w2k Tu_good00l,rst rst file 2948520 03/26/2002 08:07:35 fRactGroup
carrie Diractory 42 11/04/2009 13:46:02 AR ootGroup

105

Directory

Click this button to delete the selected provision file.
Click this button to refresh uploaded files.
Click this button to upload a provision file from your

host to VigorACS. The file you upload will be shown on
the screen immediately.
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‘?‘ Download Eile Click this button to download a file from VigorACS to
your computer.

Iil Create Folder Click this button to create a new folder for storing and
managing the uploaded files. It will be displayed under
filename field.

Create Folder

Folder Mame:

| Create | | Cancel |

Type the name for the new folder and click Create. The

new folder will be displayed on the screen.
UserGroup If there are many user groups with different authorities
for the user account you use to access into VigorACS,
you can use the drop down menu to choose one of the
user groups to view the files stored under the user group.
Use the drop down list to specify the authority for the
selected group.

[ RootGroup | v

© RootGroup

Fy

AdminGroup
Cperatorsroup
DraytekGroup

Company 1Group -

M | First When there is more than one page for the upload files in
this user group, click this button to display the first page.

<] Previous When there is more than one page for the upload files in
this user group, click this button to display the previous
page.

1

[ ¥ Next When there is more than one page for the upload files in
this user group, click this button to display the next

page.

i Last When there is more than one page for the upload files in
this user group, click this button to display the last page.
Filename Display the name of the download/upload file or created
folder.
Property Display whether this is a folder or a file. If it is a folder,
it will display “Directory”, otherwise, it will display
extension name of the file.
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Size Display the file size of the file or folder.

LastModify Display the latest time the file has been modified.
Directory Display the relative path of this file/folder.

7.1.2 Trigger
This page allows administrator to set special time to trigger the provision. You can specify a
name for it.

DrayTek VigorACS
Essentials FirmwareUpgradeTriggerPanel Your reliable networking solutions partner

) ]

28 @ || &5 | vseroroup: | Roottroup @@ [T

Triggemame DayType StartDay CheckEndDay EndDay TimeType StartTime (HH:MM) 1

= Menu

¥ [ clobal Setting
] upload File
|| Trigger
» [ Firmware Upgrade
»[] Backup
» ] Restore

backup_wizard | Any 2010/01/05 T3 Any 00:00 23:5¢

default Any M Any 0000 0000

» ] Provision Setting
» [ clobal Parameters

l@ Add firmware Click this button to create a new trigger profile for
upgrade trigger firmware upgrade, backup and restore.

ﬁj Save trigger setting Click this button to save the trigger settings after finish
the configuration.

lﬂ] Delete firmware Click this button to delete the selected trigger.
upgrade trigger

@J Cancel Click this button to cancel the operation.

&J Refresh Click this button to refresh current page.

UserGroup If there are many user groups with different authorities

for the user account you use to access into VigorACS,
you can use the drop down menu to choose one of the
user groups to view the files stored under the user group.
Use the drop down list to specify the authority for the
selected group.
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| | First

ol ey

&% | previous

& | Next

L | Last

TriggerName

DayType

StartDay

CheckEndDay

EndDay

TimeType

StartTime(HH:MM)

EndTime(HH:MM)

VigorACS Sl User's Guide

[ RootGroup v

© RootGroup

AdminGroup

Operatarzroup

DraytekGroup

Comparny 1iEroup -
When there is more than one page for the tirgger files in
this user group, click this button to display the first page.

When there is more than one page for the tirgger files in
this user group, click this button to display the previous
page.

When there is more than one page for the tirgger files in
this user group, click this button to display the next page.

When there is more than one page for the tirgger files in
this user group, click this button to display the last page.

Type a special and easy to identify name for the time

trigger. After you click | =) Save, the new name will
be displayed on the screen.

Choose Any to activate such trigger every day. Choose
Schedule to activate such trigger according to the date
and time set in this page.

Use the pop-up calendar window to set the starting day
for CPE firmware update. Move your mouse cursor to

choose one day and click the mouse. The selected date
will be shown on the entry box.

Check this box to let VigorACS check the end of the
schedule automatically.

YES means the trigger will not be activated after the end
day.

No means the trigger will be activated everyday to
execute the provision.

Use the pop-up calendar window to set the ending day
for CPE firmware update. Move your mouse cursor to
choose one day and click the mouse. The selected date
will be shown on the entry box.

Choose Any to activate such trigger for the next time
CPE sends information to VigorACS. In default, CPE
sends information to VigorACS every 15 minutes.

Choose Schedule to activate such trigger according to
the date and time set in this page.

Type the start time (HH:MM) in this filed for such
trigger.

Type the end time (HH:MM) in this filed for such
trigger.
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CreateTime Display the time of such time trigger created.

CreateUser Display the name of the user/administrator who made
such time triggering.

7.2 FirmwareUpgrade
7.2.1 GlobalSetting

This web page allows you to specify required information for matching with the CPE device.
The profiles created here will be regarded as a basis that VigorACS server uses to compare
information coming from CPE router with the information stored in VigorACS server’s
database.

When VigorACS server receives information from CPE about firmware upgrade, it will check
if the received model name, modem firmware version, parameters of manufacturer OUI and
software version correspond to the information recorded in VigorACS server. If everything
can match but software version not, VigorACS will judge that the remote CPE requiring
firmware upgrade. Next, VigorACS server will execute firmware upgrade with the file listed
in FirmwareFile field automatically at specified time.

Dray Tek

w4 Your reliable networking solutions partner
Evb E 0 5 | UssrGroup: | RootGroup M 4—2 @: b [‘—L 11

d Name dell d il Wersion Manufactory Oui SoftwareVesion Firmwa

Essentials FirmwareUpgradeGlobalSettingP

= Menu

» ] Global Setting

¥ [ Firmware Upgrade
| BlobalSetting
] IncludeList
] Excludelist

» ] Backup

» ] Restore

» ] Provision Setting

1 zample Wigor2700 Serie: 100_& Annex_A 00S07F 3.1.1.1_RCH vzk7u_s_3.1.1.1

B}

» ] Global Parameters

Click this button to add global setting name on the screen.
&0 ) Add firmware g g

upgrade global setting

N — 7 '
| S (B[ ][ @] 5] ve=rerewr [ Rooteroup 3|
id Name ModelMame ModemFirnware Yersion
1 sample VigorZ700 Serie: 100_A Annex_A [
| |

. Click this button to save the configuration.
ﬁ] Save firmware ! s b v \gurat
upgrade global setting
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0 ) pelete firmware
upgrade global setting

| Q | Cancel

Lﬂ' Refresh
UserGroup
4 First

ol ey

&% | previous

&0 | Next

L | Last

Id
Name
ModelName

ModemFirmwareVersion

ManufactoryOui

SoftwareVersion

FirmwareFile

VigorACS Sl User's Guide

Click this button to delete the selected parameter.

Click this button to cancel the operation.
Click this button to refresh current page.

If there are many user groups with different authorities for the
user account you use to access into VigorACS, you can use the
drop down menu to choose one of the user groups to view the
files stored under the user group. Use the drop down list to
specify the authority for the selected group.

[ RootGroup | hd

© RootGroup

Fy

AdminGroup

CperatarGroup

DraytekGroup

Comparny 1iEraup -
When there is more than one page for the global setting files in
this user group, click this button to display the first page.

When there is more than one page for the global setting files in
this user group, click this button to display the previous page.

When there is more than one page for the global setting files in
this user group, click this button to display the next page.

When there is more than one page for the global setting files in
this user group, click this button to display the last page.

Display the number of the global setting.
Type a name for such global setting profile.

Type the model of the CPE device that needs to upgrade
firmware.

Type the firmware version of the CPE device, e.g., Annex A,
Annex B, and etc.

Type the characters of OUI. OUI means “organizationally
unique identifier” of the device manufacturer.

Type the version of the firmware.

Double click this filed to open a dialog for choosing one
provision file created in section 7.1.1 UploadFile for this
profile.
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TriggerName
Status

Event

EventType

Provision_SelectFile a8

Filename Property size Lasthiodify Directory |2

Directory 695 11/03/2009 18:02:31

Directory | 480 12/29/2000 00:13:08  ./RootGroup
Temp Directory | 20 12/01/2000 14:44:40 . /RootGroup
00507FAG5510 Directory | 472 01/19/2010 19:47:02  ./RootGroup
00307FAB5530 Directory | 328 01/19/2010 19:05:47  ./RootGroup
00507FABSIED Directory | 472 01/19/2010 19:50:23  ./RootGroup
00507FAGSIER Directory | 472 01/10/2010 20:02:08  ./RootCroup
00507FAG5620 Directory | 480 01/19/2010 15:50:30  ./RootGroup
00307FAB5678 Directory | 520 01/13/2010 19:52:22  ./RootGroup
erictest Directory | 48 09/04/2000 13:00:26  ./RootGroup
00507FC26824 Directory | 528 02/22/2000 17:46:42  ./RootCroup

Test1 Directory | 128 07/06/2000 10:08:55  ./RootGroup

wok7v_a_2733.rst rst file 2640336 | 03/26/200022:33:05  ./RootGroup I~

Choose one of the trigger profiles from the drop down list.

Click Disable to give up the upgrade procedure or click Enable
to activate the upgrade procedure after clicking Save.

While upgrading firmware for CPE device, the required
parameters (e.g, WAN, LAN, VPN...) on CPE device can be
backup in VigorACS server and can be restored in the future if
required. Please choose the one you need.

Nothing v |
Mothing

Backup and Restore

Nothing — All the parameters configured in CPE device will not
be saved/restored and will be written after VigorACS server
executes firmware upgrade for it.

Backup and Restore — All the parameters configured in CPE
device will be saved and restored in a place before VigorACS
server executes firmware upgrade for it.

If you choose Backup and Restore as the event selection, you
have to specify event type additionally.

" Get Parameter Values | - J

Get Parameter Walues

Vendor Configuration File

Get Parameter Values — Generally, VigorACS server will scan
all the parameters configured in CPE device while connecting
CPE device. You can choose this item to use current configured
parameters obtained from CPE device as the basis for
parameters backup and restore.

Vendor Configuration File — Choose this time to use the
parameters recorded in cfg file of CPE device as the basis for
back and restore.

After you finished all of the settings, remember to click lﬁl Save to save your record.

DrayTek
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7.2.2 IncludelList

This page displays the quantities of profiles created in FirmwareUpgrade_GlobalSetting. You
can specify which CPE device required to execute firmware upgrade.

DrayTek VigorACS
Essentials FirmwareUpgradeIncludeNetwor Your reliable networking solutions partner

= Menu UserGroup: | RootGroup v | ProvisionMarne: | sample = E )

» (] Global Setting Hama User Group Select Device

¥ [ FirmwareUpgrade
] Globalsetting
_] IncludeList
] Excludelist

» [] Backup

» (] Restore

» (] Provision Setting

b 52 Main network(6) Root@Eroup |_NO v |

» (] Global Parameters

UserGroup If there are many user groups with different authorities
for the user account you use to access into VigorACS,
you can use the drop down menu to choose one of the
user groups to view the files stored under the user group.
Use the drop down list to specify the authority for the
selected group.

[ FootGroup | &
] RootGroup =l
AdminGroup
Dperatoraroup
DraytekGroup
Company lGroup -

All the devices controlled under the group will be shown
on the screen.

ProvisionName Use the drop down list to choose a global setting profile
for firmware upgrade.
E Save Click this button to save the configuration.
Click this button to refresh current page.
Lﬁj Refresh ! 150U ) Pag

Move your mouse to the tree view of Network View. Select the ones (representing CPE
devices) that needed to have firmware upgrade. Next, choose YES in the field of Select
Devices.
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FirmwareUpgradeIncludeNetwor Your reliable networking solutions partner

Userdroup! L RootGroup 'J ProvisionMarme: L sample 'J E “ﬁ
Name User Group Select Device

v ’f,' Main netwark (8] RootSroup | NO - |
57 Draytekio) RootSraup L -
> ’f,' Marketingl(1] RootSroup L - |
@FPMFF FootGroup L v |
@Draytek_Alan RootSroup L - |
@Draytek_Eric FootGroup L r J
@Draytek__]ennl,l RootSroup [ | = ]

@DrayTek_Rambo AdrinGroup WES

Mo

Later, VigorACS server will judge the necessity of firmware upgrade for the selected CPE
device(s) specified here to do firmware upgrade by comparing the parameters settings stored
in VigorACS server with the information received from the selected CPE device.

After you finished all of the settings, remember to click ﬁj Save to save your record.

7.2.3 ExcludeList

Not all the CPEs controlled by VigorACS need to upgrade firmware at any time. VigorACS
provides excluding mechanism for the CPEs that do not need to upgrade firmware. This web
page allows you to set excluded CPEs for firmware upgrade. Simply type the MAC address of
the CPE on MAC address field and click Save. The one will be shown on the list. Next time, if
you want to do firmware upgrade for the specified CPE, simple open this page and remove the
item.

Dray Tek P vigordCS |

FirmwareUpgradeExcludeLisfanel Your reliable networking solutions partner
SB[ Q@[S (ewe ][ GI[P[®]T
Id

Essentials

= Menu

» [ Global Setting MAC address

¥ [ FirmwareUpgrade
- [] Globalsetting
[ tneludeList
- |_] ExcludalList
b [ Backup
» [ ] Restore
» [ Provision Setting
» [ Global Parameters
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Click this button to add CPEs which will not be

@JAdd excluded device upgraded.

l E} J | g | m | Q || (A ] | UserGroup: | RootGroup v | I

Id Serialnumber

Type the MAC address of the CPE that does not need to
do firmware upgrade.

. Click this button to save the configuration.
ﬂJ Save exclude setting g

. Click this button to delete the selected parameter.
U | pelete exclude device P

Click this button to cancel the operation.
lQJ Cancel P
Click this button to refresh current page.
liJ Refresh Pag
UserGroup If there are many user groups with different authorities

for the user account you use to access into VigorACS,
you can use the drop down menu to choose one of the
user groups to view the files stored under the user group.
Use the drop down list to specify the authority for the
selected group.

[ FootGroup | v

© RootGroup

Fy

AdminGroup
Dperatoraroup
DraytekGroup

Company 1iEroup -

(i . When there is more than one page for the excluded
= First setting files in this user group, click this button to display
the first page.

e,

. When there is more than one page for the excluded
L& ] previous setting files in this user group, click this button to display
the previous page.

"

% When there is more than one page for the excluded
89 Next setting files in this user group, click this button to display
the next page.

T When there is more than one page for the excluded
L= Last setting files in this user group, click this button to display
the last page.
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7.3 Backup
7.3.1 GlobalSetting

Such page can determine the trigger time and method for firmware backup.

Dray Tek

Essentials BackupGlobalSettingPanel Your reliable networking solutions partner
B8 (][] o (oo ] [@][Q] BT

1d Name Trigger Name Type Period(days) Descripiton

—
= Menu

» [] Global Setting
» [ FirmwareUpgrade
¥ [ Backup
_] Elobalsetting
[ Backup
» ] Restore
» ] Provision Setting

-2 backup_wizard | backup_wizard  RoundRobin 1 for backup wizard use

1 Default default RoundRobin 1 defsult backup setting

» [ Global Parameters

@ Click this button to add a new backup profile with global
uAdd backup global settings.
setting
[O][(B[M][@[[] e [Rootomo
Id Mame Trigger Mame Type
-2 backup_wizard backup_wizard FoundRobin
1 Default default FoundRobin

| | I FoundRobin

Type a new name in the blank box; specify a trigger
name and type by using the drop down list; type the
period value and give a brief description.

E Save backup global Click this button to save the backup profile.
setting

I Click this button to delete the selected backup profile.
lﬂ] Delete backup global I 15 bu up proti

setting
@ Click this button to cancel the operation.
u Cancel
Click this button to refresh current page
&J Refresh pag
UserGroup If there are many user groups with different authorities

for the user account you use to access into VigorACS,
you can use the drop down menu to choose one of the
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user groups to view the files stored under the user group.
Use the drop down list to specify the authority for the
selected group.

[ RootGroup | v

© RootGroup

Fy

AdminGroup
Operatarzroup
DraytekGroup

Comparny 1iEroup -

| YR | g When there is more than one page for the global setting
= First files in this user group, click this button to display the
first page.

- When there is more than one page for the global settin
L& | previous Pag g g

files in this user group, click this button to display the
previous page.

%0 | Next

When there is more than one page for the global setting
files in this user group, click this button to display the
next page.

| T | When there is more than one page for the global setting
—= Last files in this user group, click this button to display the
last page.

Id Display the number of the global setting.
Name Type a name the global setting.

TriggerName Choose one of the trigger profiles from the drop down
list.

Type Choose the type for the configuration backup.

; RoundRobin | ,-]
RoundRobin

Sl ays

RoundRobin — Choose this type to execute the backup
(with global settings). The backup files will be recorded
with the filename from 1.cfg to 20.cfg. Only 20 filenames
will be kept in the same directory.

Always — Choose this type to execute the backup (with
global settings) according to the schedule. The backup
files will be recorded with the filename one by one (e.g,
1.cfg, 2.cfg,..., 1000cfg,..., 10000cfg,...no limit in file
number). All of the backup files will be kept in the same
directory.

Period The number typed here means the interval for the backup
executed by VigorACS. The unit is “day”. If you type 1,
that means the backup will be executed one time by one
day.

Description Type a brief description for profile.
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7.3.2 Backup

Such page can determine which device or network will be applied with backup profiles.

DrayTek VigorACS

useraroues (Rosteowr | ] (B ] (65

Name User Group profile 1d

E Menu

» 1 Global Setting

b (] FirmwrareUpgrade > %7 Network View (8) RaotSraup [ v

¥ 5 Backup
| GlobalSetting
_| Backup
» (] Restore
» (] Provision Setting
» (] Global Parameters

UserGroup If there are many user groups with different authorities
for the user account you use to access into VigorACS,
you can use the drop down menu to choose one of the
user groups to view the files stored under the user group.
Use the drop down list to specify the authority for the
selected group.

[ FootGroup | &
] RootGroup =l
AdminGroup
| DperatorGroup
DraytekGroup
Company lGroup -

Later, the corresponding devices will be shown in this

page.

ﬁ] Save Click this button to save the backup profile.

& Refresh Click this button to refresh current page.

Name Display the CPEs with the authority of the selected
group.

UserGroup Display the user group for the selected device.

Profileld Choose a profile (with global settings) defined in

GlobalSetting (section 7.3.1) to be applied in such
selected CPE.
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7.4 Restore
7.4.1 GlobalSetting

Such page can determine the trigger time and method for firmware restoration.

DrayTek

E Menu

» (] Global Setting id

» ] FirmwareUpgrade
» ] Backup
¥ 5 Restore
_] GlobalSetting
|| Restore
» (] Provision Setting
» ] Global Parameters

lQJAdd restore global

setting

lﬂj Save restore global

setting

lﬂ] Delete restore global
setting

l@] Cancel
&J Refresh

UserGroup

VigorACS Sl User's Guide

Essentials RestoreGlobalSettingPanel

VigorACS

Your reliable networking solutions partner

=

@ H m @ l"’_"J UserGroup: | RootGroup v u \’: 73) 0|

1 Default

Name Trigger Name Descripiton

default default restars setting

Click this button to add a new restore profile with global
settings. To configure a profile with global settings,
please refer to 7.1.2 Trigger for detailed information.

RestoreGlobalsettingranel A
ﬁ} J I H J m l @ J l “ﬁ J Userdroup: [RootGroup -
1d Name Trigger Name
i Default default default restare setting
W|

Type a new name in the blank box; specify a name,
choose a trigger name file and give a brief description.

Click this button to save the restore profile.
Click this button to delete the selected restore profile.

Click this button to cancel the operation.
Click this button to refresh current page.

If there are many user groups with different authorities
for the user account you use to access into VigorACS,
you can use the drop down menu to choose one of the
user groups to view the files stored under the user group.
Use the drop down list to specify the authority for the
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&J First

P Y
L& | previous

L
&J Next

l_J”‘ Last

d

Name

TriggerName

Description
7.4.2 Restore

Such page can determine which device or network will be applied with restore profiles.

selected group.

L

[ RootGroup

© RootGroup

AdminGroup
| DperatorGroup

DravtekGroup

L

Company 1Eroup

When there is more than one page for the global setting
files in this user group, click this button to display the
first page.

When there is more than one page for the global setting
files in this user group, click this button to display the
previous page.

When there is more than one page for the global setting
files in this user group, click this button to display the
next page.

When there is more than one page for the global setting
files in this user group, click this button to display the
last page.

Display the number of the global setting.
Type a name for such record.

Choose one of the trigger profiles from the drop down
list.

Type a brief description for such profile.

DrayTek

¥ 5 Restore

DrayTek

Essentials

E Menu

» (] Global Setting
» (] FirmwareUpgrade
» [ Backup

[} Globalsetting
|_] Restore

» [] Provision Setting

» (] Global Parameters

RestorePanel

Name
¥ B Main network(e)

P 3 Draytek(n)

P Fr Marketing(1)
(D etrraps,
(Doraytek_alan
(Doraytek_Eric
(Doraytek_Jenny
(DorayTek_Rambo

Your reliable networking solutions partner

UserGroup: | RootGroup =R

User Group Status File List Restore Profile
RootGroup
RootGroup
RootGroup

RootGroup - |

RootGroup - |

RootGroup

IDDE

¥

RootGroup

LRI RIERIE RIE R R N

¥

AdminGroup

¥
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UserGroup If there are many user groups with different authorities
for the user account you use to access into VigorACS,
you can use the drop down menu to choose one of the
user groups to view the files stored under the user group.
Use the drop down list to specify the authority for the
selected group.

i

[ FootGroup | v

© RootGroup

Fy

AdminGroup
Dperatoraroup
DraytekGroup

Company 1iEroup -

Later, the corresponding devices will be shown in this
page.

Click this button to save the restore profile.
lﬁJ Save P

|i| Refresh Click this button to refresh current page.

Name Display the names of CPEs with the authority of the
selected group.

UserGroup Display the user group for the selected device.

Status Check this box to execute file restoration for the selected
CPE.

File List Use the drop down list to choose one of the files to be

applied for the file restoration of the selected CPE.

Restore Profile Use the drop down list to choose one of the time profiles
(with global settings, section 7.1.2) to be applied for the
file restoration of the selected CPE.
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7.5 Provision Setting
7.5.1 KeepProfile Setting

Some ISPs do not wish CPE client changing the parameters of CPE device. If the parameters
of CPE device were modified by the users, VigorACS (the administrator) server could use the
parameters listed in this web page to restore the original parameters.

DrayTek

Essentials

KeepProfilePanel Your reliable networking solutions partner
= Menu & E 111 ‘

» ] Global Setting

» ] FirmwareUpgrade
» [ Backup

» ] Restore

¥ £ Provision Setting

SerialNumber Index Parameter Value Parameter

|_] KeepProfile Setting
| ) settingProfile
» ] Global Parameters

Click this button to refresh current page.
Lﬁj Refresh Pag

Click this button to save the configuration.
l _JE Save ’

fim Click this button to delete the selected parameter.

lﬂ] Delete P
SerialNumber Display the MAC address for the selected CPE.
Index Display the index number for the parameter.
Parameter Display the parameter name that you want to configure.
Value Based on the parameters selected above, type the

required value for the selected device.
Settings will be shown on the right side. Reboot, LAN, WAN, VPN, NAT, VolIP, and
Firmware tabs (displayed based on the CPE you choose) will appear for you to click to
configure. In the field of Parameter, available parameters for the selected tab will be
displayed.
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Your reliable networking solutions partner

¥ [ Metwork Viewtest(2) l ‘*ﬁg || H | m |

¥ testSS5(4)

Reboot WAN ¥PN NAT YoIP Fi
] Sub-Test(1] oo LAN o imwrare

| DrayTek_Alan
| DrayTek_Eric
|| Draytek_Robin_Te:

MAC address Index Parameter ¥alue Parameter
O0507FABS4ES 1 LaM IP Address LA IP Address

Subnet Mask
b [] subnetwork2(1)

| DrayTek_Rambo

| DrayTek_Harry

|| Draytelk_020027_Vige DHCP MinAddress
DHCP MawAddress

DHE

DHCP Server Enable

DHCP SubnetMaszk

Reboot

VigorACS Sl can drive the selected CPE to reboot (true value means reboot; false value
means not reboot) after comparing the parameter settings between VigorACS Sl database and
CPE itself after a period of time. That is, when the controlled CPE changes certain parameters
that must be active by rebooting the device, VigorACS Sl can force the CPE to reboot to
activate the settings.

2=l
L8[ )
Reboot LAM WAN YPH NAT YoIP Firmwrare
MAL address Index Parameter Value Parameter
O0S07FAES4ES 1 Feboot device true

LAN Settings

To configure the LAN settings, please double click on one of the parameters in the right side.
Then, the MAC Address with the selected parameter values will be shown on the left side.
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Reboot LAM WAM YPH MAT YVoIP Firmwrare

MAL address Index Parameter Yalue Parameter
O0S07FAGS4ES 1 Subnet Mask LAM IP Address
Subnet Mask
CHE
DHCP Server Enable
DHEP MinAddress
DHCP MaxAaddress

DHCP SubnetMask

To edit the value for the selected parameter, move the mouse cursor to the box under value
and click it. An entry box will appear for you to type the value for that parameter. After typing
the value, click the Save button to save it.

Reboot LAM VWAM YPH HNAT YolIP Firmvrare
MAC address Index Parameter ¥alue " Parameter
O0S0FFASS4ES i Subnet Mask - LAN IP Address

Subnet Maszk

LM &

DHZP Server Enable
DHCP MinAddress
DHZP MaxAddress

DHCP SubnetMask

Available parameters for LAN include:

LAN IP Address Type the LAN IP address for the selected CPE.

Subnet Mask Type the subnet mask for the selected CPE.

DNS Type the DNS server address for the selected CPE.
DHCP Server Enable Choose True or False to enable/disable DHCP server.
DHCP MinAddress If you want to enable DHCP server for the selected CPE,

you have to assign an IP range for the DHCP server.
Here, please specify the starting IP address.

DHCP MaxAddress If you want to enable DHCP server for the selected CPE,
you have to assign an IP range for the DHCP server.
Here, please specify the ending IP address.

DHCP SubnetMask If you want to enable DHCP server for the selected CPE,
you have to assign the subnet mask for the DHCP server.

WAN Settings

To configure the WAN settings, please double click on the parameter in the right side. Then,
MAC Address and the selected parameter with value will be shown on the right side.
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Reboot LAM WA YPHM MAT YolIP Firmmware

MAL address Index Parameter VYalue Parameter

O0S07FAGS4ES 1 IF IF

Addreszing Type
Gateway

PPP User Marme
PPP Passward
IP Enable

PPF Enable
Subnet Mask

DMS Servers

To edit the value for the selected parameter, move the mouse cursor to the box under value
and click it. An entry box will appear for you to type the value for that parameter. After typing
the value, click the Save button to save it.

Reboot LAN WAN YN

MAC address Index

O0S07FAES4ES i IP

HNAT YolIP Firmware
Parameter Value L Parameter
172.16.3.12 - I
L

Addreszing Type
Gateway

FPPP User Hame
PPP Pazsword
IP Enable

PFP Enable
Subnet Mazk

OMS Servears

Available parameters for WAN include:

IP
Addressing Type

Gateway

PPP User Name
PPP Password
IP Enable

PPP Enable
Subnet Mask

VigorACS Sl User's Guide

Type the WAN IP address for the selected CPE.
Choose the type from the drop down list for WAN

settings.
2

DHCP
Static

Type the gateway for the selected CPE.
Type the user name offered by ISP for PPP connection.
Type the password offered by ISP for PPP connection.

Choose True to enable settings for DHCP or Static IP
connection.

Choose True to enable settings for PPP connection.
Type the sunbnet mask for the selected CPE if IP Enbled
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is set to “True”.
DNS Servers Type the IP address of DNS Server for the selected CPE.

VPN Settings

All the parameters displayed here are configured in WUI of CPE only. It is not necessary for
you to configure KeepProfile Settings for VPN. Skip this section.

NAT Settings

To configure the LAN settings, please double click on the parameter in the right side. Then,
MAC address and the selected parameter with value will be shown on the right side.

Reboot LAM WAM YPHM NAT Firmware

MALC address Index Parameter Yalue Parameter
Port Redirection
Port Redirection Mode
Service Marne
Protocal
Public Port Start
Public Port End
Private IP Start
Private Port

waM IP

To edit the value for the selected parameter, move the mouse cursor to the box under value
and click it. An entry box will appear for you to type the value for that parameter. After typing
the value, click the Save button to save it.

Reboot LAM WAN YPH NAT Firmware

MAL address Index Parameter Value Parameter
OO307FAZCCLE 1 wiAM IR Port Redirection
O0S07FAZCCLE i Fort Redirection L Port Redirection Mode

Service Marme
Protacal

Public Port Start
Public Port End

Private IP Start

Private Part
WAl I[P
Available parameters for VPN include:
Port Redirection Enable or disable the function of Port Redirection of the

selected CPE.
Type “true” to enable it; type “false” to disable it.

Port Redirection Mode Choose Single/Range mode. It must be the same as the
one set in CPE.

Dray Tek 125 VigorACS SI User's Guide



Service Name

Protocol

Public Port Start
Public Port End
Private IP Start
Private Port

WAN IP

VolIP Settings

L)

Single

Fange
Type the description of the specific network service.
Select the transport layer protocol (TCP or UDP).

= B

TCP

P

Specify which port can be redirected to the specified
Private IP and Port of the internal host.

If you choose Range as the port redirection mode, you
need to type the number here as the end.

Specify the private IP address of the internal host
providing the service.

Specify the private port number of the service offered by
the internal host.

Choose a WAN IP Alias file for port redirection.

Al

WANL_TP_alias[1]
WaN1_IP_alias[2]
WANL_TP_alias[3]

WAl IP_Alias[4]

The WAN IP Alias files are defined in web configurator
of the selected CPE.

To configure the LAN settings, please double click on the parameter in the right side. Then,
serial number and the selected parameter with value will be shown on the right side.

Reboot LAM WAN

MAC address Index
00507 FABS4ED 1
O0507FABS4ED 1
00507 FAsS4ED 1

VigorACS Sl User's Guide

YPH MAT YoIP Firmwrare
Parameter Value Parameter
Inbound Auth Uszer Inbound Auth User
Auth User Auth User
Dizplay Marme Cizplay Marme

Paszward
Fegistrar Server
Proxy Server
Fegistar Wia

Fing Port
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To edit the value for the selected parameter, move the mouse cursor to the box under value
and click it. An entry box will appear for you to type the value for that parameter. After typing
the value, click the Save button to save it.

Reboot LAM WAM YPH MAT YolIP Firmwrare
MAL address Index Parameter Value Parameter
O0S07FASS4ED i Inbound Auth User Inbound Auth User
O0S07FASS4ED i Auth User Auth User
O0S07FASS4ED ki Cisplay Mare Tom - Cizplay Marme

Passward
Registrar Server

Proxy Sarver

Register Via
Ring Port
Available parameters for VolP include:
Inbound Auth User If the incoming calls from other ISP need to be

authenticated, you have to set value (digits or characters)
here as an identity.

Auth User Type registration name here for the user to call the
remote end listed in Dial-plan.

Display Name Type the name that you want it to be displayed on your
friend’s screen.

Password Type a registered password here for the user to call the
remote end listed in Dial-plan.

Registrar Server Type the domain name or IP address of the SIP Registrar
server.

Proxy Server Type the domain name or IP address of SIP proxy server.

By the time you can type :port number after the domain
name to specify that port as the destination of data
transmission (e.g., nat.draytel.org:5065)

Register via If you want to make VoIP call without register personal
information, please choose None and check the box to
achieve the goal. Choose Auto to let the system select a
proper way for your VVolIP call.

Parameter Yalue

Register Wia | I;
Mane =
Auto
W AN
WAMNZ
Lk WP |_v

Ring Port Set Phonel, Phone2 or Phonel, Phone2 as the default

ring port for this SIP account.
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Ring Park l ILJ

Pharnel
Phonez
Phornel.PhoneaZ

Firmware Settings

All the parameters displayed here are configured in WUI of CPE only. It is not necessary for
you to configure KeepProfile Settings for firmware settings. Skip this section.

7.5.2 SettingProfile

This page allows you to create provision profiles for CPEs. Important information for the
provision will be shown under Information tab. If you want to modify the settings, simply
click the Settings tab for the modification.

Information Tab

Dray Tek

SettingProfile Your reliable networking solutions partner
UserGroup: | RootGroup - ‘

E{; m N E Information | Settings

eric.xrnl

Essentials

= Menu

» ] Global Setting

» (] FirmwareUpgrade

» ] Backup

» [] Restore

¥ 5 Provision Setting
|| keepProfile Setting
._] Setting Profile

» (] Global Parameters

Create Tirme FriJan 15 15:56:14 GMT+0200 2010
333.%ml

Draytek_test.xml Create User | root

Rpertdata,xml

Testzs2 =ml

Statuz NO 3
testericoxml

34wl Status YES 1

test3, x|

Carrie_Test.xml

UserGroup If there are many user groups with different authorities
for the user account you use to access into VigorACS,
you can use the drop down menu to choose one of the
user groups to view the files stored under the user group.
Use the drop down list to specify the authority for the
selected group.

[ RootGroup | x

© RootGroup

AdminGroup
| DperatorGroup
DraytekGroup

Comparny 1iEroup
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Click this button to add a new provision file. When the
following dialog appears, simply type a name for the
profile in the field of File Name and click Create.

@J Add Profile

Create File

File Name: | Carrie_Test]

| Create | | Cancel |

The new profile name will be shown on the screen.

UserGroup: § RootGroup YJ

l&:}]lmjlhﬁjlgj Information

eric, =l

2232l Create Tim

Draytek_test,=ml Create Use
Mpertdata, zml Device Cour

TestZz2, xml
Statuz M
testeric, xml

a4, Statusz vE
test3, xml

Carrie_Test,xml

Next, you can configure the settings for the new created
profile, e.g., adding new devices.

| petete Profile
liJ Refresh

ﬂl Deploy Profile

Click this button to delete the selected profile.
Click this button to refresh current page.

Click this button to transfer the configuration to the
VigorACS server.

Usually, settings profiles are stored in the memory. When
you press the Deploy Profile button, that profile will be
applied to the CPEs.

Information Tab Create Time — Display the creation time of the selected
provision file.

Create User — Display the user group for the selected
provision file.

Device Count — Display the number of devices apply
such provision file.

Status NO — Display the number of devices which are
inactive now.

Status YES — Display the number of devices which are
active.
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Settings Tab

To configure the settings for the provision file, please click Settings tab. The following screen

will appear.
Information Settings |
OJ & m] ) (E]

MAC address Reboot Harne Metwrark Status Flag Retry  Renew
00507FASS4ED o Draytek_Robin Mark eting HO Sat Value £ 1 i
0O30TFAGTIEZO L Draytek_Boham Marketing NG Set Value £ 1 0
00S07FAGSETE L Draytek_Rambo Marketing YES Mo Set. 0 0
0050FFAGS5E0 | Draytek Jenny Marketing HO Set Value 5| 1 o

[{;; . Click this button to add CPEs to current selected
L5 | Add Device

provision profile. When the following dialog appears,
simply type MAC address of the device in the field of
MAC Address and click Create.

Create File

MAC address: | gOS07FFA36B41]

| Create Jl Cancel ]

The new added device will be shown on the screen. Next,
you can configure the settings for the new device, e.g.,
name of the device, specify the user group, and etc.

Information Settings |

S/ (E)mls (8

MAL address Reboot MName Metwork Status Flag Retry

00507FAZER41 V]

If you want to set more detailed settings, click the Detail
Setting icon.

Click this button to view and modify the detailed profile

== Detail Setting settings for the selected device manually.

VigorACS Sl User's Guide 130 Dray Tek



——

lﬂl Delete Device
Lk_ﬁJ Refresh

lﬂl Save Profile
Serial Number
Reboot

Name

Network

Status

Flag
Retry

Renew

7.6 Global Parameters

SettingProfile Detall Table

ST

WAN | WPH | NAT | WolP | Fimowam

Irdex Parameter Value Parameter Description

1 BHEP SubnwlMark | * | DHCP SubnetMask e bt mask
BHEE Max Addreas dhep masimun address
BHER b Addrese dAhep miniman address

DHEP Server Enalbe i server enable

Subnetvask  suboetmesk

LAN TP Address ban ip address

Click this button to delete the selected parameter.
Click this button to refresh current page.
Click this button to save the configuration.

Display the MAC address of CPE.

Check this box to reboot the CPE automatically after
finishing the profile settings.
Set the name of the CPE.

The name of the CPE will be changed with the one set
here when it connects to VigorACS for next time.

Set the network of the CPE.

The CPE will be moved and grouped under the network
specified here when it connects to VigorACS for next
time.

YES- means such profile has been configured.
NO- means such profile has not been configured.

Display the setting result of the profile.

If the provision profile is applied to CPE but failed,
VigorACS will try to configure the settings again. The
number of the retry time will be 3, at most.

Display the times that this profile has been modified.

Global Parameters allows users to set parameters which can be applied to all of the CPEs at
the same time by using VigorACS instead of configuring one by one.

7.6.1 Parameters

This web page allows users to set profiles which will be used to configure parameters for lots
of selected CPE devices at one time.

DrayTek
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DrayTek

Essentials GlobalParameterPanel

= Menu

DS IEIIE

Your reliable networking solutions partner
UserGroup: | RootGroup | v | u d b ["—LE 171

¥ 5 Global Setting
] upload File
| Trigger
» [ FirmvwrareUpgrade
» [ Backup
» (] Restore
¥ [ Provision Setting

1 Empty

| KeepProfile Setting
(] settingProfile
¥ £ Global Parameters
J Parameters
[ Include Network

d MName

IsKeep

@Add global parameter

ﬁ] Save global parameter

setting

lﬂ] Delete global parameter
l@ Cancel

Lﬁj Refresh

i’j] Detail

VigorACS Sl User's Guide

Click this button to add a new global parameter profile
name. Type a new name in the blank box.
]

Your reliable networking

IsKeep

GlobalParameterPanel

Id Name

1 Ernpty WO
Pararneter-1| | (el

Click this button to save the restore profile.

Click this button to delete the selected restore profile.
Click this button to cancel the operation.
Click this button to refresh current page.

Click this button to view the detailed setting for the
selected profile.

GlobalParameterPanel Detail Table <]

DeviceType: | please selecta type.. [v || 69 | lﬂj L@J
igor2gzin n
Wigorasz20
Index Vigoreasos alue IsKeep Parameter Description
vigor29s0
Wigor2s3aovin
132
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UserGroup If there are many user groups with different authorities

for the user account you use to access into VigorACS,
you can use the drop down menu to choose one of the
user groups to view the files stored under the user group.
Use the drop down list to specify the authority for the
selected group.

ra

[ RootGroup | v
: FootGroup =
AdminGroup
CperatorGroup
DraytekGroup
Company 1Group -
) First When there is more than one page for the global

parameter files in this user group, click this button to
display the first page.

< Previous When there is more than one page for the global
parameter files in this user group, click this button to
display the previous page.

[ ¥ Next When there is more than one page for the global
parameter files in this user group, click this button to
display the previous page.

I,"_J Last When there is more than one page for the global
parameter files in this user group, click this button to
display the last page.

\d Display the number of the profile.

Name Type the name for the global parameter profile, which
will be applied in GlobalParameter_Includenetwork.

IsKeep

Check this box to make such profile being kept.
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7.6.2 IncludeNetwork

If you have created several profiles in Global Parameters, you can specify which CPE device
to be applied with the new created profile. If you do not specify any profile for the connected
CPE device, the default profile configuration is “Empty”(displayed in the field of Profile ID).
No parameters will be applied to the connected CPE device.

.
DrayTek VigorACS
Essentials GlobalParameterIncludeNetwork Your reliable networking solutions partner

UserGroup: MJ ﬂ] &

Name User Group Profile Id

E Menu

» ] Global Setting
» *r Main network(s) RootGraup | Empty |

» (] FirmwareUpgrade
» [ Backup

# (] Restore

¥ [ Provision Setting
¥ 5 Global Parameters
[} Parameters

) IncludeNetwork

Specify certain profile (global parameter) to be applied in selected network, selected CPE by
clicking on the tree view structure.

GlobalParameterIncludeNetvrork Your reliable networking solutions partner

UserGroup: | RootGroup =S

Name User Group Profile Id
¥ BrMain netwark(s) RaootGroup | Emipty - |
b 52 Drayteki0) RootSroup L (As Parent) - |
°r Marketing ootGroup s Paren -
P B Marketing(1 Rootd |_(As Parent |
@"‘FWFF FootGroup |_(As Parent) v |
@Draytek_Alan RootGroup L [As Parent) ¥
@Draytek_Eric RaootSroup [ (As Parent) | = ]
@Draytek_Jennl,- FootGroup (s Parent)
@DravTek_Rambo AdminGroup Ernpty
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Chapter 8 Admin Operation

Admin page allows you to modify the information for Network and Device.
For network, it can

®  Add new network (s) for new client which will be managed by VigorACS.
®  Delete existed network if the client will not be managed by VigorACS.

®  Modify the name and location of the network for management.

For device, it can

®  Modify the name of the device (CPE) for easy identification and management by
VigorACS.

®  Modify the location of the device (CPE) easily. It can be identified precisely while using
GoogleMap to search it.

®  Modify the user name/password of certain device (non-DrayTek CPE) to be managed by
VigorACS.

Enable or disable the management of the device (CPE) for VigorACS.

®  Select certain protocol (e.g., TR-069) for the device (CPE) for management.

It can be divided into two parts, Device Management and Topology Management.
8 | | 9 | |19 |
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8.1 Device Management
To edit, change or delete devices under different network or add, change or delete a network,

please click &J Device Management for advanced operation.

DrayTek VigorACS

& Networks And Devices ¥ |

¥ 57 Main network (6) |

@ Add New Network Click this button to add a new network.
E Update Network Click this button to save the change.
11 Remove Network Click this button to delete selected network.

Confirmation
Are you sure to delete this network?

l“_ﬁj Refresh Records Click this button to refresh current page.

Name You can modify the name of the parent network.

Location Type the address for such network.
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8.1.1 Add a New Network

VigorACS allows the user to build several networks (and sub-network) for different CPE

devices under the root level, Main network. Click l@l to open the following screen to add

a new network.

Add Network ¢

Parent Nebwork:

Main network

Mame: Marketing
Location: HsinChu
User Mame: market
Password: market
| (] 4 | | Cancel [
Name
Type name for the new network.
Location . .
Type a brief description for the new network.
r Nam
User Name Type a name (e.g., market) for the new network.
Password

Type a password (e.g., market) for such new network. If
you are going to group several CPE devices under such
network, please open System Maintenance>>TR-069
in the web configuration page of CPE. Next, type the
same user name and password (in this case, both are
market) in the corresponding fields.

System Maintenance >> TR-069 Sefting

AGS and CPE Settings

DrayTek

ACS Server On

ACS Server
URL

username

Password

GPE Glient
© Enable
URL

@ Disahle

Port
Username

Password

Periodic Inform Settings
O Disable
@ Enable
Interval Time

137

Internet v

market

market

900 second(s)
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#— Networks And Devices

L ':_' Main networ: (6]

b Fr Draytek(0)

..... (MDrayTek_00S07F_Vigor_0
----- (MDrayTek_00S07F_vigor_0O
..... (MDrayTek_00S07F_Vigor_0
----- (MDrayTek_00S07F_vigor_0O
..... (MDrayTek_00S07F_Vigor_0
----- (MDrayTek_00S07F_vigor_0O

B Er Marketing(0)

8.1.2 Delete a Network
To delete a network, click to select the network link displayed under Network View and click

lﬂ] Remove Network

VigorACS will ask you to confirm such action. You can click OK to execute the action,
otherwise, click No to cancel this action.

If there is still one device grouped under a sub-network, such network cannot be deleted by
this function unless that device is removed.

8.1.3 Change the Network

The Administrator can create several sub networks for different CPEs. Also, the administrator
can change the network for the CPEs.

To change the network, simply click that network and drag it to the directory you want.
VigorACS will ask you to confirm such action. You can click Yes to execute the action
(Update success), otherwise, click No to cancel this action.

Confirmation

Areyoll sure to change this device to
"Marketing" network? |Update successll

s .

For example, you want to move DrayTek _00507_Vigor XXXXX onto Marketing. You can
drag and hold it to that group directly. When the mouse cursor changes into “+”, please
release your mouse cursor. VigorACS will ask you to confirm such action. If you click Yes, it
will be moved to the new location.

¥ &7 Main network(6) | E v %7 Main nebtwork(6) D

[ ',’. Draytek(0] [ ::. Draytak(0) —

""" ;’-?’':’ra""""al"—'j'35'37"':—“’“9”—D Deui (A DrayTek_D0SO7F Vigor 0
""" (D orayTek_00507F_Vigar_0 Metwo - (D) DrayTek_00507F_Vigor_0
..... (M DrayTek_00507F_Wigor_0 Model | (P DrayTek_00S07F_vigar_0
..... "{_?jDran,-Tek_DDSDTF_VigDr_D Device | ) DrayTek_00507F vigor_0
..... :;ioragTek_nnsn?F_Vigor_D Mac id . (D DrayTek_D0SO7E_vigor_0
..... (A DrayTek_00507F_Wigor_0 Lo v % Marketing(1)

B B2 Marketing (0 I
; a(0) ‘(A DrayTek_00SO7F_Vigo

F_Vigor_ 0050
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8.1.4 Detailed Information for Selected Device

Administrator can modify certain settings (e.g., device name, address for the selected device,

and etc.) for the selected CPE (device) respectively.

DrayTek

Essentials

DeviceManagement

B VigorACS |

Your reliable netwerking solutions partner

in network(6)

%7 Draytek (0)

(D DrayTek_00S07F_vigor_0 Device 10
o (A DrayTek_00S07F_Vigor_0 Hetwork 10
(D DrayTek_00S07F_vigar_0 Modsl Ham
- (DDrayTek_00507F_vigar_o Device Mame:
- (D) DrayTek_00SO7F_vigor_D Mac add
¥ Marketing (1) Locatian:
o (DDrayTek_00507F Vige I
Port:
URI:
User Hame:
Passwar di
Stat
eeeee

ress:  O0SOFFAGSS30

atus: l Enable vJ

=Y l Tr069

DrayTek_00507F_Wigor_005S07FASS530

172,172,194
82069
fowmi CRM. bl

lﬂ UpdateDevice
|

Remove Device

lij Refresh Record

Device ID

Network ID

Model Name

Device Name

Mac Address

Location

Port

DrayTek

Click this button to save the change.

Click this button to delete selected device.

Confirmation
Are you sure to delete this device?

Click this button to refresh currkint page.

Display the identification number for the device.

Display the sequence number for the device under such
network.

Display the model name of the device.

Display the name that you specify for such device. If
required, you can change the name.

Display the MAC address for the device.

Type the address for the selected device. It will be
helpful to be searched while using Topology
Management.

Display the WAN IP address of the selected device.

Display the port number of the selected device.
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URI Display the URI for the selected device.

User Name Such name is set in default for the CPE. Do not change
it. You also can find such information from System
Maintenance>>TR-069 in the web configuration page
of CPE.

Password Such password is set in default for the CPE. Do not
change it. You also can find such information from
System Maintenance>>TR-069 in the web
configuration page of CPE.

System Maintenance >> TR-069 Setting

AGS and CPE Settings

ACS Server On Internet v

ACS Server
URL

Username

Passward

CPE Client

O Enable & Disable
URL

Port

Username

Passward

Periodic Inform Settings
O Disable
® Enable
Interval Time 900 second(s)

Status Choose Enable to show the status of the selected device;
choose Disable to hide the status of the selected device.

Device Type In general, VigorACS can manage and control the CPEs
which follow TR069 standard. Do not change it.
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8.2 Topology Management

==
To display the location of the CPE with a bird’s eye view, please click Topology
Management for advanced operation.

VigorACS

Topology Management Your reliable networking solutions partner
ETI ] |
Location Topology Management B E |

[ wE | w2 |&enE ]| wk |

Essentials

% Networks And Devices

¥ % Main network(6)

¥ B Draytek(s)

%7 Marketing (1)

(D DrayTek_00S07F_vigor_0
- (DprayTek_n0sn7F_vigor_o
s (DDrayTek_00S07F_vigar_0
E...@Dra-,-Tek,OOSO?F,ViguLo
5---@DrayTek_DDSD?F_\hgnr_D

North North
America Americ
Atiantic
Ocesn
Adfrica
il . South .
E‘ BB fmeriea Indian 1 Pacinc
wstralia ! ceey Ocean Australia | Dcean

FOWERED £

Location | You can type the address (description) manually and
click Zoom icon to search the device in the map.

Q Search Click this button to search CPE.

E Save Click this button to save the change.
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Chapter 9 User Operation

Users who want to control CPE through VigorACS server can access VigorACS with private
name and password. The user management function allows a user to set name, password,
e-mail address as identification in VigorACS system.

Each time, when the user wants to access into VigorACS, he/she can type the name and
password that configured in this page. Other people also can set different name and password
for accessing VigorACS. However, the password will be displayed with codes for prevent
peeping by other users. Therefore, you have to remember your password.

You have to:

®  Define User (refer to 9.1)

®  Define User Group (refer to 9.2)

®  Assign User (s) to certain User Group. (refer to 9.3)
°

Use Role Management to specify certain authority to User Group(s) for displaying
different functions (refer to 9.4)

9.1 User

To add/edit/delete a user, choose User item from Menu. The following web page will be
shown on the screen.

Dray Tek B vigordCs |

Your reliable networking solutions pariner
©[B[@[= |

Email Description Status MailNotify

Essentials

UserPanel

= Menu

FUsar

Active

>Usar Group
operator@ems Operator Active

D Frd p By adrmin@erns Adrninistratar Active

BICOC

=Role Management root@erns Systern Adrministrator Active

>Device Group
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|&'Add user

|ﬂ' Save user setting

| I Delete user

[*} [Er

| Refresh
UserName

Password

Email

Description

Status

MailNotify

9.1.1 Add a User

Click this button to add a new record.

Click this button to save the record.

Click this button to delete the selected record.
Click this button to refresh current page.

Display the name that users created.

Display the password that users typed. It will be
displayed with random codes. If you forget the
password, simply click the item and click Update for
changing the password manually.

Display email address for certain user.

Display the authority of the user. There are three levels —
administrator, operator, and system administrator.

Display current status of the user. “Active” means the
user is on the network.

When this function is enabled, an e-mail will be sent to
the one listed here as a notification when the device gets
alarms.

To insert a user, simply click '&'. A new line with input boxes will appear for the user to
type personal information for being identified by VigorACS.

operator FphdiEy Qe btlRL gakmdt o perator @erms perator
admin ODRiKUNIrYmDSIUCuwlh admin@erms Adrministrator
root +EWINIO=IFO07|Qrm=SLw rocti@ems Sustern Adrinistrator
|
Password Type the password for the user.
Email Type the e-mail for communication between the user
and VigorACS server.
Description Type a brief description for the user.
Status Choose Active to let the user can access into VigorACS
at any time.
Choose Inactive to prevent the user accessing into
VigorACS.
MailNotify When this function is enabled, an e-mail will be sent to

VigorACS Sl User's Guide
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alarms.

9.1.2 Edit a User

To edit a user (if it is useless or unsatisfied) setting, please select the one that you want to edit.
Modify each box for your necessity.

9.1.3 Delete a User
To delete a user (if it is useless or unsatisfied) setting, please select the one that you want to

delete and click lﬂ]

9.2 User Group

This page allows you to add a new user group with common authority which will be shared by
the users under the same group. RootGroup is defined in factory and owns the highest
authority. You can define new user group(s) to fit your requirement.

DrayTek VigorACS

Essentials UserGroupPanel Your reliable networking solutions partner
= Menu i = [ ® ‘

GroupID

Admindroup

> User Group Management

>Role Management

>Davice Group

Click this button to add a new group.
@J Add user group grop

) Click this button to save the record. When you add, edit
ﬁj Save user group setting o jojete a user group, click this button to save the

changes.
i Click this button to delete the selected record.
lﬂ] Delete user group
Click this button to refresh current page.
l“_ﬁj Refresh Pag

9.2.1 Add a User Group

To insert a user, simply click @J A new line with an input box will appear for the user to
type personal information for identified by VigorACS.
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Your reliable networking solutions partner

EN=NEEN |
2 AdminGroup
3 CperatorGroup
1 FootGroup
a I arketing|
GrouplD Display the index number for the user group.
GroupName Type the name (e.g., Marketing) that can represent the
user group. When you finish the typing, click lﬂj to
save it.

9.2.2 Edit a User Group

To edit a user group (if it is useless or unsatisfied) setting, please select the one that you want
to edit. Modify each box for your necessity.

9.2.3 Delete a User Group

To delete a user group (if it is useless or unsatisfied) setting, please select the one that you

want to delete and click ﬂ]

9.3 User Group Management

This page allows you to specify users who want to access VigorACS into different user
groups.

DrayTek VigorACS

UserGraup: | AdminGroup MRS

Auailable Users Selecad Users

Essentials UserGroupManagement

E Menu

operatar root

Role Management

>Device Group
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UserGroup Choose one of the user groups from the drop down list.
RootGroup is the default one.

UzserGroup!: l AdminGroup v |
Available User S S LE
Marketing
t
pperatar CperatorGroup
FoootGroup

Except RootGroup and AdminGroup, all the other
user groups can be defined in the section 9.2 User
Group. If you want to add a new group, please refer to
section 9.2 User Group for detailed information.

| &9 | Refresh Click this button to refresh current page.

Available Users This box displays all the selectable users in VigorACS.

root — It has the highest authority. The one with such
authority has such level can do all of the jobs in
VigorACS without limitation.

admin — It has the higher authority.

Selected Users This box displays the users selected by this group.

Click one of the users in Available Users and drag to
Selected Users, that one will be categorized under such
user group. As to adding new users in VigorACS, please
refer to section 9.1.1 Add a User for detailed
information.
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9.4 Role Management

This page can specify the authority for a user group.

Groups under Available Groups do not own the role authority selected in Role. However, the
groups under Selected Groups have the role authority specified in Role. Use the mouse to

click one of the user groups in Available Groups and drag it to the box of Selected Group to
give a role authority for that user group.

Dray Tek VigorACS

Rele: | administrator IS

#nailzble Groups

E Menu
selacted Graups

=User

Marksting AdminGroup

>User Group
Gperatordroup

>User Group Management RootGroup

Role Choose the role for the selected user group. Different
role represents different authority that the user group
will have. That is the great the authority is, the more
functions the user group can have.

Administrator | =

Administrator
Cperatar
System Administrator

Administrator — the middle authority.
Operator — the lowest authority.
System Administrator — the highest authority.

Click this button to refresh current page.

l“_ﬁj Refresh

Available Groups This box displays all the selectable user groups in
VigorACS.
Selected Groups This box displays the users selected by this group.

Click one of the users in Available Groups and drag to
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Selected Groups, that one will be categorized under
such user group. As to adding new users in VigorACS,
please refer to section 9.2.1 Add a User Group for
detailed information.

VigorACs allows administrator to manage users who want to access into VigorACS. In
addition, it also allows the administrator (user) to manage networks and devices.

Dray Tek

Your reliable netwerking solutions partner

Essentials DeviceGroup

B (&)

E Menu

Name User Group
>User

b B2 Main network(s) |_ReotGroup | ,]
(As Parent)

User Group

>User Group Management AdrminGroup

Marketing
Role Management

Operatordroup
RootGroup

Click this button to save the record.
l E_J Saves
(g} Refresh Click this button to refresh current page.

Though the VigorACS server allows the administrator to create several user groups in the
database, yet each CPE device can be assigned to one user group only. Therefore, if the CPE
has been specified in certain user group, it will not be accessed by other users in different user
group.
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Your reliable networking solutions partner
B s

Manme User Group
v ’f,' Main network(g] RootGroup v

@Dral,lTek_DDSD?F_Vigor_DDSD?FA654ED (As Parent) v
@Dral,lTek_DDSD?F_Vigor_DDSD?FASSSlD [As Parent) v
@Dral,lTek_DDSD?F_Vigor_DDSD?FA654E8 (As Parent) v
@Dral,lTek_DDSD?F_Vigor_DDSD?FASSSSD [As Parent) v
@Dral,lTek_DDSD?F_Vigor_DDSD?FA6562D (As Parent) v
@DrayTek_DDSD?F_Vigor_DDSD?FA656?8 L AdminGroup v |

[As Parent]

AdminGroup

Marketing

CperatorGroup

FootGroup

User Group As Parent — Same setting as up one level.
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Chapter 10 Help for License

Help page displays version information for VigorACS SI, as well as license key information
and license agreements. Besides, it provides a channel to get new license from MyVigor

website.
[Heo

Dray Tek R vigorACS |

Essentials About VigorACS Your reliable networking solutions partner

= Wenu VigorAcCs SI

Software Version: 1.0,0RCS

>license Key Information

>license Agreements

CEEEEEE

10.1 License Key Information

This page displays relational information for license key current used by VigorACS SI. In
addition, it offers a channel to new the license key for VigorACS SI when it is going to be
expired.

Dray Tek AT

Your reliable networking solutions partner
S[%] |

Essentials

License Key Information

E Menu

>About VigorACs .
Licensze Id: 0000199

Start Date:  2010-01-13
Expire Date:  2011-01-13

ode: 20
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10.2 License Agreements

This page displays relational license information required by VigorACS SI.

DrayTek

Essentials

E Menu

>About ¥igorACs

SLicense Key Information

License Agreements

Name

Blazeds
JasperReports

JoIC

Mame

JRobin ART
JBoss-4.0.4.GA
Hibernate
SendTrap

Pl

VigorACS

Your reliable networking selutions partner

ACS use following library and license agreement.

Author

Author

LGPL V2

License Page

opensource. adobe, com/wiki/display/blazeds/License

www. anu, orgf copyleft/lesser. html

wwrw. gnu, argf copyleftflasser html

LGPL w21

License Page

oldwww.jrobin, orgflicense. html

docsjboss.argfibossasfadmindevelzze/ htrnlf apa, hirnl

www. hibernate.org/ 356, html

sendtrap. sourceforge. netflicense bt

Apache Licanse, Version 2.0
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Appendix A Configuration on
CPE Device

A.1 Set ACS URL on CPE

To manage CPEs through VigorACS, you have to set ACS URL on CPE first and set username and

password for VigorACS.

1. Connect one CPE (e.g., Vigor2910 series).
2. Open a web browser (for example, IE, Mozilla Firefox or Netscape) on your computer and

type http://192.168.1.1.

3. Please type username and password on the window. If you don’t know the correct username
and password, please consult your dealer to get them. In this section, we take the figures
displayed on Windows as examples.

Connect to 192.168.1.1

=
I_§'1'| \l\

LIser narme: | 4]

Password: |

Login to the Router Web Configurator

[ remember my passward

I Ok ][ Canicel ]

4.  Open System Maintenance >> TR-069.

System Maintenance >> TR-069 Setting

IACS and CPE Settings
ACS Server
URL

Username

o 4

kitpc i 7217 3.185:80/ACSServeriservices/ACSServiet

acs

CPE Client

® Enable O Disable
URL

Port

Username

Passward

Periodic Inform Settings
O Disable
® Enable

Interval Time

8069

900 | second(s)

* |f the connected CPE needs to be authenticated, please set URL as the following and type
username and password for ACS server:
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http://{1P address of VigorACS}:80/ACSServer/services/ACSServiet

* |f the connected CPE does not need to be authenticated please set URL as the following:
http://{ IP address of VigorACS}:80/ACSServer/services/UnAuthACSServiet

* |f the connected CPE needs to be authenticated and the data transmission between CPE and

VigorACS needs to be encrypted (SSL), please set URL as the following:
https://{IP address of VigorACS}:443/ACSServer/services/ACSServiet

¢ |If the connected CPE needs not to be authenticated but the data transmission between CPE

and VigorACS needs to be encrypted (SSL), please set URL as the following:
https://{1P address of VigorACS}:443/ACSServer/services/UnAuthACSServiet

5. Fill Username and Password for VigorACS Server for authentication. Please type as the
following:
Username: acs
Password: password

6.  For the username and password of CPE client, it is not necessary for you to type them. Refer to
section 3.2 for detailed information.

A.2 Invoke Remote Management for CPE

You have to make sure that the CPE device you want to connect supports VigorACS features.

Please consult your dealer if you have no idea in it.

1. Suppose WAN IP of CPE device has been setup successfully. And you can access into
Internet without difficulty.

2. Login the device by web.

3. Go to System Maintenance>>Management Setup.

Check Enable remote firmware upgrade (FTP) and Allow management from the Internet
to set management access control.

System Maintenance >> Management

Management Setup
Management Port Setup
@ uUser Define Ports ) Default Parts

allow management from the Internet

Telnet Port 23 (Dafault: 23)
R
HTTP Port g0 (Default: 80)
HTTP Server
HTTPS Port 443 :
HTTPS Server (Default: 443)
Telnat Server FTP Part 21 (Default: 21)
] SSH Server SSH Port 2 (Default: 22)
Disable PING from the Internet
SNMP Setup
Access List [l Enable SMMP Agent
List 1P Subnet Mask Get Community public
1 i . -
Set Community private
o] v
Manager Host IP
3 v
Trap Community public
Motification Host IP
Trap Tirmeout o seconds

VigorACS Sl User's Guide 156 Dray Tek



A.3 Enable WAN Connection on CPE

You have to make sure the CPE device you want to connect has configured properly, and are able to
access Internet.

1.

2
3.
4

Login the device by web.
Go to Internet Access>>MPOA.
Click Enable for MPoA.

Click Specify an IP address. Type correct WAN IP address, subnet mask and gateway
IP address for your CPE. Then click OK.

WAN == Internet Access

WWAITT
Static or Dynamic IP {DHCP Client)
@ Enable O Disable

ISDN Dial Backup Setup

Dial Backup Mode Maone hd

Keep WAN Connection

[ Enable PING to keep alive
PING to the IP
PING Interval 0 minute(s)

WAN Connection Detection
Mode ARP Detect »

Ping IP

TTL:

MTU 1442 | (Max: 1500

RIP Protocol
[Enable rIP

WAN IP Network Settings | WAN IP Alias

() Obtain an IP address automatically

Router Mame

Domain Mame
* . Required for some 1SPs

@ Specily an IP address

IP Address 172.16.3.229
Subnet Mask 25525500
Gateway 1P Address 17216354

DNS Server IP Address
Primary 1P Address

Secondary IP Address

® Default MAC Address
O Specify a MAC Address
MaC Address:

OK

] [ Cancel

Note: Reboot the CPE device and re-log into VigorACS SI. CPE which has registered to
VigorACS will be captured and displayed on the home page of VigorACS Sl.

A.4 Connect to ACS Server through PVC Channel

o &~ w b PE

Login the device by web.
Go to Internet Access>>MPoA.
Click Enable for MPoA.
Choose 1483 Bride IP LLC as encapsulation. And set VPI and VCI with 8 and 35.

Click Specify an IP address. Type correct WAN IP address, subnet mask and gateway IP
address for your CPE. Then click OK.
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Internat Access >> MPoA (RFC1483/2684)

MPoa (RFC a3,/ 2684) Mode

MPoa (RECIE3/2684) & Enable ¢ Disable yﬁihl IP Metwork Settings
"]  abtain an 1P address automatically

DL Modem Settings
ulti-PYC channgl
Encapsulation

Router Name | -

Domain Mame | .
3 *: Required for soma 15Ps
& Spoecify an 1P ad

[1453 Bridged 1P LLE

e
e

IP Address

|1?2.|?'.3.153
- Sulbrvert M E 255 285.0
Modulation IMuhlmb-da ‘l"I
Gateway IR address |1F2.I?'.3.1
RIF Protocal

" Enabla RIP & Default MAC :;;EE;—-—-—-___-—-—"""’.{

© Specify a MAC Address

Bridge Moda WAL dddrass: E E Fﬁ ﬁ F

[C Enable Brdge Mode

6. Go to Internet Access>>Multi-PVCs. Enable Channel 3 WAN check box and set VVPI and

VCl as 9 & 36.
Multi-PVCs
Ganeral ATM Qob Port-basad Bridge
Channel Enable vl Vil oS Type Protocol Encapsulation

i = 7] |3 [uBr =] [MPet =] [1433 Bridged IP LLC =l
2. =] B E | [uer =] [wPoa =] [1483 Bridged P LLE =l
Y [ver 3] [Frroa ] [vewe =

[ BR  E] [PrPas E)

&. ver & [FereaE

7. r I |7 |uer  E] |Frroa )

Mote: VRLWVC] must be unegue for sach channael!

oK | _ Clew | Cancel |

7. Click WAN link to open the following page for configuring in details.

WaN for Router-borne Apglication: |Managemant ""I ﬁ

* Enable C Disable -‘h“"""-—-—-___-—-—-""”"f

DEL Modem Sgiti

E QoS Type uUsR =
li Pratocal MPos =

Encapsulation | 1463 Bridged IP LLC =

PPPOE/PPPOACliG——_ | MPoa (RFC1

18P Access Betup © Obtain an IP address automatically

ISP Hame [ Router Mame | .
Usemame [ Dorndin Mame | .
Passward | *: Raquired for some 15Ps

PPP Authanticaton # specify a
B Alwsys On 1P Addr [ 56
Idla Timeout F second(s) Submet|Mask fssmsmsn J
IP Address From 18P Gateway [FEEEN
Fepd 1P @ vos @ No (Dynamic 19) DNS Server 1B

—_—
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8. Set WAN for Router-borne Application as Management. And set VPI and VCI with 9 & 36.
Choose MPoA as the protocol and choose 1483 Bridge IP LLC as Encapsulation. Finally set a
static IP address. Click Ok.

9.  Open System Maintenance >>TR-069. Choose PVC for ACS Server On. Type correct URL
for the ACS server. Type username and password for ACS Server.

e
ACE and CPE Settiigs
4

o T

ACS Berwgr On [Pec = A
—— _____,-'-'
ACE Hurwrr__'__,_,_——-'____ ____'———____
URL [rtpci1 7217 3165 BOBVALC S Serverizenice siAL S Sendet T
USErmanme., _ Iul:'_- ,,f/]
— -
password T — -
CPE Client
LARL | ]
Port E
Usemame |
Passwioind Illllllll

10. Click OK to save the settings. Now, reboot the CPE device and re-log into VigorACS SI. CPE
which has registered to VigorACS will be captured and displayed on the home page of
VigorACS SI.

DrayTek
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Appendix B Application and
Tutorial

This chapter will guide you to create an account to access into MyVigor web site. Simply
follow the instructions listed below to finish the account creation. Refer to C.1 or C.2 to create
a new account.

Note: To register VigorACS SI, please return to Chapter 3 and follow the corresponding
steps for registration.

B.1 Creating an Account for MyVigor

B.1.1 Creating an Account via VigorACS Sl

1. Click Programs> VigorACS SI> VigorACS Web Page to access into VigorACS. The
login page of VigorACS will be shown as the following:

DrayTek ~ VigorACS

User Mame root

Login

2. Please type “root” as user name and “admin123” as password. Then click Login. A
License Error dialog appears as follows:

License Error

Yourlicense is invalid or
expired please go to license senver to
activate your licensel!
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3. Click OK. A login page for MyVigor web site will pop up automatically.

This service is available for MyVigor member only. Please login to access MyVigor.
If you are not one of the members of MyVigor, please create an account first.

LOGIN

UszerMame : | |

Password : | |

mitnCote: [ | AYi GXZ

If you cannot read the word, Click here

Forget password? [ Login

Don't have a hMyVigor Account ? Create an account now

If you are having difficulty logging in, contact cur customer service.
Customer Service : (E86) 3 597 2727 or
email to ‘Webmaster@draytek.com

4. Click the link of Create an account now.

5. Check to confirm that you accept the Agreement and click Accept.

VigorACS Sl User's Guide

Create an account - Please enter personal profile.

1. Agresment

epemonm Information Draytek provides hiyvigor(myvigor draytek com) service according to this agreement . Ywhen you use

Myigor service, it means that you have read, understand and agree to accept the tems listed in this

agreement. Draytek can modify or change the content of the tems without any reasons. it is

GP O ETS suggested for you to notice the medications or changes at any time. If vou still use MyYigor service
after knowing the modifications and changes of this service, it means you have read, understand and

agree to accept the modifications and changes. If you do not agree the content of this agreement,
R please stop using MyYigaor service.
eCompletlon

2. Registration

To use this service, you have to agree the following conditions:
[(3) Prowide your complete and correct information accarding to the registration steps of this service.
(R wou provide sov incorrect or fake information here, DrayTek has the right t0 pause or terminate

B

[

i[¥]} 1 have read and understand the above Agresment. (Use the seroll bar to view the entire agreement)

[[<<Back | [ Accepts> |
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6. Type your personal information in this page and then click Continue.

Register

Create an account - Please enter personal profile. (Fields marked by (%) are required)
(3~ 20 characters)

Account Information
cAg reement
LLLL]

Usararmer iMETY [ [ Check Account ]
Password:™ ol — : |

6_ (4~ 20 characters : Do not set the same as the usemame.)
Confirm Password:* |

e
Personal Information
ePtehunces First Name:™ Mary ]
Last Name:* Ted |
eCompleﬁon Company Name: Tech Lid. |
Email Address:™

\mary_ted@tech.com |

Please note that a valid E-mail address is required to rece fve the Subseription Code. You will
need this code to activate your account.

Tel: 0 2] |
Country:™ | SWITZERLAND v
Career™ | Supervisor - |

[ <<Back | [ Continue >> |

7. Choose proper selection for your computer and click Continue.

Create an account - Please enter personal profile.

How did you find out about this website?
GAQ[%ment
What kind of anti-virus do you use? |Am|V|r ~
Personal I would like to subscribe to the MyVigor e-letter.

Information | would like to receive DrayTek product news.

Please select the mail server for receiving the

a q q Global Server | %

GCompletion [ <<Back | [ Continue >> |

8. Now you have created an account successfully. Click START.

Create an account - Please enter personal profile.

Completion
GAgreement
A confirmation emal has been sent to mary ted@tech.com
Personal Please click on the activation linlt in the email
Information to activate your account

€ Proferences sTART
Ccompeion
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9. Check to see the confirmation email with the title of New Account Confirmation
Letter from www.vigorpro.com.

#HHEF Thiz 15 an avtomated message from mywigor. draytel com ¥+
Thank you (Mary) for creating an account.
Fleasze click on the activation link below to activate your account

Link : Activate my Account

10. Click the Activate my Account link to enable the account that you created. The following
screen will be shown to verify the register process is finished. Please click Login.

Register Search for this site
Register Confirm

The Confirm message of New Owner(Mary) mavbe timeout
Please try again or contact to draytek com

11. When you see the following page, please type in the account and password (that you just
created) in the fields of UserName and Password. Then type th

This service is available for MyVigor member only. Please login to access MyVigor.
If you are not one of the members of MyVigor, please create an account first.

LOGIN

Useriarme : |MBIS' |

Pasgward : |"-l |

Auth Code _r4 h e 1 C

If you cannot read the ward, click here

Forget password? Login

Don't have a MyWigor Account ? Create an account now

If you are having difficulty logging in, contact our customer service.
Customer Service : (888) 2 597 2727 or
email to :wWebmaster@draytek.com

12. Now, click Login. Your account has been activated.
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B.1.2 Creating an Account via MyVigor Web Site

1. Access into http://myvigor.draytek.com. Find the line of Not registered yet?. Then, click
the link Click here! to access into next page.

DrayTek

gor BcustomerSurvey

MyVigor for you A
About Us
MyVigor website replaces the VigorPro site as DrayTek's portal site for I:I
Product the latest products and services in network security, including Anti- UserName:
My Information Virus, Anti-Spam, Web Content Filter_.. etc. The products and functions Fassward
VigorPro that are supported in this site include: AuthCode :I
VigorPro Unified Security Firewall series: Q) k Vd
« Activation of Commtouch™ GlobalView Web Content Filter If you can't read the AuthCode . Click here
license key
« Activation of DT Anti-Virus license key
+ Activation of Kaspersky Anti-Virus license key L2 Forget password?
« Activation of Commtouch™ Anti-Spam license key and 3
membership

Mot registered yet ? Click here !
Vigor routers (for models that support Commlouchm}

« Activation of Commtouch™ Globalview Web Content Filter
license key

The MyVigor website contains a trail version of Commtouch™
GlobalView Web Content Filter, which allows the users to set filters to
block out undesirable web pages in the Internet jungle.

Please use |E 5.0 or above
{ resolution 1024 * 763 ) for best More customer-oriented services are planned for MyVigor site for the

display. © DrayTek Corp near future.

2. Check to confirm that you accept the Agreement and click Accept.

Create an account - Please enter personal profile.

1. &gresment

epemonm Information Craylek provides MyYigorimyvigor draytek.com) service according to this sgreement. When you use

Myigor service, t means that you have read, understand and agree to accept the tems Isted inthis

agreement. Draytek can modify or change the content of the tems without any reazons s

eplefe[e“ces sughested for you to notice the medications o changes at any time. If you stil use MyWigor service
after knoewing the modifications and changes of this service, it means you have read, understand ancd

|

[

agree to accept the modifications and changes. If you do not agree the content of this agreement,
. please stop using MyWigor service.
eCompletlon

2. Registration

To uze this service, you have to agree the following condition:s:

(=) Provide your complete and correct information according to the registration steps of this service.

[l I vou provide anv incorrect or take information here, DravTek has the riokt o pause or terminate

I have read and understand the abowe Agreement. (Use the scroll bar to view the entire agreement)

[<<Elack ] L Accept »= ]
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3. Type your personal information in this page and then click Continue.

Register

Create an account - Please enter personal profile.(Fields marked by (%) are required)

cAgreemenl

Account Information

Userllame:” [ary | [ Check Account |
I (3~ 20 characters)

Password:* ovee
_ (4~ 20 characters : Do not set the same 2z the usemame.)
Confirm Password:™ [uu
Personal Information
6Prelelences First Name:” |Mary |
Last Name:* ITed ‘
GCompleﬁou Company Name: ITech Ltd.

Email Address:™ !mary__ted@te ch.com

I;\.e:ase nwé ;hat a va‘lid-E:ﬁl;rl. lduless nsleq L.li-r-ad. !o ré‘e‘awe the Subscription Code. You will

need this code to activate your aceount.

Tel: o |- |
Country:™ | SWITZERLAND v
Career” | Supervisor v

[ <<Back | [ Continue>> |

4. Choose proper selection for your computer and click Continue.

Create an account - Please enter personal profile.

How did you find out about this website?
GAgreemem
What kind of anti-virus do you use? |AntiVir
Personal I would like to subscribe to the MyVigor e-letter.

Information I would like to receive DrayTek product news.

Please select the mail server for receiving the

. - . Global Server W

GCompletion [ << Back ] L

Continue == J

5. Now you have created an account successfully. Click START.

VigorACS Sl User’s Guide

Create an account - Please enter personal profile.

GAgreemem
A confirmation email has been sent to mary ted@tech.com
Personal Please click on the activation link in the email
Information to activate your account

e cotorences START
Ccompioton
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6. Check to see the confirmation email with the title of New Account Confirmation
Letter from www.vigorpro.com.

#HHEF Thiz 15 an avtomated message from mywigor. draytel com ¥+
Thank you (Mary) for creating an account.
Fleasze click on the activation link below to activate your account

Link : Activate my Account

7. Click the Activate my Account link to enable the account that you created. The following
screen will be shown to verify the register process is finished. Please click Login.

Register Search for this site

Register Confirm

The Confirm message of New Owner(Mary) mavbe timeout
Please try again or contact to draytek com

8. When you see the following page, please type in the account and password (that you just
created) in the fields of UserName and Password. Then type the code in the box of Auth
Code according to the value displayed on the right side of it.

This service is available for MyVigor member only. Please login to access MyVigor.
If you are not one of the members of MyVigor, please create an account first.

LOGIN

UserMarne |M313' |

Password |“... |

Auth Code : T4he1C

If wou cannot read the word, click here

Forget password? Login

Don't have a MyWigor Account ? Create an account now

If you are having difficulty logging in, contact cur customer servics.
Customer Service | (886) 3 597 2727 or

email to :Webmaster@dravtelk.com
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Now, click Login. Your account has been activated.

Note: To register VigorACS S, please return to Chapter 3 and follow the corresponding
steps for registration.

B.2 Upgrade VigorACS with New License Key

To control and manage the CPEs effectively, the administrator must acquire a new license
from DrayTek regularly. Usually, the valid time of the license is one year. You have to renew

your license when it is going to be expired.
Please follow the steps listed below to get a new license for your VigorACS Sl.

B.2.1 License Is Invalid or Expired

1.  Click Programs> VigorACS SI> VigorACS Web Page to access into VigorACS. The
login page of VigorACS will be shown as the following:

DrayTek ~ VigorACS

User Mame root

Password sk ek ok

Login

2. Please type user name and password. Then click Login. A License Error dialog appears
as follows. It indicates that you cannot access into VigorACS Sl due to the invalid
license. Please purchase a new one and return here to upgrade the license for using
VigorACS SI. When you have prepared a new license, click the OK button.

License Error

Your license is invalid or
expired please go to license server to
activate your licensell

‘oK
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3. Alogin page for MyVigor web site will pop up automatically. Type your account (user
name) and password in this page. Enter the authentication code with the characters
displayed on the screen. Then, click Login.

This service is available for MyVigor member only. Please login to access MyVigor.
If you are not one of the members of MyVigor, please create an account first.

LOGIN

UserMarme : | |

Password | |

AuthCode: || AYi GXZ

If you cannot read the word, Click here

Forget password? | Login

Don't have a MyVigor Account ? Create an account now

If you are having difficulty logging in, contact cur customer service.
Customer Servios : (B86) 3 597 2727 or
email to ‘Webmaster@draytek.com

4. MyVigor will verify and authenticate if the user account you typed is allowed to access
into the web site. If yes, Device Information will appear as follows. Find and click
Renew for the service item of ACS.

Device Information

Nickname : carrie_yfn
HostID :
Model : VigorACS

| Remame |[ Dele || Towsix

Status Start Date Expired Date Nodes

() Means such service is in use.
Trial 4 =
. Means such service is not in use. Allowes you to have the free trial for service.
@) Means such service has not been activated yet. allows you to renew service license
Meanz such service iz in use and will be invalid zoon(less than one Hﬁ
monith]). Allovvs you to activate service.

From the page, you can see the basic information for the trial version of VigorACS.
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5. You will be guided to the following page. Type the new license number you purchase
from the service provider in the corresponding field. And click Add License.

Apply For A License Number

Semvice Name:  ACS
Service Provider DT-ACS

STEP 1
(@ License Number : |[FD234-861E3-3676F-B3767 | [ Add License |

Ti'.l : Flease ensure that the licence key you enter i for the correct [your preferred ) servios provider.

6. The new added license number will be displayed on the screen as shown below. Click
Next for next page.

Apply For A License Number

Semice Mame:  ACS
Senice Provider DT-ACS

STEP 1

{(®1 License Mumber ; | [ Add License ]

Tlp : Flaasa ensura that tha licence key you enter is for the correct [your preferred) sarvics prowvidaer,

FD234-B61E3-3576F-B3767 DT-ACS 1000 valid
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7.  Check the box of “I have read and accepted the above...” and click Next.

Confirm Message

User Hame : yfn
Serial : 20100128013339
Maodel : WigorACS

License Number Service Provider mm

FD234-B61E3-3676F-B37B7 valid 1000
DrayTek VigorhCs 5I Series End-User Licensze Agresment ~

IMPORTANT:

DrayTek IS WILLING TO LICENSE THE ENCLOSED ZOFTWARE TO YOU ONLY
UPON THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS CONTAINED

IN THIS LICENSE AGREENENT. PLEASE READ THE TERHMNS CAREFULLY

BEFORE COMPLETING THE INSTALLATION PROCESS AS INSTALLING THE
SOFTWARE WILL INDICATE YOUR ASSENT TO THEM. IF YOU DO WOT AGREE

TO THESE TERMS, THEN DrayTek IS UNWILLING TO LICENSE THE »

{ I
I_j I hawe read and accept the above Agreemaent. (Please chaok this bo)
Mext

8.  The activation date will be displayed automatically. Simply click Next.

Apply For A License Number

Service Name:  ACS
STEP 2

Activation Date (MM-DD-¥yyy) | 03-10-2020 || Mext |

9. A confirm message page will be shown as follows. If there is no problem, please click

Confirm.
User Name : carmie_yfn
HostID :
Activate Date : 2010-03-10
Expired Date : 2011-03-09
License Number / Host ID Service Provider Status Nodes
FD234-B651E3-3676F-B3767 DT-ACS walid 1000

Total: 1000 nodes|
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10. When the following screen appears, it means the new license for VigorACS Sl has been

activated. Click Login to VigorACS.

VigorACS License Information

Dperation
License id
Start date
Expire date
Max node

Is trial license

Login 1o ACS

1000 Serice activation
aoonthia

2010-03-10
2011-03-09

aoonoozo

Mo

11. Click Login to ACS. You will see the following screen with the new license

information.

License Key Information

EILY

VigorACS Sl User's Guide

License Id:
Start Date:
Expire Drate:
Max Mode:

Iz trial license:

00001kb7a
2010-03-10
2011-032-0%
1000

Mo
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B.2.2 License Is Valid Still

1.  Click Programs> VigorACS SI> VigorACS Web Page to access into VigorACS. The
login page of VigorACS will be shown as the following:

DrayTek VigorACS

User Mame raot

Password Aok ko

Login

2. Please type “root” as user name and “admin123” as password. Then click Login.

Dray Ttk AT

Essentials : Your reliable networking solutions partner

) - B2 etwork () vi |
& Networks and Devices LR Sk

Netvmrks And D&

Managed networks and devices

Unknown Device

IP Addres:

Device Mame Device Type

-

™

o) Totsl number of netvorks:
Alarm networks:

Total number of devices:

Murnber of alarmed devices:

Latest Alarms
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3. Open Help.

DrayTek VigorACS
— T —
S ][ % |

License Id:  000019%¢

E Menu

>About VigorACs

Start Date:  2010-01-13

>License Agreements Expire Date: 2011-01-132

Max Node: 20

1s trial license:

Yes

4. Click l_JE from License Key Information page.

The welcome screen will be shown as follows. Type the username and password, and
click Login.

This service is available for MyVigor member only. Please login to access MyVigor.
If you are not one of the members of MyVigor, please create an account first.

LOGIN

UserName : |C3Hi€_','fn |

Pagsgword |""uu |

Auth Code \/V (Jxl n
If you cannot read the word, click here

Forget passwaord? Login

Don't have a hyVigor Account ? Create an account now

If you are having difficulty logging in, contact our customer service.
Customer Servios : (B88) 2 597 2727 or
email to webmaster@draytek.com
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6.  The following screen will appear. Find and click Renew for the service item of ACS.

Device Information

Nickname : carrie_yfn
Host 1D :
Model : VigorACS

‘Expired License
Action Status Start Date Expired Date

-
e ACS DT-ACS 2010-03-03 2010-04-02 20

Means such service is in use Trial . .

Means such service iz nat in use. Allowrs you to have the free trisl for service.

Means such service has not been activated yet &llows you ta renew service license.

Meanzs such service iz in use and wil be invalid soon(less than one month). T

Alloves you to activate service.

7. You will be guided to the following page. Type the new license number you purchase
from the service provider in the corresponding field. And click Add License.

Apply For A License Number

Service Name: ACS
Service Provider DT-ACS

STEP 1
(@ License Number - |FD234-B61E3-3676F-B3787 | |__Add License |

Til.l : Flease ensure that the licence key you enter is for the correct [your preferred) service provider.

8.  The new added license number will be displayed on the screen as shown below. Click
Next for next page.

Apply For A License Number

Semice Mame:  ACS
Senice Provider. DT-ACS

STEP 1

(@ License Number : | | Add License |

Tlp : Flaasa ensura that tha licence key you enter is for the correct [your preferred) sarvics prowvidaer,

FD234-B61E3-3676F 83767 DT-ACS 1000 valid
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9. Check the box of “I have read and accepted the above...” and click Next.

Confirm Message

User Hame : yn
Serial : 20100128013339
Model : YigorACS

License Number Service Provider mm

FD234-B61E3-3676F-B37B7 valid 1000
.Dra?Tck VigorkCS SI Series End-User License Agreement =

IMPORTANT:

DrayTek IS WILLING TO LICENSE THE ENCLOSED SOFTWARE TO YOU ONLY
UPON THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS CONTAINED
IN THIS LICENSE AGREEMENT. PLEASE READ THE TERNS CAREFULLY
BEFORE COMPLETING THE INSTALLATION PROCESS AS INSTALLING THE
SOFTWARE WILL INDICATE YOUR ASSENT TO THEH. IF YOU DO NOT AGREE
|TS THESE TERMS, THEN DrayTek IS UNWILLING TO LICENSE THE ¥

_J I hawe read and accept the above Agreemaent. (Pleare chadk this box)
Mext

10. The activation date will be displayed automatically. Simply click Next.

Apply For A License Number

Service Mame:  ACS
STEP 2

Activation Date (WM-DD-YyyY): | 04-03-2010 [[Mext |

11. A confirm message page will be shown as follows. If there is no problem, please click

Confirm.
User Name : carrie_yfm
Host ID :
Activate Date : 2010-04-03
Expired Date : 2011-04-02
License Number/ Host ID Service Provider Status Nodes
FD234-BE1E3-3676F-B37B7 DT-ACS walid 1000

Total: 1000 nodes|
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12.  When the following screen appears, it means the new license for VigorACS Sl has been
added. You can access into VigorACS.

VigorACS License Information

Operation 1000 : Service activation
License id noooThia

Start date 2010-03-03

Expire date 2010-04-02

iz nade nonnanzo

Istrial license fes

Note: For the trial version is still in valid period, you will see VigorACS SI with two
licenses controlled under My Vigor website.

When the trial version is expired, please click the On (with red light) button to activate the
new added license for VigorACS SI.

iUol It .

Model : VigorACS

| Rename | Delee || Twnsfe

Action

“. ACS| DT-ACS 2010-03-03

Service Provider

2010-04-02 | 20

. ACS| DT-ACS 2010-04-03| 2011-04-02 1000

‘ Means such service is inuse. 2 i Bt
@ Means such ssrvice is not in use. g O¥RS YLD REVE TNEIREE.IHIGLTOR
service.

. Means such service has not been activated yet.
Means such service iz in use and will be invalid Allowes you to renew service license.
zoon(less than one month].

E

LTF 2 .
Alloves you to activate service.,
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Appendix C Trouble Shooting

This appendix will guide you to solve abnormal situations if you cannot access into the
Internet after installing the router and finishing the web configuration. Please follow sections
below to check your basic installation status stage by stage.

When you try to invoke VigorACS and get the following error message, please locate the file
of “server.log” from C:/Program Files/VigorACS Sl/server/default/log and send the file to
your dealer for further assistance.

= B

at org.jhoss.web.tomcat.tcS5.Tomcats.startConnectors(Toncath. javaz54%9> I,
at org.jhoss.web.tomcat.tcS.TomcatS.handleNotification{Tomcatb.java:586>

at sun.reflect.GeneratedMethodAccessor4. invoke{Unknown Source>?

at sun.reflect.DelegatingMethodAccessorInpl.invoke(DelegatingMethodAcces

-Jjava:25)

at java.lang.reflect.Method.invoke{Method. java:585>

at org.J mx.notification.NotificationListenerProxy. invoke(Motificati
onLiztenerProxy.j 153>

at $Proxy2?.handleMotification{Unknown Sourcel

at org.jboss.mx.util.JBossMotificationBroadcasterSupport. handleMotificat
ion{JBossMotificationBroadcasterSupport.java:127>

at org.jboss.mx.util.JBossMotificationBroadcasterSupport.sendMotificatio
n{JBossNotificationBroadcasterSupport. java:188>

at org.jboss.system.server.Serverinpl.szendNotification{(ServerInpl. java:9
B8 >

at org.j stem.server.Serverlnpl.doStart{Serverinpl. java:-497>

at org.j stem.zerver.ServerInpl.start{(Serverinpl. java:362>

at org.j Main.boot(Main. java:288>

at org.jhoss.Main%l.run(Main.java:464>

at java.lang.Thread.run{(Thread.java:595>
11:45%:51,484 INFO [Server] JBoss <MX{ MicroKernel> [4.8.4.GA <huild: CUSTag=JBos
s _4 B _4 GA date=-2806851516888>]1 Started in 1m:6s5:35%ms

For Linux system, please locate the file of “server.log” from
lusr/local/vigoracs/VigorACS/server/default/log/ and send the file to your dealer for further
assistance.

C.1 Contacting Your Dealer

If the router still cannot work correctly after trying many efforts, please contact your dealer for
further help right away. For any questions, please feel free to send e-mail to
support@draytek.com.
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Appendix D Reference
Information

D.1 For Linux System

Corresponding files on Linux system required for VigorACS will be stored in the following
paths:

java: /usr/local/jdk1.5.0_07
mysql: /usr/local/mysql
vigoracs: /usr/local/vigoracs/VigorACS/

log: /usr/local/vigoracs/VigorACS/server/default/log/server.log
bind ip: /usr/local/vigoracs/VigorACS/bin/startway.txt

mysql data: /usr/local/mysql/data/tr069

start/stop vigoracs : /usr/local/vigoracs/VigorACS/bin/vigoracs.sh

To check the current process of VigorACS, please use the following commands to inquire

ps(vigoracs): ps -ef | grep "/usr/javase/bin/java -server" |grep -v grep
ps(mysql): ps -ef | grep safe_mysqld|grep -v grep
or

ps -ef | grep mysqld_safe|grep -v grep

Some link files are required for VigorACS running under Linux system properly. If any one of
them is missed, unexpected problems might be happened.

In(java): /usr/javase >> /usr/local/jdk1.5.0_07/
In(mysql): /usr/local/mysgl >> /usr/local/mysql-5.1.41-linux-i686-glibc23
In(mysql): /tmp/mysql.sock >> /var/lib/mysgl/mysgl.sock

D.2 For Windows XP System

Corresponding files on Windows XP system required for VigorACS will be stored in the
following paths:

java: C:\Program Files\Java\jdk1.5.0_07
mysql: C:\mysq|
vigoracs: C:\Program Files\VigorACS SI

log: C:\Program Files\VVigorACS Sl\server\default\log\server.log

license key: C:\Program Files\VVigorACS Sl version\license.key

bind ip: C:\Program Files\VigorACS SI\bin\bindip.txt

mysql data: C:\mysql\data\tr069

start vigoracs : C:\Program Files\VigorACS SI\bin\StartVigorACS.bat

stop vigoracs : C:\Program Files\VigorACS SI\bin\ShutdownVigorACS.bat
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