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Chapter 1 Introduction

VigorACS is a software which provides centralized device management for TR-069 based
CPEs such as broadband gateway, XDSL router, VolP gateway and wireless AP. VigorACS
monitor and display status of devices, or perform scheduling tasks such as firmware upgrade,
configuration backup/restore parameter profile for numerous CPE devices. It is easy to use
through intuitive Web-based GUI with security management. VigorACS is capable of
different kinds of platform e.g., Windows, Linux, Sun Solaris and so on.

1.1 Main Features and Benefit

»  Manage all kinds of devices complied with TR-069 specification such as broadband
gateway, XDSL router/modem, VVolP phone, wireless AP and Set-Top Box.

»  VigorACS server can be installed in Windows, Linux and Sun Solaris.

> Intuitive Web-based GUI can be executed on all browsers like IE, Firefox, Mozilla and
S0 on.

»  Support scheduling firmware upgrade, configuration backup/restore and parameter
profile deployment.

»  Support auto-discovery to survey all TR-069 devices.
»  Provide device inform management.

> Support security management

1.2 System Architecture

The following figure shows an overview for the application between VigorACS and CPE
devices. With TR-069 protocol, VigorACS can communicate and manage devices easily.

ACS Interface

Internet

ACS server
Managed CPE

1.3 Web Service

Web service is a software system identified by a URI, whose public interfaces and bindings
are defined and described using XML. Its definition can be discovered by other software
systems. These systems may then interact with the Web service in a manner prescribed by its
definition, using XML based messages conveyed by internet protocols.
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The basis for Web Services contains: XML, WSDL (Web Services Description Language ) ,
SOAP (Simple Object Access Protocol), UDDI(Universal Description, Discovery and
Integration). The procedure for the structure of bottom layer: transform Web Service
information into XML file format, use WSDL statement to describe the objects for service.
The remote end can get required information through such description. It carries out
transformation job to search or register from UDDI by means of SOAP communication
bottom layer.

»  For the designers of Java program: you can write java program to control VigorACS.
Also, VigorACS will offer some API for you to write and call it. For example, you can
get all the connected CPE devices controlled VigorACS through web service.

Corresponding files are placed in - WebServices_ TRO69API.zip
The documentation for web services api is placed in - WebServices_ TRO69API1/doc/

Sample program is placed in -
WebServices_ TRO69API/example/src/tw/com/draytek/acs/test/ TestMain.java

»  For the designers with other program language: you can define WSDL to control
VigorACS through SOAP(Simple Object Access Protocol)
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Chapter 2 Installation

Please follow the procedure listed below to install VigorACS. The installation for different platforms
might be different.

2.1 For Windows 2000 or XP
There are three programs needed to be installed for operating VigorACS.

2.1.1 Installation for Java

1. Locate ACS\Software\jdk-1 5 0 07-windows-i586-p.exe from CD and double click on it to
execute the installation.

Version 5.0

JAVA™2 Platform
Standard Edition

InstallShield Wizard

J25E Development Kit 5.0 Update 7 Setup is preparing the
InztallS hield Wizard, which will guide you through the program
! zetup process. Fleaze wait.

CLLD ] | Cancel

2. Alicense agreement dialog box will appear. Choose “I accept the ...” and click Next.

i'é" J23E Development Kit 5.0 Update 7 - License

License Agreement

Plzase read the follawing license agreement carefully,

Sun Microzystems, Inc. Binary Code License Agresment ~
for the J&WA 2 PLATRORM STANDARD EDITION DEVELOPMEMT KIT 5.0

SUMN MICROSYSTEMS, IMC. ("SUM"Y IS WALLING TO LICEMSE THE SOFTWARE IDENTIFIED

BELCWY TO Y OU OMLY UPORN THE COMDITION THAT YoU ACCERT ALL ©OF THE TERMS
COMTAINED IMN THIS BINARY CODE LICENSE AGREEMENT AMND SUPPLEMENTAL LICEMSE

TERMS (COLLECTIVELY "AGREEMENT™). PLEASE READ THE AGREEMENT CAREFULLY . BY
DCANLOADING OR INSTALLIMNG THIS SOFTWARE, YOU ACCEPT THE TERMS OF THE
AGREEMEMT. INDICATE ACCEPTANCE BY SELECTIMNG THE "ACCERT" BUTTOM AT THE

BOTTOM OF THE AGREEMENT. IF %¥'OU ARE NOT WWLLING TO BE BOUMD BY ALL THE TERMS,
SELECT THE "DECLIME" BUTTOM AT THE BOTTOM OF THE AGREEMENT AMND THE b

(%31 accept the kerms in the license agresment:

{1 do not accept the kerms in the license agreemant

Mext = ] [ Cancel
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In this dialog box, optional features will be listed, choose the one you need and click Next.

i%‘ J25E Development Kit 5.0 Update 7 - Custom Setup

Custom Setup

Select the program features you wank inskalled,

Select optional Features boinstall from the lisk below, ¥ou can change wour choice of features after
installation by using the Add/Remaove Programs ukility in the Contral Panel

Feature Description
J25E Development Kik 5.0,

Development Tools
Demos
Source Code

including private JRE 5.0, This
will require 264 ME on your hard
drive,

Public JRE

Install tao:
Z\Program Files)Jawaijdkl 5.0_07

[ < Back “ Mext = ] [ Cancel l

Wait for a while to install the selected feature.

i'-.%' J25E Development Kit 5.0 Update 7 - Progress

Installing

The program features you selecked are being installed,

Flease wait while the Install Wizard installs 125 Development Kit 5.0
Update 7. This may take several minutes,

Skatus:

< Back Mext =
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5. When this dialog box appears, please click Next.

i%‘ J2EE Runtime Environment 5 0 Update 7 - Coztom Setup

Custom Setup

Select the program Features you want installed.

The J25E Runtime Environment with suppart For European lanquages will be installed. Select
optional Features ko install from the lisk below,

Feature Description

J25E Runkime Environment . . .
N E' "' llial The J2SE Runtime Environment with
=3 - | Support For Additional Languages European languages. This requires
= ~ | Additional Font and Media Suppart 131 ME on your hard drive,
Install to:

C:\Program Files)Javaljrel 5.0_07)

I Mext = ] [ Cancel ]

6.  You have to choose the browser for configuring VigorACS later, and then click Next.

i‘.,% J25E Runtime Environment 5.0 Opdate 7 - Browser Registration

Browser Registration

Select the browsers you wank to reqgister with Java(TH) Plug-In.

Microsaft Internet Explorer

¥ou may change the settings later in the Jawa(TM) Cantral Panel,

< Back ]| Mext > [ Cancel
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Wait for a while to install the required features.

i'-.% J25E Runtime Environment 5.0 Opdate 7 - Frogress

Installing

The program features you selecked are being installed,

Please wait while the Install Wizard installs 125E Runtime Environment 5.0
Update 7. This may take several minutes,

Skatus:

[---------- ]

Installshield

< Back Mext =

Now the installation is completed. Click Finish to exit the installing program.

i'-.a J25E Development Kit 5.0 Update 7 - Complete |§|

Installation Completed

The Install Wizard has successfully installed J25E Development
kit 5.0 Update 7. Click Finish ko exit the wizard,

< Back Cancel
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2.1.2 Installation for MySQL
Follow the steps below to install MySQL.

1.  Locate ACS\Software\mysql-4.0.17-win\Setup.exe from CD and double click on it to execute
the installation.
2. When the welcome screen appears, please click Next for next step.

Welcome g

‘wielcome to the MySAL Servers and Clients 4017
Setup program.  This program will ingtall MySEL
- Servers and Clients 4.0.17 on your cormputer.

It iz gtrongly recommended that pou exit all Windows programs
befare running this Setup program.

Click Cancel to quit Setup and then cloze any programs you
hawve running.  Click Mest to continue with the Setup program,

Wi RMING: Thig program is protected by copyright law and
international treaties.

|dnauthorized reproduction or distribution of this program, or ang
partion of it, may result in zevere civil and criminal penalties, and
will be prosecuted to the marimum extent possible under law.

Cancel

MySsaol

3. Onthis dialog box, click Next.

Information

X

Thiz iz a releaze of MySOL 4.0017 far Wind2,

[

MOTE: If you install MySCL in a folder other than
C:AMYSEL or pou intend to start MpSGL on MT Min2000
as a gervice, you must create a file named C:\MY . CHE

ar \windows . ini or Swinnthmy.ini with the fallowing
infarmation:;

[ry=gld]
basedir=E: /inztallation-path.
datadir=E:/data-path/ B

After your have installed MySOL, the installation
directory will contain 4 files named 'my-gmall.onf,
my-mediurn. chf, my-large.cnf, mp-buge. cnf'.

"r'ou can uge thiz az a starting point for pour own

| <

< Back Cancel
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4.  Determine the destination folder and click Next. The default directory used by this program is
c:\mysql. You can modify it if you want and please make sure the name of directory should not
be over 100 characters, otherwise you might encounter problem of VigorACS in installation.

Choosze Destination Location r>_(|

Setup will install MpSOL Servers and Clients 4.0.17 in the
fallowing folder.

Toinztall to thiz folder, click Mext.

Toinztall bo a different falder, click Browse and select another
falder.

Y'ou can choose not to install MySOL Servers and Clients 4.0.17
b clicking Cancel to exit S etup.

Destination Folder

C:hrngagl Browze. ..

< Back Cancel |

5. On this dialog box, choose the type of setup you want and click Next.

Zetup Twpe &|

Click the bype of Setup wou prefer, then click Hext,

Frogram will be installed with the mozt commaon
optionz. Aecommended for most users.

" Compact  Program will be installed with minimum required
aptianz.

" Custom You may chooge the options you want to ingtall.
Recommended for adwanced uzers.

< Back | Mewut » | Cancel
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6. The installation program starts to install required files for MySQL to your computer. Wait for
several seconds.

* MySQL Servers and Clients 4.0.17

;. Servers and Clients 40,17

The MySOL Seners
ehrmysghnimysgld. e

7. When the program finishes the installation, the following dialog box will appear. Please click
Finish to finish MySQL installation.

Setup Complete

Setup has finizhed instaling MySOL Servers and Clients 4.0.17
0N Your Computer.

Setup can launch the Read Me file and MySAL Servers and
Clients 4.0.17. Choose the optionz yau want belaow.

Click Finizh to conplete Setup.

< Back
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2.1.3 Installation for VigorACS
It is time to install VigorACS. Follow the steps below.

1.

Locate ACS\ACS\setup.exe from CD and double click on it to execute the installation.

1 Setup - VigorACS

EIEIE
Welcome to the VigorACS Setup
Wizard

Thiz will inztall VigorACS on your computer.

It iz recommended that vou cloze all ather applications before
continuing.

Click Mext bo continue, or Cancel bo exit Setup,

[ Mest: |l Cancel l

Select the directory that MySQL being installed (done in 1.1.2) and click Next.

1 Setup - VigorACS

Select MySQL Install Path

create/update D atabaze.

Where is the MySOL ingtall path?

Flease select the folder of MpSOL and then click Mest button. “rong path can not

Browse. ..

< Back ” Hewt » ]l Cancel
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3. Select the directory that JDK being installed (done in 1.1.1) and click Next.

& Setup - ¥igorACS =3
Select JDK Inztall Path
Where iz the JOK install path?
Plzaze zelect the folder of the JOK and then click Mest button, “wiong path can nat start
up YigmACS Server succezziullyl!
| l Browse. ..
[ < Back ” MHeut » ] [ Cancel ]

4. Inthis dialog box, choose Rebuild Database (for rebuilding the VigorACS database) or
Upgrade Database (for upgrading the database) and click Next.

{8l Setnp - VigorACS =3

Database Install Type Selection

Select the Rebuild option, setup program will recreate YigordCS Databaze.
Select the Upgrade option, setup program will update your current YigordCS D atabaze.

Fleaze zelect Rebuild or Upgrade Database, then click Mest,

36

< Back ” MHeut » ][ Cancel
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In the following dialog, type the serial number of VigorACS and then click Next. Please

contact with your dealer to obtain the number.

5! Setup - VigorACS =

Sernial Number
Wihat iz pour zenial number?

Fleaze specify vour zenal number, then click Mest,

Serial Number:
AFSFFET4FESETF14CC4B 970EER 4200000

[ < Back “ MHeut > ][ Cancel ]

Determine the destination folder and click Next. The default directory is c:\Program
Files\VigorACS. You can modify it if you want and please make sure the name of directory
should not be over 100 characters, otherwise you might encounter problem of VigorACS in

installation.

1 Setup - VigorACS

Select Destination Location H l
Where should WigondCS be installed? == |

.J Setup will install WigorACS inta the following folder.

To continue, click Mest, IF you would like to select a different folder, click Browse.

| l Browse. ..

| C:%Program Files

At least 77.2 MB of free disk zpace is reguired.

< Back ” Hewt » ]l Cancel
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7.  Determine the program name of VigorACS for you to start up. Then click Next.

{8l Setnp - VigorACS =3

Select Start Menu Folder
WWhere thould Setup place the program's shorbcuts?
Setup will create the program's shorbcutz in the following Start Mernu folder,

To contitiug, click Nest. If you would like to select a different folder, click Browse.

|m | [ Browse. ..

[ < Back ” MHeut » ][ Cancel ]

8. Inthis dialog, check the box of “Create a desktop icon” for your necessity. Click Next.

il Setup - YigorACS

Select Additional Tasks "
Which additional tazks should be performed?

Select the additional tazks you would like Setup to perform while installing VigordCS,
then click Mext.

Additional icons;

< Back ” MHeut » ][ Cancel
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10.

Now, the program is ready to install necessary features and files to your computer. Please click

Install to start.

& Setup - ¥igorACS =3

Ready to Install
Setup is now ready to begin installing VigorACS on wour conputer.

Click Inztall to continue with the installation, or click Back if you want to review ar
change any zettings.

Destination location:
C:MProgram Fileghigon 25

Start Menu folder:
WigorACS

Additional tazks:
Additional icons;
Create a desktop icon

[ < Back ]| Irstall |[ Cancel

Please wait for a while to complete the installation.

{& Setup - VigorACS =3

Installing
Fleaze wait while Setup installz WigortCS on wour computer,

Ewstracting files...
C:AProgram FilegWWigortCSholienthbozsall-clent jar
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11. While installing, the following screen will appear to show that MySQL has been activated.
Please wait for next dialog appearing.

vy ICWINNT sy sbem 320 crnd.exe

CzDocuments and Settings“Adminisztrator?

12. Now the program has completed the installation of VigorACS. Click Finish to exit it.

@Setp-vigracs &%

Completing the VigorACS Setup
(’C@ Wizard

Setup haz finished ingtalling YigordCS on pour computer. The
application may be launched by selecting the installed icons.

Click Finizh to exit Setup.

VigorACS User’s Guide
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2.2 Platform for Linux or Solaris

Follow the steps listed below.

1. Login Linux or Solaris with root or the root privilege.
2. Locate VigorACS_Unix_Like_xxxxxx_xxxxx.tar.gz from CD and copy it to your hard disk.

3. Decompress the setup packages

gzip -cd VigorACS_Unix_Like Xxxxxx_xxxxx.tar.gz |tar xvf —

[root@localhost

rm: pemove regular file
1% 1s

[rootPlocalhost
hin  hoot dew
[rootPlocalhost
[root@localhost
[rootPlocalhost
vigoracs

[rootPlocalhost
[rootPlocalhost

[rootPlocalhost B.8.1.3.11# 1s
VigorAGCS _Unix Like Draytek Pro @B.8.1.3.tar
[rootPlocalhost B.A.1.3.11# 1s
UigorACE_Unix_Like Draytek Pro_8.8.1.3 tawe
[root@localhost B.8.1.3.11# 1s
VigorACGS _Unix_Like Draytek Pro_#8.68.1.3.tar

root
root
root
root
root
root
root

#1 rm vigoracs
'uignracs’ Ty

etc

home 14 cd rohins

root
root
root
root
root
root
root

4896
8192
4896
4096
468%6
4896

185348@96

initrd 1ib lost+found misc mnt opt proc root shin tftpboot tmp usp
-1# cd homers

robhinl 1s

robinl#f cd vigoracs/
vigoracs 1# 1s
A.e.1.3 8.8.1.3.1
[root@Plocalhost wigoracsllt cd B.8.1.3.1~

VigorfACS_Unix_Like Dravtek Pro_@.8.1.3.tar.gz
UVigowACS_Unix_Like_Draytek Pro_@.8.1.3 _ tar.gz

UVigorAGS _Unix_Like_Dravtek Pro_@B.@8.1.3.tar.gz

[rootPlocalhost B.8.1.3.11# gzip —cd VigorACS Unix Like Draytek Pro B.8.1.3.tar.gz_itar xef —

4.  Change the permissions mode of install.sh and uninstall.sh.
chmod 755 ./install_sh

chmod 755 ./uninstall.sh

linuxsny.cnf

linux/mysgl-standard—4.8.24-pc—-linux—gnu—-i686.tar.gz
is_8/coreutils—4.5.4-s50l18-sparc—local.g=z

_8,jdk-1_5_8_#B7-solaris—sparc.tar.Z

z_8,/jdk-1_5_8_B7-zolaris—sparcu? . tar.Z

is_8-s1libgcc-3.3—so0l8-sparc—local.gz
_8/1ibiconv—1.8-s5018-sparc—local.g=

_8/my.cnf

iz_8s/mysql-4_ 8_21-sol8-sparc-local.g=
_8/ncurses-5.4-sol8—-sparc—local.gz

_%/coreutils-4.5.4-s01?-sparc-local
_2sjdk-1_5_@_@

—zolaris—gparc.tar.Z
_?/jdk-1_5_8_B7-solaris—sparcu?.tar.

_9/1ibgcc—3.3—s01?-sparc—local.gz=
_?/1ibiconv—1.8-s01?-sparc-local.g=

is_9/my.cnf

s_8/unzip-5.58-s5018-sparc—local.gz

s_?/mysgl-4.8.21-s019-sparc—-local.g=
solaris_?/ncurses—5.4-s0l?-sparc—local.g=
zolaris_?/unzip-5.50—s0l1?-sparc—local.g=

uwninstall.sh
vigoracs
vigoracsmysgld

[rootPlocalhost B.8.1.3.11# chmod 755
B.8.1.3.11% chmod 755

[root@localhost

[rootPlocalhest 8.8.1.3.114%

.#install.sh
-/uninstall.sh

5. Please make sure you have /usr/bin/sh first. If not, please enter:
In -s /bin/sh /usr/bin/sh

16
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6. Execute the installation by entering the following.
-/install_sh

olaris_8-1ibiconv—1.8-s0l8-sparc—local.g=

.21-s018-sparc—local.g=
4-sol8-sparc—local gz
sparc—local.gz
5.4-s0l1?-sparc—local.g=

.21-s01%-sparc—local.g=
sol?-sparc—local.gz

9-sparc-local.g=

igoracs
igoracsmysqgld
@.8.1.3.11# chmod 755 .rinstall.sh
[rootPlocalhos -1.3.11# chmod 755 .Auninstall.sh
[root@localhos - -11# .rinstall.sh

[Please create Ausrslocalrfvigoracs
reate it now? Cy/nd>

7. Click y to create vigoracs folder for storing necessary files.

8.  Next, please select the item number which you want to execute. Be aware that VigorACS
supports both Solaris and Linux OS. The program will detect the system you have in your
computer.

For Solaris System

1. Install library: libgcc coreutils libiconv ncurses install
(required by MySQL installation)

2. Install mysqgl

Install java

Install VigorACS (It will build one mysql database: tr069)
Upgrade VigorACS (1t will upgrade tr069 database)

Exit

o 0o b~ W

input select num:

For Linux System

Install mysqgl

Install java

Install VigorACS (It will build one mysql database: tr069)
Upgrade VigorACS (1t will upgrade tr069 database)

Exit

a b~ WwN

input select num

Note: For Linux OS owns the library that required by MySQL installation, so the item
of “Install library” is not shown on the screen.

9.  If your computer has installed MySQL or java previously, just skip the installation. Otherwise,
install all the required applications (MySQL, Java and VigorACS) for your system. option
number 4 is used to upgrade VigorACS, so it is not necessary to execute for the first time of
installation.

10. Select the item of Exit to finish the installation.

VigorACS User’s Guide 17



18

VigorACS User’s Guide



Chapter 3 Getting Start

3.1 Overview

The procedures of starting up VigorACS:
»  Start MySQL Database

»  Configure IP setting(Set or change Binded IP of Vigor ACS)
»  Start VigorACS

Configuration is different depending on the operation system you use.Please follow the steps
listed below for each platform.

3.2 For Windows 2000 or XP

3.2.1 Start MySQL Database

After installing VigorACS, installing program will register MySQL as Windows Service.
MySQL will startup automatically after installing VigorACS or rebooting. Normally, you
don't need to worry about this step on Windows. But, if you find any problem on VigorACS,
you should check MySQL first. Please go to Start >Setup >Control Panel >Administrative

Tools >Service to check if the MySQL Service has been activate or not. If not, please double
click it to enable.

3.2.2 Start VigorACS
Click Programs-> VigorACS ->Start VigorACS to startup VigorACS.

When starting the VigorACS at first time on Windows, the startup program will ask you input
Server IP (means the WAN IP of the computer that VigorACS installed.

The current used IP 1= . Which host
name or [P address do wou want to hind
for ACE Server service?

Cancel

Please type the server IP and click OK.
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When the following screen is shown, VigorACS is initiated successfully.

14:47:38,.859 INFO
14:47:38,.898 INFO
14:47:38,.898 INFO
tarted.

14:47:31,.593 INFO

eploy/tmplS?BACEServerAPP..ear—contents~ACSBerver—exp.var”

14:47:32.546 INFO

lam Files/TRB6?_ACS - serversdefaultslibsstruts—core—1.3.5.jartsorgrapachesstrutssc
hainschain—config.xml

14:47:34,.9286 INFO
14:47:36.758 INFD

l=/TRB6? _ACS /serversdefault/deploy ACSServerAPP. ear

[14:47:37.831 INFO
-1.1P-8888

[14:47:37.359 INFO
14:47:37.398 INFO
14:47:37.486 INFO
-1.18-8443

[14:47:37.484 INFO

= 4 A 4 GA date=2008605151000>1 Started in 57:5:844ms

[JobStoreTR] Removed B ‘complete’ triggers.
[JobStoreTH] Removed B stale fired job entries.
[Quartz8cheduler] Scheduler SchedulerService_$%_instance_one s

[TomcatDeployer] deploy, ctxPath=/ACSServer, warlUrl=... tmp-d

[ActionServlet] Loading chain catalog from jar:file:~ C: Progr|

IR

[TilesPlugin] Tiles definition factory loaded for module -
[EARDeployer] Started J2EE application: file:/C:-/Program File

[HttpllBaseProtocoll Starting Coyote HITP- 1.1 on http—192.168
[ChannelSocket] JK: ajpl3 listening on ~192.168.1.18:808%
[JkMain]l Jk r»unning ID=8 time=B-15%6 config=null
[HttpliBaseProtocol]l Starting Coyote HITP-1.1 on http-172.168

[Server] JBozs (MX MicroKernel) [4.8.4.GA (huild: CUSTag=JBos

Now please click Programs->VigorACS-> VigorACS Web Page to start the application.

Change Bind [P of Vigord T3
Eebuild Databass

Shotdowmn Vigord C3

Start Vigord Ol

Test Databaze

Uninztall VigordCH

Tpgrade Databaze

VigorfCF Web Page

& [ G [

The login page of VigorACS will be shown as the following:

ional TR-068 ACS

Home Log Help Logout

Login

| Login

Please type “root” as user name and “adminl123” as password. Then click Login.
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3.2.3 Change Bind IP of VigorACS

Once you input this IP at the first time of starting VigorACS, the system will keep it on
bindip.txt. However, if you want to change the server bind IP, please follow the steps below:

1.  Choose Programs->VigorACS->Shutdown VigorACS to stop VigorACS. This would
make sure the IP change setting take effect.

i VigorACSs Change Bind IF of VigorACS
Eebuild Diatabese

Shotdown Vigord 8

Start VigorACS

Test Databaze

i3 Uninstall VigorACS

Tpgrade Databaze

&] VigorhTS Web Page

2. Select Programs->VigorACS->Change Bind IP of VigorACS to open the Input dialog.

3. Current used IP will be displayed. Please enter the IP address you would like to change
and click OK.

M Inpui Eequired

The current used IP 15 172.16.2.111.
Which host name or IP address do you

1 1 a
want to bind for ACE Server sarvice! cancel

|1'?2.16.3.229

4.  Choose Programs->VigorACS->Start VigorACS to initiate VigorACS server again.

3.2.4 Shutdown VigorACS
Choose Programs->VigorACS->Shutdown VigorACS to stop VigorACS.

M@ VigoraCs Change Bind IF of VignrhC3
Eebuild Database

Shutdown VigordC3

Start VigorACS

Test Datahase

i3 Uninstall VigorACS
Upgrade Databaze

& VigorAC? Web Page

3.3 For Linux or Solaris

3.3.1 Start/Shutdown MySQL Database

Execute "*/usr/local/vigoracs/VIGORACS/bin/Vigoracs.sh™ instruction. The following
menu will appear.

1. start mysql
2. shutdown mysq|l
3. start VigorACS
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4. shutdown VigorACS

5. edit bind ip of VigorACS Server(please keying IP or server name)

6. set the MAX and MIN memory value of running java (It will valid after
restarting VigorACS)

7. view the MAX and MIN memory value of running java

8. exit

input select num:

IStart to create snmpdb db ....
UigorACS MYSQL:
MySQL:
reate snmpdh db successfully. ...
reate snmpdh db table.
reate snmpdb table successfully....
igorACS and snmpdb install Successfully

- Install mysgl

- Install jawa

- Install VigorACS ¢ It will build one mysgl database : snmpdb >
- Upgrade VigorACS ¢ It will upgrade snmpdb database >

- Exit

- start mysgl
- shutdown mysgl
- start UigorACS
- shutdown UigorAGCS
- edit bhind ip of UVigorACS Server{please keyin ip or servername)
- set the MAX and MIN memory vaule of running java (It will valid after restarting UigorACS >
- view the MAX and MIN memory vaule of running java
8. exit
input select num :

Type item number 1 to start MySQL database if necessary. Usually MySQL daemon will start
automatically after installing VigorACS server.

Note: You can type "ps -ef|grep mysql* to view the content of MySQL. If you want to
shutdown MySQL database, simply type the menu item 2 to close MySQL.

3.3.2 Start/Shutdown VigorACS

For the first time of starting the VigorACS on Solaris or Linux system, the startup program
will need you to input Server IP. Select item number 3 for starting VigorACS. And type the
required IP address used for initiating.

""vigoracsserver.sh"

[rootB@localhost bhinli 1s

hangeip.bat J init_redhat.sh probe.sh set_memory.sh StartVigorACS.bat vigoracs.sh

hangeip.bat.hak Jbho init_suse.sh run.bat shutdown .bat twiddle . hat UigorAGCS .url
th.sh memory . txt run.conf shutdown.jar tuwiddle . jar uwstools_bat
pid568. log noip.hat run.jar shutdown.sh i wstools._sh

jhoss_init_hpux.sh prohe.bat run.sh ShutdownVigorACS .hat vigoracssepver.sh

rootPlocalhost binl#t chmod 755 vigoracs.sh

[rootPlocalhost binl#t chmod 755 vigoracsserver.sh

[rootPlocalhost binlt . vigoracs.sh

- start mysgl

- shutdown mysgl

- start UVigorAGS

4. shutdown UigorACS

- edit bind ip of VigorACE Server{please keyin ip or servernamel

- set the MAX and MIN memory vaule of running java (It will valid after restarting UigorACS >

- view the MAX and MIN memory vaule of running java
B. exit
input select num =

Which ip address do you want to bind for UigorAC% service { x.x.x.x or Enter for bind localhost.localdomain serverd?
172.17.3.132

The system will start VigorACS with the specified IP address.

If you ever reboot machine after installing VigorACS, please execute
lusr/local/Vigoracs/VIGORACS/bin/Vigoracs.sh again and select item number 1 to start
MySQL first. Later, select item 3 to start VigorACS. Then, login Linux or Solaris with your
account and password. If the user wants to operate VigorACS on the desktop of Linux/Solaris,
please initiate the desktop of Linux/Solaris.
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3.3.3 Edit VigorACS IP

Once you input the IP address, VigorACS will keep it on startway.txt. However, if you want to
change the server bind IP, please follow the steps below:

1. Execute "/usr/local/vigoracs/VIGORACS/bin/Vigoracs.sh™ instruction.

2. Stop VigorACS by selecting item number 4 to shutdown VigorACS. Such action can
make sure the new changed IP setting being effective.

Then select item number 5 to edit startway.txt by using vi editor.

4. When you finished the change of bind IP, please select item number 3 to start VigorACS
again.

5. Open your browser, and enter the following URL to get into ACS login page
http://{1P address of VigorACS}:8080/ACSServer/tr069serviet

3.4 Logout VigorACS

Simply click Logout menu to logout.
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Chapter 4 Admin Operation

This menu can display detailed information for the CPE on network. You can modify the IP,
PORT, URI, Device Name or Device Status to fit your request.

Admin | TR0O69-Test Use|

Device Management

Metwork Management

WPHSetting

ParameterRange

&%
@
| ﬂ Topology Management
&
Q

| ﬁ SystemParameter

4.1 Networks/Devices Management

To edit, change or delete devices under different network, please open
Admin->Network/Device Management for advanced operation. A Network/Devices table
view will be shown as the following:

Home Provision Log Admin TRO069-Test User Help Logout

L4 NetworkManagement \

20| d: @]
name address
(=14 Network View(3382)

£ 8 sgaasT) kb
& G r777es() testaddress
-9 yyooonoga) test address .
- testnnnnc10) nnrn
S netvorka(T) netwarka
# Dtestececr1n) teste
o 4 tecto(13) testy
et W test2666(3) test26
1 testanaaa) test3033 3
& Grestoam) testes ~
i W tect7ac test?4 .
- R test7T(0) test?7 -
1 S testangt) testa0 %

Home Provision Log Admin TRO69-Test User Help Logout

" DeviceManagement
Keyword: [ | Search 2 @] A ‘H ‘@‘&‘ d‘é_”
name Deviceld ‘Devi(einame ‘SEriaINumllAddress Ip Port Uri Userllame |Password |Status | DeviceTyp
| A etk View(a892) (= 1 1 18216851 80 1 vigar ssword  Disable Tro6s ﬁ
1 % aanaaTy 2043 3766 37 37 192168.5.37 80 37 vigor [ d  Ensble Tro6g
-89 7777668 2107 10133 101 101 1824685101 80 101 vigar P Dissble Tro6s
1S5 yyonoooss(d) 2108 102 102 102 1921685102 80 102 vigar P d  Disable Tro6g
e S testrnrn(10) 2109 103 103 103 1921685103 80 103 vigor d  Disable Tro6s
& 8 networka(T) a1 105 105 108 19268 5 105 80 105 viger P d  Disable Trogs
i W testococ(15) 2112 108 108 108 152468 5106 80 108 vigor Disable Tro6s
1 8 testnesc1 ) 2113 107 107 107 192 1685 107 80 107 viger Tro6s
1 N testones(3) 2114 108 108 108 192.468.5.108 80 108 vigor Tro6g
1 8 testanaagg) 2115 108 108 109 192188 5 109 80 103 vigar Tro6s
1 S testBaim 2116 110 110 110 192.168.5.110 80 110 vigor Disakble Tro6g
o W tmst7arm 2117 111 111 111 1824685411 80 111 vinor password  Disable Tro6g

Network View Click “+” to expand the first layer for network.

ﬂ Click this icon to refresh network display.

g Click this icon to cancel network devices setting change.
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Click this icon to create new device.

Click this icon to create new sub-network.

Click this icon to save network device setting.

Click this icon to delete the selected sub-network/device.

Click this icon to change the network for selected CPE

device.

Click this icon to export network devices settings to a .xIs

file.

Click this icon to view PD128 Test of CPE.

4.1.1 Create Networks/Devices

Click Admin->Network Management/Device Management to get into network or device
configuration page. VigorACS allows administrator to build several different Networks/CPE

devices. To create a Network/CPE setting, please click this icon@for a new network setting,

or L | for a new device setting. The following grids will be shown. Enter the configuration.,

then click ﬂ to save settings.

zlo] a9

Home Froviclon Log Admin TROSS-Test User Help Logout

name | address
TR 1 m
o N TrTTRR(E) test address ]
oS el ) test address -
- Wi ypatrenn(10) nenn
HEL S Pe—— networka
¥ Winstecec(1n) teste
o1 S ymarigfinr 1 10 testa
o e sty test2f
4 S nanane) test3053
testsl
testi4
teat?
testid
+ Sdiesnngt) teste0
il b0 T4,
w Nayearaon testes
¥ Nlyeatt7i1) testd
lﬂ l Iv
Home Provision Log Admin TROGS-Test User Help Logout
4 DeviceManagement
[l I— e [ ) IR TR
name Deviceld |Device nan 00 |Seriabtumt Addiess  [1n |Part [uii fummmiw.nmndls!.uf. |DevicaTypd
=i et View T =) 4568 85964 8566 a0 0 “igor nassword  Dissbis Trigs =
+ N aceonm) s 3597 5557 80 9997 Agor pansward  (isabie Trogs
7 Qrrrream 3508 5558 5 £ vigar password  Enable Trods
7 pyecocesaiy testh o6s eWmICRNL . vigor password  Date Trogs
i3-Sy Dray Tk DOSOTR Yigor DO507FZ23044 O woss EWMICRIL, . Vgor password  Emable Trigs
Supplier_000256_0r5L gateway_i 1847 fewmiCRIL, . vigor paszword  Enscle Trids
DrayTek_G0B07F Vigar (0E0TFOOSADS 0080TEDA a6 fewmiChH wigar password  Ensbie Trigd
test3s " " it 80 " [ [ Cizabie ™
test?T test?T ” ” 7 b
e testEn esten " " ue u [ o4
i A sy teatsy Testss E ) 95 ¥ ] 1) Disable Triigs
4 NRler4) tents tostsd & 9 94 23 98 Cizabie Trigs
restlon testiod 100 100 100 100 100 Disaoe Trons
12082 test SSOTFC 15 §0E% fewm/CRML . viger password  Enshls Trods
12083 DrayTeh_0OSOTF_Vigor_0080TFC13164  008GTFCL 118 Boss CWmUCRNL. . igor password  Erable Trods
12054 Custhelier 0 AD il bb 1 L 0 Agor password  Eable Tross
=] 12038 Costiellet_001<70_1A0_nul nall 1 "o gor password  Disstie Trige 3
il [ [ | [ | [ | [ Dessble o [To0s  wlfS

4.1.2 Delete Networks/Devices
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To delete a network/device, click Admin->Network Management/Device Management

select the network/device grid displayed under Network View and click @

VigorACS will ask you to confirm the deletion. You can click OK to execute the action, or
click No to cancel.

If there is still one device grouped under a sub-network/network, such network cannot be
deleted until that device is removed.

4.1.3 Edit Device

Basically, all the connected CPE will be scanned by VigorACS automatically and shown on
the screen. Simply choose the one you want to view and double click on the grid. The
corresponding information for the selected CPE will be shown on the bottom of right side.
You can modify the settings if necessary. See the following graphic for an example.

Deviceld |Device_name |SeriaINumI1Address |Ip |P0rt |Uri |UserName|Password |Status |DeviceType
1 1 1 19216851 80 1 vigor password  Disable Troes
[:75e [s7 [a7 [1ez168:5 a0 |37 Jvigar |password iEnab\e v iTr069 v
Deviceld The number displayed here is specified by VigorACS
automatically.
Device_name The original name will be displayed here. To change it,
simply enter a new name
SerialNumber. The factory default Mac address of the CPE.
Address The original address will be displayed here. To change it,
simply address a new address for replacing.
IP Enter the IP address of the CPE.
PORT Enter the port number of the CPE, e.g. 80.
URI Enter URI (Uniform Resource Identifiers) in this field.

For example, the URL set on CPE’s TR-069 web page is
http://172.17.3.9:8080/ACSServer/services/ ACSServlet,
then the URI will be :/ACSServer/services/ACSServlet.

User Name Enter the username that displayed on the web page of
TR-069 for that CPE.

Password Enter the password that displayed on the web page of
TR-069 for that CPE.

Status Choose Enable to make the CPE be controlled by
VigorACS.
Choose Disable to make the CPE be not controlled by
VigorACS.

SAVE When you finish the modification, click SAVE to invoke
the settings.

4.1.4 Edit Network

The Administrator can create several networks for different CPEs. Also, the administrator can
edit the network for the CPE.

1. Click Admin->Network Management to get into network configuration page.
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2.  Click the grid of network that you want change, enter the information you want change

in name and address field.

HetworkManageme nt\

2 |o] @l |g]

name address
=14 Metwark ‘iew(3992)
- W 9a9a(7 bl
-4 TTTTEEID) test address
i | teste
- testa0m) testao
-‘-_-ﬂ yyonnonSE;d] test address
vl h j#nnﬂ-nnnn(d s mEne

3. Click \il to save network setting.

4.2 Parameter Range

You can adjust range of parameters for using in CPE.

/J, Admin_ParameterRange\

Glajsjeolz] | |5

rulename

InternetGatewayDevice. Layer3Forwarding. Forwarding. {i}. Status

InternetGatewayDevice LANDevice. {it. LANEthernetinterfaceCanfig. {it. MaxBitRate

-8 InternetGatewayDevice LAND evice. {it. LANEthernetinterfaceConfig. {it. DuplexMade
-8 InternetGatewayDevice LANDevice. {i}. LANUSEInterfaceConfig. {i}. Status
-10 InternetGatewayDevice LANDevice, {i}. LANUSEInterfaceConfig. {it. Type

-11 InternetGatewayDevice LANDevice, {i}. LANUSEInterfaceConfig. {i}.Rate

-2 InternetGatewayDevice, LayeraForwarding. Forwarding. {i}. Type
e InternetGatewaybevice IPPingDiagnostics. DiagnosticsState
-4 InternetGatewayDevice. LANDevice. {it. LANHostConfigManagement. Useallacate dwan
73 InternetGatewayDevice, LANDevice. {it. LANHostConfigManagement. IFInterface, {it. IFIntefaceaddressingTyps
-6 InternetGatewayDevice LANDevice {it. LANEthernetinterface Config. {i}. Status
7

-12 InternetGatewayDevice. LANDevice. {i}. LANUSEInterfaceCaonfig. {i}. Power
-13 InternetGatewayDevice, LANDevice, {iT. WLANC onfiguration. {i}. Status
-14 InternetGatewayDevice LANDevice {iT. WLANConfiguration. {it. BeaconType
-15 InternetGatewayDevice. LANDevice, {it. WLANC anfiguration. {i}. Standard
-16 InternetGatewayDevice LAND evice. {it. WLANC anfiguration. {it WEPEncryptionLevel
-17 InternetGatewayDevice LANDevice. {iT WLANConfiguration. {it. BasicEncryptionModes
-18 InternetGatewayDevice LANDevice, {i}. WLANConfiguration. {it. BasiciuthenticationMade
-19 InternetGatewayDevice LANDevice, {iT. WLANConfiguration. {it. WPAEncryptionMaodes
ﬂ Click this icon to create new record. After clicking this

icon, an empty field will be appeared on the bottom for you

to enter the new parameter.

-154 InternetGatewayDevice, X
-155 InternetGat
156 InternetGat
-157 InternetGat
-158 InternetGat
-152 InternetGate
-160 InternstGat
-181 InternsetGat
-162 InternetGat
-lG3 InternetGat

5, LinkType

alingToDuallsPs. PPPAUthenticatio

onfig.DataFath
e {it.
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Click this icon to save current settings.

Click this icon to delete the selected parameter rule.

Click this icon to cancel the editing.

oo @ (g

Click this icon to refresh display of current parameter
setting.

Click this icon to view/add/modify detailed information for
the selected parameter rule.

ParamatarRanoa

i SpetilWindneei—iT—iTr T— 0701 B0
HEIEE]
| 154 = |
display |va|ue detailid‘ 2|
Mane Nane -154 1 L

Bm & o omomom rmr | I I\\'

Example:
You are going to add addressing type - DHCP for CPE managed by VigorACS.

1. Click Home->Table View, then click on the grid of the device that you want edit
parameter range, the parameter range window would pop as below..

14 SbrayTek DOS07F Vigor DOSO7FCS T  eee—e00o» 3 0 0 o0 @
UEICIEN

Name Value Iswritable [

# C] InternetGatewvayDevice.

2. Click “+” to expand folder tree and find the parameter.

3. The parameter path can be found by expanding the folder tree:

InternetGatewayDevice-> InternetGatewayDevice. WANDevice.1->
InternetGatewayDevice. WANDevice.1.WANConnectionDevice.1->
InternetGatewayDevice. WANDevice.1. WANConnectionDevice.l. WANIPConnection.
1->InternetGatewayDevice.WANDevice.l.WANConnectionDevice.1. WANIPConnecti
on.1.AddressingType.
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i+ =DrayTek_00507F_Vigor_00507FC35378

, RN
I ermesaewayDevice WANDeice.T THamT =i
T internetGatewayDevice WANDevice.1 WWANEthermetterfaceConfig.
=1 3 InternetGatewayDavice WaNDevios. 1 1WANConnectionDavics 2
143 IntermetatewayDevice VWANDevice 1 WVANCarnectionDevice 1. v
[ miermetGaiewayDevice WWANDevice 1 WANCannectionDevice.1 WANPCannectionNumber OfEnlries 1
D) InternetGatevayDevics WithDavice 1 WaNConnectionDevios. 1 WNPRRConnectiontumber OfErtries 1
=423 ItermetGatevayDevice WANDevice 1 WANCannectionDevice 1 WANPConnection «
F1 {3 InternetGatewayDevice WANDevice 1 MANConnectionDevice.1 WANPCannectian 1 v
- [ intemetGatewayDevice INANDevize 1 WIANCoMnectionDevice. 1 ARMPConnection 1 Endble true ./
[ IntemetGatewayDevice WaNDevice 1 WaANComnectionDavice. WaNPConnection 1 Uptine 171122
[ InternetoatewayDevice WihDevice | WANCannectionDevice.1 WaNPConnection.1 ldleDiscannest Time 0 v
[ Internet: 0 VWANDevice 1 WANComectionDey BN el Static ] vl
[ IntemetGatewayDevice aNDevics 1 WANConectionDevice 1 WNPCannection 1 ExdernalPddress v
[ intermetGatewsyDevice IANDevice | WANCamnectionDevice. WANPConnection 1 Subnetitask gl v
[ IntemetGatewsyDevice IWANDEvice 1 WiANCommection Device. 1 WAMPConnection 1 DefautGaleway 17217.3.1 v =

4. Choose DHCP from the list, then Click u to save parameter change.

4.3 VPN Setting

Click Home->Topology View. A map is provided for you to build VPN channel between two
CPEs with easy operation.

Home Provision Log Admin TROG2-Test User Help Legeout

i Teie vew otk Hetwork Viem \|
& Tk e | [ T seanch |

Please type keyword and click Search. The searching result will be shown with a popup
window on current screen.

Search Window

3

BO
I S T T P, ) e e s e )
12011 a0 DrayTek 00507F_Vigor D0S07F223344 17217377 BOBS icwmiCRN Al DrayTek  O0S07F 00507F223344 1.0 5 full Ns}‘:ﬁk
12021 a0 DrayTek 00507F_Vigor O0507FD0S6D817217.3203 80 jowmiCRN il  DrayTek  00507F 00507FDOS6DE 1.0 5 full Ns}‘:ﬁk
12035 a0 DrayTek 00S07F_Vigor 00507FC1316417217.3116 B0BS icwmiCRNhtml  DrayTek  00507F  O00S07FCI3164 1.0 3 null Ns}‘:ﬁk

T T T T LT T g

You can click the go link to know relational information for the router. See the following
example.
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DrayTek_00507F_Vigor_00507FC26824

IP:172.17.3.115
Port:8069

Uri: fcwm fCRN. html
Manufacturer:DrayTek
Oui:00507F
SerialMumber:00507FC26824
Spec:1.0
Hardware:4

To zoom in one point on the map, please click @5 and use the mouse to drag a frame (it will
be shown with red rectangle). After releasing the mouse cursor, the detailed information for
the area within the frame will be shown immediately.

4.3.1 Change LAN IP
To change LAN IP address for selected CPE:
1. Right click the CPE icon and choose Change LanlP.

= Change LanlP
T Reboat
1chd PN Status
Clear WFM Status
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2. A drop down menu will appear as the following.

changetonre MR

LanIp : [192.168.1.1 |

Submit

o

e |
3. Type anew IP address in the field of LanIP and click Submit.
4. After several seconds, the new IP address will be saved.

4.3.2 Reboot the CPE

When you finish any configuration, please right click the CPE icon and choose Reboot to
make the new settings enabled.

PM Status
Clear %wFM Status

i~

4.3.3 View the Status

To view successful VPN connection Status for CPEs, please right click the CPE icon and
choose VPN Status.

Clear %wFM Status

i~

A dialog box with detailed information of VPN connection will appear.

Virtual -
Type Remote IP Hetwork & UpTime

PPTP WMPPE none 17217 3114 19216581 0724 w2117 | Drop

ey
To clear the VPN Status, please right click the CPE icon and choose Clear VPN Status.
4.3.4 Build VPN Connection (IPSec)/(PPTP)

Cltﬁ Counly

‘Il
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Before you build VPN connection between two CPEs, you have to make sure both CPEs are
set with different LAN IP (with different subnet, e.g., one side is 192.168.1.5; the other side is
192.168.2.5) to avoid conflict.

The map can assist you to build VPN Connection with brief operation — drag and hold the
mouse, and release the mouse. Below shows an example of building VPN connection.

1. Right click any point on the map to display VPN Connection(IPSec)/(PPTP) link.
2. Choose VPN Connection.

WPM Connection(|PSec)
WM Connection(PRTR)
WP Disconnection

Cancel
Fefresh

3. Move your mouse to one (A) of the CPEs on both sides. Click and drag you mouse cursor
to the other side (B) of the CPE.

4. VigorACS server will build VPN connection between A and B devices. Please wait for
several seconds.
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5. When a VPN connection is built, a green line (for PPTP) or blue line (for IPSec) will
appear to indicate a successful VPN connection between A and B has been established.

4.3.5 Disconnect VPN

A connected VPN channel will be displayed on the map with green line. If you want to
disconnect that VPN, please follow the steps below:

1. Right click any point on the map to display VPN Disconnection link.

WM Connection(IPSec)
WM Connection(PPTR)
PN Disconnection
Cancel

Fefresh

2. Select VPN Disconnection and click on the green connection line. A confirmation dialog
box will appear.
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Microsoft Internet Explorexr |§|

\y Lre you sure to disconmnect this?

ok || Cancel |

3. Click OK.
The VPN connection will be disconnected after several seconds.
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Chapter 5 User Operation

Users who want to control CPE through VigorACS server can access VigorACS with user
name and password. This menu allows a user to set name, password, e-mail address as
identification in VigorACS system.

Each time, when the user wants to access into VigorACS, he/she can type the name and
password that been set in this page. Other people also can set different name and password for
accessing VigorACS. However, the password will be displayed with codes for prevent peeping
by other users. Please keep your password well.

User

% User

Q, zerManagement

% DeviceGroup

5.1 Insert/Update/Delete a User

36

To insert/update/delete a user, choose User item from User menu. The following web page
will be shown on the screen.

Home Provision Leg Admin TRO62-Test User Help Logout

/L User \

LU
N

o

userid Display the identification number generated by VigorACS
server.

username Display the name that users created.

userpassword Display the password that users entered. It will be displayed

with random codes. If you forget the password, simply click
the item and click Update for changing the password

manually.
useremail Display email address of the user.
description Display the authority of the user. There are three

levels —system administrator, administrator, and operator.

status Display current status of the user. “Active” means the user is
on the network.
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5.1.1 Create new user account

To create a user account, click New Record ﬂ to add a new user profile. An empty grid
would show under the user information grid.

viwAcs Professional TR-0808 ACS

o ... “'e.‘ =L T T i .- - ‘. - = g
(lals| O]
| { { ]
——  — o = ;
uwi_‘wﬂ!;‘b.'x‘lll ;m‘f‘af ; | iJDHM Active _
User Name Enter the name used by the user.
Password Enter the password of the user.
Email Enter the e-mail for communication between the user and
VigorACS server.
Description Description for the user.
Status Choose Active to authorize access privilege to the user,
Inactive to limit the access privilege.
. . . . =
Save After editing user information, click Save to save the
setting.
Cancel Click Cancel g to discard the setting.
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5.1.2 Edit User Information

Users can modify the user information stored in VigorACS if necessary. Double click on the
user information grid, the grid would become highlight and can be modified, after modifying

the user information, click Save
S ETIGE

El

to save the setting.

username

[

‘ useremail |(Iescri|1|i0ll |5|ﬂ||ls

users_0000000000000
users_1088932110500

+GWH NIORIfO07ICmxSLIwzr dwic=
DIk mDEIUC LT hExNG Zo=

rocti@sms active

admin@ems Active

System Administrator
Administratar

5.1.3 Delete User Account

To delete a user setting, please cli

bt o BROK D SkmUthm zkx8=

[operator@ems [operator

ck on the grid that you want to delete, the grid would

become highlight, click Delete @ a window would pop and ask if you want delete the user
setting, click yes to apply the deletion or no to cancel.

O d @] &=

Active -

[username

[eeorpreewers

useremail |(Iescri|)tion ‘stcmls

users_0000000000000
ugers_1098932110500

root

admin

5.2 User Management

MRSl Hicrosoft Intermet Explorer (3
ODPIKUNIFYMDBICuwt

~ 7]

System Acministrator
Administrstor

active

Active

9
2 o vouue o des ths?

L]

This page allows you to set the access privilege of VigorACS.

UserManagement
USers
i
Available: Selected:
Administrator =
Operator
Sy=tem Administrator .
=
=
Apply
Users Use the drop-down list to choose user that to be modified
his/her access privilege..
Available Display the available privileges on this box. Click >> to

38

grant the user all access privileges or click > for certain
privilege. The selected privileges would be shown on the
selected box and the privileges setting would be applied to

the selected user. There are three types of access privileges.

System Administrator — grant highest authority. One with
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this authority can do all of the jobs in VigorACS without
any limitation.

Administrator —One with this authority cannot use the
functions under Admin and User editing pages, but can
view and modify parameters of CPE.

Operator — One with this authority cannot use the
functions under Admin, User and Provision editing page,
neither to modify parameters of CPE; only allow to check
and view parameters of CPE.

Apply Click this button to apply the settings.

5.3 Device Group

The feature allows administrator (user) to manage networks and devices.

Hom# Provision Log Admin TROS2-Test User Help Logout

§ Devleetroup
Usmes [operater - Save
name |!.el==l|mui
=gl Mtk Wil ST NO =
-
i S e
Wl ) .

T & yyoooocdid) YEE
-

Use the drop down list to choose a user. Then you can assign devices or networks be managed
by the selected user. Click the “+” to expand the Network View and select sub-network or
device, the selected one would become highlight, then click Save to apply the setting.

Home Provision Log Admin TRO/

/I " Deuiceﬁroup\
=zers ||:|per.at|:|r g | Sa

name
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Chapter 6 Home Page
Operation

When you build all the network groups for the devices with different user names, you can start

to manage the devices at any time. This chapter will guide you how can you manage the
devices.

User Mame

Password

Home
% Topalogy Wieww
& Table view

6.1 Table View

Please type “root” as the user name and “admin123” as the password at the login page, then
click Login. The default page shows in Table View.

Home Provision Log Admin TRO69-Test User Help Logout

ideyword: Search ﬂ % q‘ 2 ‘[3 ‘ al|a
@ Network Yiew(35) Status | Deviceld | Device_name Seriallumber |Ip Port uri Manufactur{Oui SpecVersiolHardwareVq
1+ ‘JJ 99999(4) 2043 3766 37 192168.537 =1) k1 a7 37 37 k1
[N 77776604 ga7g 1973 1973 4973 £ 4373 4973 4973 4373 4973
= %9 yyoooaoBact) 12004 2098 2098 9998 £ 9908 9988 9998 0998 998
&) ‘-3 testnnnng2) 12011 Dray Tek_00507F _Vigor _00S07F223344 00507F223344 17247377 B069 fowm/CRN DrayTek 00507F 10 5
= ‘JJ networka(3) 12012 Supplier_000296_DSL gatevvay_0002960000... 000296000034 2057094199 7547 fowm/CRN Supplier 000296 10 Solos 4610
) ‘3(55’1(‘,[“:[:(2) 12021 DrayTek_00S07F _Vigor_00S07FDOSEDS 00S07FDOSEDE  172.17.3.203 80 JowmiCRM.... DrayTek 00s07F 1.0 E)
- S testo6(7) 12032 test 0S07FCISATE 17247315 8089 JewmICRN... DreyTek  Q0S07F 1.0 +
- N tecst2665(1) 1203 DrayTek_00S07F _Vigor_D0S07FC13164 0SOPFCIANES 17247315 8089 JwmICRN.... DreyTek  Q0S07F 1.0 3
I+ ‘3(&5130333(2] 12034 Castletet_001CFB_IAD_null bhb 0000 801 in Castlehet el Nors-) 110 12
4] T

The device List will be displayed as above. For the first time, there might be no device listed
here. However, if you have enabled device(s) under Admin page and have set the authority for
the user in User->DeviceGroup page, device(s) would scanned by VigorACS and been
displayed in this page. The detail of list fields show as below:

Status Display the status of the CPE under Network View.
Down — Means the device (CPE) is closed and VigorACS
cannot manage it.
Up- Means the device (CPE) is open and allows VigorACS
managing it.
Off — Means the device (CPE) has not detected by
VigorACS yet.
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Deviceld The number displayed here is specified by VigorACS
automatically.

Device_name Display the name of the device.

Serial Number Display the number that CPE offers automatically. Each
CPE will have different serial number.

IP Display the IP address for the connected CPE.

Port Display the port number for the connected CPE.

URI Display the URI for the connected CPE.

Manufacturer Display the manufacturer of the connected CPE.

Qul Display the OUI (Organizationally Unique Identifier) for
the connected CPE.

SpecVersion Display the software version of CPE.

HardwareVersion Display the hardware version of CPE.

To manage CPE through VigorACS, double click the device grid, the detail information would
show as follow:
- =DayTek_00507F_Vigor_D0BOTFCISIT =" Fen 0 0 H[O

dlo|: |

Hame Value IsWritable |

o 2y InternetCatesvayDevice I
[ InternetzatewayDevice LANDevicehumberEntries 1
D InternetGatevwayDevice WANDeviceMumber OfEntries 2

[ ] InternetGatewvayDevice Devicelnia

+] |:| InternetGatewayDevice Managemert Server.
+-_ ] InternetGatewayDevice Time.

-] InternetGatewayDevice Layer 3Forwarding.
[ ] InternetGatewvayDevice LANDevice

-] InternetGatewayDevice WANDevice

+- ] InternetGatewayDevice Services.

# [ InternetSatewayDevice %_00507F_VPM

-] InternetGatewayDevice ¥_D0S0TF_MAT

+ ] InternstatewayDevics X _00S07F_VLAN.
-] InternetGatewsyDevice X_00507F_Firewwall.

[ InternetGatewayDevice #_00S0TF_Status e

Ik A Ip:172.17.3.228 Port:3069  UriowemiCRM.btml  Manufacturer:DrayTek | SM.O0S0TFC35378  Specii 0 Hardwvare:4

Name Display the name of CPE parameters.

Value Display the value of CPE parameters.

IsWritable If the parameter can be modify, the IsWritable field would
be shown in

The administrator can access the CPEs through VigorACS and make changes to the remote
CPEs easily.

6.2 Topology View

To see the device Topology, please click Home->Topology View.

On the world map, you will see the position of the CPE managed under VigorACS. Simply
click on that point, a brief description for that CPE will be shown on the screen.
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Home Provision Log Admin TRO69-Test User Help Logout

| Home View Network: Hetwork View

-9 hetwork View(1) eyward: [ Search
N Urizicwm/CRILWtmI e - =
_ Manufacturer:brayTek [ | #E [E&wE
[€]l=][=] DUi0050TF
" Serialllumber:00507FC 35378
Spee:t.

‘; Hardware:4

E North Europ:
E Americ i
E Atantic v
E i
E Afri
il
-] (Soutn (Soutn
el America - pscitel . America
@ - ndian ik
FowiRED BV

6.3 Reboot the CPE

If you have done changes to the selected device (CPE) and want to reboot it, switch to the
Table View(Home->Table View) , select a device under Table View, the selected device

would become highlight, then click Reboot E3 | VigorACS will ask you to confirm the
rebooting, click Yes to reboot the device, or Cancel to cancel the rebooting.

arch ﬂ% G}|";‘B| ‘J'a‘

Status |Devicel(| |De\rice_n4 Reboot | ‘SerialNumher ‘Ip |Port |Uri |Manufm:tur4 Oui SpecVersiol Har(lware\h{

up 17217.3.228

Microsoft Internet Explorer E]

“?/ Are you sure to reboot?

A

6.4 Download File to CPE
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VigorACS allows administrator download files to selected devices (CPESs). Select a device

under Table View and click click Download ﬂ The following page would be shown.
wh | 2] H| 2[%|E] ||

Status |Device|(l |Devil:e_name |Serialll||m|)er |I|r ‘Porl |Uri |Manu[m:(ur4 Oui ‘Spec\l’ersiol Harllware\h{
up 17217.3.226
S¢ = Download Window —B80

<

Fileltame ; |} Firmware Uparade Image
2 Web Content
3 Wendor Canfiguration File

FileType There are three file types for you to choose for VigorACS
to download.Firmware Upgrade Image —for downloading
firmware.Web Content —to load web content
filter.Vendor Configuration File —to load configuration
file from vendor.

Filename Enter the filename or use Browse, choose the file you want
to apply to the device.

Apply Apply the downloading.

Reset Clear all field and cancel downloading.
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6.5 Parameter Settings

VigorACS will scan the parameters used in the CPE. The parameter scanning is
simultaneously with CPE. While you click the parameter folder tree, VigorACS would scan
the CPE parameter settings through connection and save it.

L =EDayTek_00507F Vigor 0507TFCHIHIT "e— H A

dlo|:|

Hame Value IsWiitable

(=3 InternetGatesvayDevice.

ID

D InternetGatevwayDevice LANDeviceMumberOTEnties 1
[ InternetatewayDevice WANDeviceMumber O Entries 2

-0 InternstGatewayDevice. Devicelnfo.

= D InternetGatewayDevice ManagemertServer.

[ ] InternetGatesvayDevice Time

+] {:l InternetGatewayDevice Layer 3Forwarding.

[#-{ InternetGatewayDevice LANDEvice.

- InternetGatewayDevice WANDevice

[ ] InternetGatewayDevice Services

+-] InternetGatewayDevice X _00S07F_\PM.

(62} D InternetGatewayDevice X _00507F_NAT.

Lt D InternetGatenvayDevice ¥_00507F_WLAN

] {:l InternetGatewayDevice X _00507F_Firewall.

£ internetGatewayDevice ¥ 00S07F_Stabus b

Ik Ip 17217 3228 Port:8063 | Uri/cwwmiCRM html Manufacturer:DrayTek | SMO0SOTFC35378  Specil 0 Hardweare:4

6.6 Output Parameter File
Switch to Table View and select the device you want to output its parameter file, click

Output Parameter File | & , a dialog box will pop as below:

ah [z [ E] c[¢[B] al«]
Status Deviceld Device_name ‘ output ‘ |Serial“uml)er |I|) ‘Port |Uri ‘Manmacludoui SpecVersio| Har(lware\h{

Microsoft Internet Explorer
?/ If you hope refresh parameter file that press "OK" else press "Cancel”.

BT

Click Yes to scan and get the parameter settings simultaneously from CPE, or Cancel to
download the parameter settings stored in VigorACS.

EXTH (%]
EEEmE R A
@ &¥: DrayTek_00507F_Vigor_00507FC35378 2anl

#88U: ¥ML Document
#8: 172173297

(mBo | #eo | [ 58

HEXR B AR E R U aE R B HE ¢ R FLEFERT
BEEEETATEN - ARSI AR - ETREER
SE ] Bt R

=

The file store in Xml format and can be viewed with any text editor, administrator can check
what parameters values set in the device (CPE). With this feature, the administrator can export
parameter settings to other CPE.
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6.7 Upload Parameter File

Select the CPE that you want upload parameter settings to it, and click Upload L under

Table View(Home->Table View), a window would pop as below:

W

' = Upload Window =—H [
FiteType : |

Prefix - | 1 Vendor Configuration File

2 VWendor Log File
Ay [ FESET

FileType There are two kinds of files you can choose.
Vendor Configuration File —to load configuration file
from vendor.

Vendor Log File —to upload log file from Vendor.

Prefix Enter any characters for users to identify. It will be
appeared in the beginning of the filename that you want to
upload.

Apply Click this button to apply the uploading..

Reset Click this button to clear all field and cancel the
uploading..

After clicking Apply, please wait for several seconds. The result will be shown as the

following:

Status=1

StrantTime=5at Jan 01 00:00:01 5T 1
CompleteTirme=Sat Jan 01 00:00:02 C5T 1

6.8 Edit the Parameter Value

The administrator can edit the parameter value for selected device. Double click the device
grid that you want to edit under Table View to open parameter setting page. Usually,
InternetGatewayDevice will be shown on box of parameter setting.

22 =DrayTek 00507F Vigor 00S07FCISImIe— g
NIETIE|

Hame Value iswiritable [
# (] InternetGatewayDevice.
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For example,
InternetGatewayDevice->InternetGatewayDevice.Deviceinfo->ProvisioningCode can be
edited. Click on the grid, an empty input box would show, enter information you want to

edit.Click Save ﬂ to save parameter setting to CPE.

cEDrayTek 00S0TF Vigor 00507FC383T =121 b H[|
dlo|z]
Hame: Value IsWritable
= -
[ IntermetGatevayDevice Devicainto ManutactureroLl 00S07F
[ IternetGatenvay Device Deviceinfo Madelame Vigor2310v Series |:
[ nternetGatevayDevice Deviceinto Descrigtion DrayTek Vigor Router
[ InternstGatevrayDevice Devicsinfo Product Class Vigor
O interr Device Deviceinfa Q0S07FC35378
[ Interr Device Deviceinfo Hardwareyersion 4
[ Irternetcat Device Devicelnfa Soft 313
0 Interr Device Deviceinfo ModemFirmwareersior Mo DSL
[ IntermetGateviayDevice Devicsinto Specversion 10 u
[ InternetGatewayDevice Devicenfa ProvisioningCode [ ¥4
[ IntermetGateveayDevice Deviczinto UpTime a707
[ InternetGatevrayDevice Deviceinfo. OLI 00S07F
[} InternetGetewayDevice Devicsinfo X_00S07F_enagementUser name v
I Favicainia v_anenze 1
1] I

Note: Some of the parameters cannot be modified. Therefore the corresponding box

and field will be dimmed and no v icon be shown.
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Chapter 7 Provision Operation

Provision operation can help administrator to set provision profiles for different TR-069
specific CPEs with little settings instead of configuring different routers one by one.

a Provizion Global Setting

‘ HeepPrafile

‘ GlobalParameter

-

Provision
a Hplazelils deMetworkh,
a Firmwwarellpgrade 3 a Firmwearelpgrade_Excludelist

a Firmwearelpgrade_Trigger

‘ FirmweareUpgrade_Includebetvwork

‘ Firtmwearelpgrade_Global=etting

Pravision

& UploadFile
a FirmuwareUpgrade

‘ Provizion Global =etting

‘ WeepProfile

‘ GlobalParameter

-

7.1 UploadFile

a GlobalParameter

a GlobalParameter_includenetwork

This feature allows administrator to upload the file to VigorACS at any time.

Home Provision Log Admin TROE9-Test User Help Logout

/ .4 Provision_UploadFile’y

@] 2] @l%]c)

| | I ¥

property | ;ize| lastiModified ‘dire(tnry |5
Directary 0 08 14:55:05

- Directary 0816:27:38

00507f868568.xml xml file 1870

2910.cap cap file 12311

cfg Directory 1

httpprovision Directory

input Directory

testl Directary

vzk7v_V_B01172008.rst rst file 28914536

Delete

|h =]

Refresh
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Click this icon to delete the selected provision file.

Click this icon to refresh current status.
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Click this icon to upload the provision file.

- = Modal Window =——H[
Choose File - | bl |
Upload |
| Download Click this icon to download any provision file selected
from the file list to such CPE.
[ '-I
“#] Create Folder Click this icon to create a new folder. It will be displayed

under filename field.

- = Folder Window =—"——"=H[O

Falder Mame : |

Create |

7.2 FirmwareUpgrade

FirmwareUpgrade web pages allow you to upgrade firmware for specified CPE device.

When VigorACS receives information from CPE about firmware upgrade, VigorACS server

will check if model name, modem firmware version, parameter of manufacturer OUI and
software version correspond to the information stored in VigorACS server. If everything can
match but software version not, VigorACS will execute firmware upgrade with the file stored

in server database automatically.

Principle

Refer to the following graphic:

VigorACS

Initial or periodic inform request

[

Get model, modem version, manufacture OUI and software version

Return model, modem version, manufacture OUI and software version

! If firmware upgrade enable

1
|
D If software version not equal
h

) If not on exclusive list
Request firmware upgrade

Firmware upgrade start

s St e
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VigorACS will get ModelName, ModemFirmwareVersion, ManufactureOUI and software
version from CPE while CPE contacting with VigorACS.

VigorACS will check ModelName, ModemFirmwareVersion, ManufactureOUI on CPEs
with information of CPEs stored in database to make sure the firmware is compatible for
CPEs while administrator enables firmware upgrade.

If the ModelName, ModemFirmwareVersion, ManufactureOUI are fit CPEs to be
upgraded firmware but software version is different(meaning there are a new firmware
release), VigorACS will issue firmware upgraded to CPEs.

The CPEs start to firmware upgrade. When it finishes, CPE reboot by itself.

Network administrator can add devices to excluded list on VigorACS. Those devices on
excluded list will be skipped from the firmware upgrade, even the model, modem version,
and manufacture OUI are fit the CPEs.

Once network administrator has set up VigorACS , all devices with same ModelName,
ModemFirmwareVersion, ManufactureOUI would upgrade the same firmware without other
configuration.

Preparation

To upgrade the firmware, please:

1.

Upload the required firmware from vendor for the CPE that you want to upgrade to
VigorACS server. (Refer to 7.1 UploadFile).

Set triggering time for the firmware upgrade (Refer to 7.2.1 FirmwareUpgrade_Trigger).
Such mechanism can help VigorACS to execute firmware upgrade automatically.

Choose suitable firmware for the CPE that you want to upgrade (Refer to 7.2.2
FirmwareUpgrade_GlobalSetting). You can set lots of GlobalSetting profiles to be used
in different CPE devices. In this step, you must specify which firmware to be applied in
the CPE device requiring to firmware upgrade.

Choose which CPE device required to execute firmware upgrade. Refer to 7.2.3
FirmwareUpgrade_IncludeNetwork.

Set excluded CPE devices for firmware upgrade. Refer to 7.2.4
FirmwareUpgrade_ExcludeList.

After finishing step 1 to step 5, VigorACS will upgrade firmware at the planned time with
correct firmware for the specified CPE devices automatically. It is not necessary for you to
click any button to execute firmware upgrade.

7.2.1 FirmwareUpgrade_Trigger

This page allows administrator to set special time to trigger the provision. You can specify a
name for it.
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& FirmwareUpgrade_Trigger\

EIETEIICIE

[ ~

[ -

=

date | day_type

start_day

|ch4 end_day |time

|time7type

start_time ‘ end_time | creatatime | createuser

default - Ay

Any

Tue Mov 28 00

root

ﬂ New Record
] save

8 petee

O/ cancel

ﬂ Refresh

When you click New Record ﬂ a new line will appear as follows.

' FirmwareUpgradeiTrigger\

Click this icon to create a new record.

Click this icon to save the record.

Click this icon to delete the selected provision file.

Click this icon to cancel the operation.

Click this icon to refresh this page.

IERETRTCIES
[ - | |Schedule ~ | | I
date |day_type start_day ‘ ch4 end_day |time |time_type start_time|end_time |createtime ‘ createuser |?
default - Any - - - - Ay 00:00 0000 Tue Mov 28 00:... root
| - [ ¥ [0 [ [ -

TriggerName

date
day_type
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Type a special and easy to identify name for the time

trigger. After you click Save ﬂ the new name will be
displayed on the drop down list to the right side.

Mean the following items to be configured is date.

Choose Any to let VigorACS update the CPE firmware at

any day.

Choose Schedule to let VigorACS update the CPE

firmware according to the date set in this page.

FETH v

Ay
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start_day

check_end_day

end_day

Time

time_type

start_time

end_time

createtime

createuser

Use the pop-up calendar window to set the starting day for
CPE firmware update. Move your mouse cursor to choose
one day and click the mouse. The selected date will be
shown on the entry box.

. = Date Window [
2008 | b| Hr|

44 | 4 | May

Su Mo Tu We Th Fr Sa

2] 3

1
415 (& 7| 85|10

11 12 (1=3) 14 |15 (15|17

12| 19 (20) 21 | 22| 23| 24

25| 26 | 27 29 (=20] =1

Today

Check this box to let VigorACS check the end of the
schedule automatically.

Use the pop-up calendar window to set the ending day for
CPE firmware update. Move your mouse cursor to choose
one day and click the mouse. The selected date will be
shown on the entry box.

Mean the following items to be configured is time.

Choose Any to let VigorACS update the CPE firmware at
any time.

Choose Schedule to let VigorACS update the CPE
firmware according to the time set in this page.

FETH v

Any
Schedule

Use the pop-up calendar window to set the starting day for
CPE firmware update. Move your mouse cursor to choose
one day and click the mouse. The selected date will be
shown on the entry box.

Use the pop-up calendar window to set the ending day for
CPE firmware update. Move your mouse cursor to choose
one day and click the mouse. The selected date will be
shown on the entry box.

Display the time of such time trigger created.

Display the name of the user/administrator who made such
time triggering.

7.2.2 FirmwareUpgrade_GlobalSetting

This web page allows you to specify required information for matching with the CPE device.
The profiles created here will be regarded as a basis that VigorACS server uses to compare
information coming from CPE router with the information stored in VigorACS server’s

database.

When VigorACS server receives information from CPE about firmware upgrade, it will check
if the received model name, modem firmware version, parameters of manufacturer OUI and
software version correspond to the information recorded in VigorACS server. If everything
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can match but software version not, VigorACS will judge that the remote CPE requiring
firmware upgrade. Next, VigorACS server will execute firmware upgrade with the file listed
in FirmwareFile field automatically at specified time.

/ Provision_FirmwareUpgrade\

Ja@lols] | ||
I I

[ [ I = = = 2w

id | name |mode|_name |modem_fir+ manufactu‘ software_\.I firmware_file |triggemam status event event_typg

1 sample  Vigor2700 Seri.. 100_& An

00507F 3.1.1.1_RCE w2kTv_a_3.1.1.1_RCa.all default Disable MNathing GetPara

ﬂ New Record
] save

8/ petete

O/ cancel

ﬂ Refresh

Click this icon to create a new record.

Click this icon to save the record.

Click this icon to delete the selected provision file.
Click this icon to cancel the operation.

Click this icon to refresh this page.

When you click New Record ﬂ a new line will appear as follows.

/’ L ProvisioniFirmwareUpgrade\

Jdglele] | ||

| I I | I | > = ~ ~[¥
id |name |m0de| name |modem_fir+ manufactu|soﬂware_qfirmware_ﬁle |triggemam status event event_typdz
1 sample  Wiger2700 Seri... 100_AAn... 00507F 3.1.1.1_RCG w2kiv_a_3.1.1.1_RCE.all default Disable Nothing Get Para..

[ [ [ [ [ | ~]| | | v|
id Display the number of the global setting.
name Type a name for such setting file.
model_name Type the model of the CPE device that needs to upgrade

modem_firmware_version

manufacturer_oui
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firmware.

Type the firmware version of the CPE device, e.g., Annex
A, Annex B, and etc.

Type the characters of OUI. OUI means “organizationally
unique identifier” of the device manufacturer.
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software_version

firmware_file

triggername

status

event

event-type

Type the version of the firmware.

Click E to choose one file for this profile.

/ b Provision_FirmwareUpgrade\

- = TextPopUpWindow

fileName |pmpert)«r |
Directory
Directory
input Directory
[¥] v2910_20071126.rst rst file

Choose one of the trigger profile from the drop down list.

Click disable to give up the upgrade procedure or click
enable to activate the upgrade procedure after clicking
Save.

While upgrading firmware for CPE device, the required
parameters (e.g, WAN, LAN, VPN...) on CPE device can
be backup in VigorACS server and can be restored in the
future if required. Please choose the one you need.

Mothing

Backup and Restore

Nothing — All the parameters configured in CPE device
will not be saved/restored and will be written after
VigorACS server executes firmware upgrade for it.
Backup and Restore — All the parameters configured in
CPE device will be saved and restored in a place before
VigorACS server executes firmware upgrade for it.

If you choose Backup and Restore as the event selection,
you have to specify event type additionally.

Get Parjiy

Get Parameter Yalues
Vendor Configuration File
Get Parameter Values — Generally, VigorACS server will
scan all the parameters configured in CPE device while
connecting CPE device. You can choose this item to use
current configured parameters obtained from CPE device
as the basis for parameters backup and restore.

Vendor Configuration File — Choose this time to use the
parameters recorded in cfg file of CPE device as the basis
for back and restore.
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7.2.3 FirmwareUpgrade_IncludeNetwork

This page displays the quantities of profiles created in FirmwareUpgrade_GlobalSetting. You
can specify which CPE device required to execute firmware upgrade.

. ProvisioniFirmwareUpgradelncludel-letwork\
FrovisionfName - Save ‘

name

Select Davices
[\ L]

|- Metweoirk Wiew(1)

8 DrayTek_00S07F_Vigor_00S0TFC26524

Move your mouse to the tree view of Network View. Select the ones (representing CPE

devices) that needed to have firmware upgrade. Next, choose YES in the field of Select
Devices.

. Provision_FirmwareUpgradelncludelletwork\
ProvisionMame : ’samp\e—v| Save |

name

|5e|ect Devices |

=|- 4 Metwork igw(1) O

TES
MO

Later, VigorACS server will judge the necessity of firmware upgrade for the selected CPE
devices specified here to upgrade firmware by comparing the parameters settings stored in
VigorACS server with the information received from the selected CPE device.

7.2.4 FirmwareUpgrade ExcludeList

Not all the CPEs controlled by VigorACS need to upgrade firmware at any time. VigorACS
provides excluding mechanism for the CPEs that do not need to upgrade firmware. This web
page allows you to set excluded CPEs for firmware upgrade. Simply type the serial number of
the CPE on SerialNumber field and click Save. The one will be shown on the list. Next time,

if you want to upgrade firmware for the specified CPE, simple open this page and remove the
item.
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/ i Provision_FirmwareUpgrade_Ex(IudeList\

EIEIETIIES

7|
_serialnumher 2

Mo itzrms to show.

ﬂ New Record Click this icon to create a new record.

ﬂ Save Click this icon to save the record.

@ Delete Click this icon to delete the selected provision file.
g Cancel Click this icon to cancel the operation.

ﬂ Refresh Click this icon to refresh this page.

When you click New Record ﬂ a new line will appear as follows.

' Provision_FirmwareUpgrade_ExcIudeList\

o]u]@] 8¢ ]

4
serialnumber &

SerialNumber Type the serial number of the CPE that does not need to
upgrade firmware.

7.3 Provision Global Setting

54

Provision Global Setting allows you to IMPORT existed profile. The CPE will send message to
VigorACS server for an interval, for restarting and for the fist time initiating. VigorACS Server
will check the database to find out the request of configuration for that CPE. If yes, VigorACS
server will configure the parameters of that CPE directly according to the profile set previously.

For several CPEs can be assigned in the profile and the serial numbers of those CPEs will be
recorded in the profile (with file format of XML), when you choose a profile and click Upload,
all the configuration recorded in that file will be applied to the CPEs that listed on the profile.
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You can modify XML file manually. Please use any text editor to open the profile.

The content of XML file will be similar to the following example:

<?xml version="1.0" encoding="UTF-8"?>

<tr069 xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="tr069">
<items>

<item id="1" name="InternetGatewayDevice.Services.VoiceService.1.VoiceProfile.1.Line.1.SIP.AuthPassword"/>
<item id="2" name="InternetGatewayDevice.Services.VoiceService.1.VoiceProfile.1.Line.1.SIP.AuthUserName"/>
</items>

<devices>

<parameter id="1" value="12345678"/>

<parameter id="2" value="test5678"/>

<device serialnumber="00507F3331FC" name="DrayTek_Test_00507FD9C2C0" isreboot="false" network="networkname">

</device>

</devices>

</tr069>

<items>: define which parameters needed to be configured.
id: index number

name: name of the parameter

<devices>:  specify how many devices will be applied and configured.
serialnumber: serial number of the CPE

name: name of the CPE that can be changed.
isreboot: decide if CPE needs to reboot or not after setting parameters
network: explain the CPE belonging to which network

<parameter>: the value that you want to set/change/modify
id: indicate the index of the number used in item

value: characters for that parameter
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55




/ . Provision Glebal Setting\

SlelalsiEuial T | | |
=
Hfilel-lame |property ‘ size||astModified |directory | 2
Mo itermns to show.
@ Delete Click this icon to delete the selected provision file.
A
_® | Refresh Click this icon to refresh current status.
E Upload Click this icon to upload the provision file.
. = Modal Window ="——8 [
setting_profile_file : [ HEE
Upload |
ﬂ Download Click this icon to download current used provision file
from VigorACS server to your host.
|—§| | Detail Click this icon to open detailed information window.

\i‘ Host

56

0 Detail Window BEO

[l e

For the request of customers, you can connect VigorACS
with remote server. Please specify the remote server by
typing URL on this page. After clicking Save, the remote
server will receive notification from VigorACS. When
VigorACS executes setting_profile to the connected CPE
according to the content of the profile, it also will inform
remote host. Click this icon to open host window.
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= Host Window="————""—""_"_"§H[

url : |htt|:-:_-"_-"I-:--:alh-:-:t: S0a0/ACSServerTestServlet

username : IE\-:':-

password : ||:-a::-r'1'-:-r-:l

status :|Disab|e "’

Save | Reset |

URL - Type the URL of the remote host.

Username - Type the name of the remote host.
Password - Type the password of the remote host.
Status - The default setting is Enable. VigorACS can
notify remote host easily. Choose Disable if there is no
remote host existed or you don’t want to inform remote
host.

Reset — Clear current settings.

E‘ Upload Text File Click this icon to upload a text file. A pop up window will
appear for you to choose the one you need.

- = Upload Window =—"—"—=8[O

setting_profile_file : [ HEE
Upload |

\_1 Show Text File There are two types — Text and XML for the profiles of
CPE parameters. This icon allows you to switch viewing
between text file and XML file

File Name List the name of the provision profile.
Property Describe the meaning of the file format.
Size List the size of the file.

Last Modified List the modification date for the last time.

7.4 KeepProfile

Some ISPs do not wish CPE client changing the parameters of CPE device. If the parameters
of CPE device were modified by the users, VigorACS (the administrator) server could use the
parameters listed in this web page to restore the original parameters.

Note: To enable KeepProfile setting, please go to Admin>>SystemParameter and
set value to “true” for the item of ProvisionKeepParameter first.

f oh Admin_SystemParameter\

el [e=] | ]
| ~ |7
name |va|ue B
[ProvisionkeepParameter | wr =]
2 ProvisionWaitCount 3
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L KeepProfile \

- W etk Wiew(1)

Insert

Update Delete

SerialI-lumhe* Parameter Value

Mo items to show.

Insert

Update
Delete

Click Insert tab to open the following dialog.

L = Insert Profile "0—=——=g [ "

SerialMurmnber: ||

Fararmeter: |

Walue |

Save |

SerialNumber — Type the MAC address of the CPE
device.

Parameter — Type the name of the parameters. If you
forget the correct name, please go to Home page to check it,
next return here and type it.

Value — Based on the parameters set above, type the
required value. If you do not know how to define correct
value, please go to Home page to check.

Update the parameters for the selected item (CPE device).

Click this tab to remove current chosen item.
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7.5 GlobalParameter

To enable GlobalParameter setting, please go to Admin>>SystemParameter and set value to
“true” for the item of IsSetGlobalParameter first.

15 IsRebootafterDownload false
16 KeepProfilelpdateRule 1
[lsSetGlobalParameter v |-

7.5.1 GlobalParameter

This web page allows users to set profiles which will be used to configure parameters of lots
of selected CPE devices at one time.

1 Provision_GIobaIParameter\

[0]a]8] o]2] =

=4

name

Ermpty

ﬂ New Record
] save

8 petee

O/ cancel

ﬂ Refresh

|—§] | Detail

Click this icon to create a new record.

Click this icon to save the record.

Click this icon to delete the selected provision file.
Click this icon to cancel the operation.

Click this icon to refresh this page.

Click this icon to open detailed information window. You
can type the parameters values to be applied in CPE device.

4k Prevision_GlabalParameter

L Detall Window BEBOO
ST
- | ] i
name |vatue |order |&
Loading d

When you click New Record ﬂ a new line will appear as follows.
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/.|, Provision_GlobalParameter'y
(2

|a]@] o]z =
Eid
R
id Display the number of the profile.
name Type the name for the global parameter profile, which will

be applied in GlobalParameter_includenetwork.

7.5.2 GlobalParameter_includenetwork

If you have created several profiles in GlobalParameter, you can specify which CPE device to
be applied with the new created profile. If you do not specify any profile for the connected
CPE device, the default profile configuration is “Empty”(displayed in the field of profile_id).
No parameters will be applied to the connected CPE device.

Specify certain profile (globalparameter) to be applied in selected network, selected CPE
device by clicking on the tree view structure.

b Provision_GIoba|Parameter_includenetwork\

Save

name

profile_id

+ "3 Metweork “igw (1) Empty

VigorACS User’s Guide



Chapter 8 Log View

Log menu provides administrator records for manipulation, download, reboot, parameter
values, object adding and deleting executed by VigorACS.

,’ & TotalLog Y

v,&LUg

& ActionLog

& UploadDownloadLog

& Rebootlog

& SetParameteryalueslog
& AddOhjsctlog

& DelsteObject og

,ﬂ JobLog

& SettingProfielog_Upload
& SettingProfielog_Setvalue
a SettingProfilelLog_fatifyList
a SettingProfileLog_hotifyLog
a FirmuvareUporadeBackupRestareloy
& Systemlog

8.1 Action Log

This page displays all the activities executed by VigorACS.
I W 55

[ [ [ [ [ [k

action deviceid| Devicellame Deviceip action_idtime B

All the actions will be listed one by one. To view the detail, simply double click on the action.
A popup window will show device name, device IP, user ID, parameter key, create time, finish
time, status, fault code, fault string, name, value and so on.

i ; B00
ul ||

! ! 1 | ! | | | i
o manutacturer |oul |productciass | serisnumber | ‘ma_erwelope | curmenttime. | ratry_count | | |&

PR
1 CrovTek DOSTF Wiger DOSITFCIEITE 1 MOSETHIOE EF 022510 wtmm
M

8.2 UploadDownload Log
This page displays upload/download actions that VigorACS did for certain CPEs.
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| =) =] [ ||
|

1 = T T T T T T 1 & i i

L[ 1
ideviceid‘ﬂeuicename |I]e||ic+useri{tomrllﬁlena*cremetime |ﬁnismime |faun:{faults{ﬁle!ydﬁlesi#url |pass\{large‘delaylsucc4failur4s13tus|slarttime

‘tompletetimel b

8.3 Reboot Log

This page displays all the reboot actions initiated by VigorACS.

dawiceid‘ Devicellame |Deuiceip |useri(l |cnmmandke'y currenttime | status
1 1 DrayTek_00507F_vigar 0050717217 3.228 root 1216884229375 200557 A24H Finizh.
2 1 DrayTek_0SO7TF_igor_D0S0: 17217 5 228 oot 1219829361 56 200847 A258 Finish
i 1 DrayTek_00S07F_“igar 0050717217 3.228 root 1216934335512 200857 F25H Finizh.
4 1 DrayTek_00507F_vigor 0050717217 3.228 root 1217288663515 200547 298 Finish.

Commandkey A string sent by VigorACS to the selected CPE for
rebooting. After rebooting, the CPE will return this string
to VigorACS to inform the administrator/user that the
rebooting has been finished.

8.4 Set Parameter Values Log

62

This page displays all values of parameters of CPE devices controlled by VigorACS.

-devil:eid‘ DeviceHame |DE\li|:Ei|) ‘userid I key ‘ i [finishti |s|ﬂ||ls ‘fﬂultcuﬂe

|
1 1 DrayTek_00S07F_Vigor_0050; 172173228 raot 2005FTH25H 200857 8258 Parameter changes hat 0
2 1 DrayTek_00S07F_Yigor_0050; 172173226 raot

|faul|stri||g ‘

200557 A25H 200557 A25H Parameter changes hae 0

Select and click any one of the items. A pop-up window with detailed information for that
device will be displayed.

o Dt Windows

=]=]=]
WK

B | | I
F.WJM [t =
Fa— ooz
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8.5 Add Object Log

This page displays all the objects added by VigorACS.
L8] JIJ L L |

| | I [ | i | | | | | |
deviceid| Devi [pevicei [useria |obi |parameterkey | i |inistti Ji {status [fauttcade [rauitstring |2

8.6 Delete Object Log

This page displays all the objects deleted by VigorACS.
L L 8] JIJ ]

I | | | | it | | < | Ed
ilevil:eitl‘ Devicellame |De|fil:ei|l |Ilserill |c||]jel:ll|:1me ‘| aaaaa eterkey ‘l:remelime |ﬁ|li5|l|ime |sla|lls |f:1l||ll:0(le |fal|||5|rillu |i

8.7 Job Log

After applying provision to the selected CPE, VigorACS will store log of execution in
VigorACS server. You can check JobLog.

o

| | | e | | i | r

JOB_HAME |.ICIHiGRDl|P |TRIGGERJ|AME |TRIGGEFLGROUP ‘FIREiTIME |PREVI0I.I57FIH' NEXTJ‘IREiTIIq CDMPLETEiTI'SI.ICCESS |é

For detail of the job, simply select and click the item number. A pop-up window with detailed
information for that job will be displayed.

8.8 Setting Profile Log Upload

After uploading the profile to the selected CPE (you have done configuration on
Provision>>Provision Global Setting page), VigorACS will query database to find the
proper configuration to the specified CPE while the CPE tries to connect to VigorACS server.
If the specified CPE receives the configuration, it will return confirmation information to
VigorACS server.

This page will list current status of the returning message of the CPE to VigorACS server.

You can open SettingProfileLog_Upload to check such information.

| z i | | I |

serialnumber |ﬂnu ‘ retry,m‘time ‘ rrrrrrrrrrrrr it |||ser|lame ‘ action | file_id
1 00507FC35370 Set Valus Successiul. 1 20037 H25H 0 HO ract o 2

For the content of the profile that you uploaded, simply select and click the item number. A
pop-up window with detailed information will be displayed.
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8.9 Setting ProfileLog SetValue

After uploading the profile to the selected CPE (you have done configuration on
Provision>>Provision Global Setting page), VigorACS will list all of attempts (one by one)
of applying the profile to the specified CPE when the CPE connects to VigorACS server. In
general, VigorACS server will try three times to applying the profile.

| inci | | | I | | |
serialnumber |time |ﬂag |retry_m4reuew_r{ setting _l description |fﬂunmde |fauns1ring
= 0 =

1 O0SO07FC383TE 200857 A250 Set Value Successtul 1 o 1

For the content of the profile, simply select and click the item number. A pop-up window with
detailed information for that file will be displayed.

S0 Detail Window

o | 8]

I | 5
0 1 IntemetatewarDevics Devierings ProvisoningCode 7007

(=] =[]

8.10 Setting ProfileLog NotifyList

VigorACS will notify other servers that set in Provision->Provision Global Setting->Host
what it had done to the connected CPE. The execution log will wait for sent to the remote host

by VigorACS. This page will display current status (notified or not notified) of notification for
each job.

0

| | I | iz | i | I 7]
serialnumber |isnotify |resu|t ‘rmry,nu|createtime ‘ﬁnismime |hnst ‘seﬂing Ji

8.11 Setting ProfileLog NotifyLog

64

VigorACS will notify other servers that set in Provision->Provision Global Setting->Host
what it had done to the connected CPE. The execution log will wait for sent to the remote host
by VigorACS. VigorACS server will try to send the notification to specified hosts
continuously till it succeeds. No matter the notification is sent out or not, it will be recorded
and listed in this page.

H‘E‘i‘lJlilll\

[ =l i | fid
setting J response |requeguime| respunse,ﬁn{ retry,nnl 2

M items tn shoa
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8.12 FirmwareUpgradeBackeupRestorelLog

The page shows firmware update/backup/restore information.
I 2 o
I

| I ol sl o | | | i
Ile\lil:ei(l‘ Devicellame ‘ Deviceip | Type | Status | Event | Firnlwar‘ CDmnlall(Ikey'Pﬂmmel% count |Iime | a

8.13 SystemlLog

The page shows CPE events.

2
| | | ST
source |(Iescrimion |result |time ‘5
1 CPE_test_2930 Device has chaged name to CPE_test_2930, Success 2008F7H25H
& DrayTek_00507F _vigor_00507FC35376 Device has chaged name to Dray Tek_00507F _Vigor_00507FC353, Success 200857 B25 B
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Chapter 9 TR0O69-Test

PD128 is a test standard for verifying if the selected CPE fits the regulation of TR069. If the
selected device cannot pass through the PD128 test, it cannot communication with the ACS
server

TROE9-Test

& F0128 Device
& FD128 Profile

& PD125_Test

9.1 PD128_Device

If you had configured the TR-069 device and save the basic information on the database of
VigorACS, you can invoke them by clicking Admin. Choose the device you want to test
under Network View. On the bottom of the left side, a link of PD128 test will appear. Click
that link to open PD128 Device. The relational information will be displayed on the page
automatically. You can click the Set button to confirm that the selected CPE would be tested.

Specify the IP and DeviceName for the selected CPE to do PD128 test. When you finish the
configuration, click Set to save it.

PD128 Device

IF

FORT a0 50

URI r /

Userkame wigor wlgor
Fassword passwiard passward
DeviceMarne

PD128 Profile Mame Default v

9.2 PD128 Profile

Though PD128 Test contains 27 items, yet you can set a profile to specify which test you will
do to the specified CPE device. Click TR069-Test>>PD128_Profile to open the following
page. Here we just capture short part of the page for your reference. To see the whole page,
please use the scroll bar to scroll the page.
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Profile Marme v

Test 8- Firmware

Download
e [ |
Test 8- Get
Parameter Names
Cormplete
Path
G0
|[ntemeﬁatewayDevice.Device Infio.Manu facturer |
YOIP
|[n[emetGa[ewayDevice.Device Tnfio. b anw factu rer |
gTH
|[ntemetGatewastv1ce.Dev1ce Info.Manufacturer |
Test 8- Get
Parameatet Mames
Partial Path -
Mext Leval
True
=1

If selected device (CPE) does not support the parameters that provided by VigorACS, please
modify the configuration on this page directly to fit the parameters owned by selected CPE.

9.3 PD128 Test

There are 27 types of PD128 Test in the page. Each CPE searched by VigorACS must be
checked with these tests one by one.

Expandill  Collapsetl | PD128Test | Detail
Wit for CPE connection

= Iest o -
Processing

B0 Test 1 - HTTP Session Intistion
-0 Test 2- 551 Encryption Test
[ Test & DHCP Yendor Cption Test
- Test 4 - STUN MAT Traversel Test
- Test & - CAMP Session Intiation
-] Test 6 - Connection Renuest
H-_] Test 7 - Get RPC Methods
£-(] Test & - Firnmusare Dowinioad
H-(] Test 9 - Get Parameter Hames
H-(C] Test 10 - Get Parameter Yaluss
-] Test 11 - Set Parameter Valuss
o[ Test 12 - Scd Object
[ Test13 - Delete Object
+-[ ) Test14 - Reboot
-0 Test 15 - Get Atribute Values
-] Test 16 - Set attrioute Values
D Test 17 - Modify Port Mapping Takle Entr
D Test 18 - Wireless Configuration
D Test 19 - WiaN Connection Crestion
D Test 20 - AN Connection Celetion
D Test 21 - VolP SIP Endpoint Configuration
<[ Test 22 _IP Ping Test
[ Test 23 - Gateway ! Device Association
[ Test 24 - Mulliple Session Test
D Test 25 - Session Persistence Test

(7] Test 26 - Session Retry Tests D ‘ ‘
-] Test 27 - Device Profile Tests Parameters

The filed under PD128 Test will show current test status for your reference. If you do not
know the test well, simply click Detail for getting online help.
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Appendix A Configuration on
CPE Device

A.1 Set ACS URL on CPE

To manage CPEs through VigorACS, you have to set ACS URL on CPE first and set username and
password for VigorACS.

1. Connect one CPE (e.g., Vigor2700 series).

2. Open a web browser (for example, IE, Mozilla Firefox or Netscape) on your computer and
type http://192.168.1.1.

3. Please type username and password on the window. If you don’t know the correct username
and password, please consult your dealer to get them. In this section, we take the figures
displayed on Windows as examples.

Connect to 192.168.1.1
=

T

I,;'“. \l

Lagin ko the Router Web Configuratar
Lser narme: | [ 5} v |
Password: | |

[ remember my password

[ Ok, H Cancel ]

4.  Go to System Maintenance -> TR-069.

AGS and GPE Settings

ACS Server
URL ‘hnp #192.168.1.33:80B0/AC 5 Server/senice sAAC S Servlet

Username ace

GPE Glient

URL ]
Usermarne ‘
Password ‘
Periodic Inform Settings
O Disable
@ Enable
Interval Time second(s)

Schedule Time

Date {yyyy-rmm-dd)

Time (hh:mm:ss)

[ 0K ] [ Clear ] [ Cancel ]

* If the connected CPE needs to be authenticated, please set URL as the following and type

username and password for ACS server:
http://{1P address of VigorACS}:8080/ACSServer/services/ACSServlet

* |f the connected CPE does not need to be authenticated please set URL as the following:
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http://{ IP address of VigorACS}:8080/ACSServer/services/UnAuthACSServiet

If the connected CPE needs to be authenticated and the data transmission between CPE and
VigorACS needs to be encrypted (SSL), please set URL as the following:
https://{IP address of VigorACS}:8443/ACSServer/services/ACSServiet

¢ |If the connected CPE needs not to be authenticated but the data transmission between CPE

and VigorACS needs to be encrypted (SSL), please set URL as the following:
https://{1P address of VigorACS}:8443/ACSServer/services/UnAuthACSServiet

Fill Username and Password for VigorACS Server for authentication. Please type as the
following:

Username: acs
Password: password

For the username and password of CPE client, it is not necessary for you to type them. Refer to
section 3.2 for detailed information.

A.2 Invoke Remote Management for CPE

You have to make sure that the CPE device you want to connect supports VigorACS features.
Please consult your dealer if you have no idea in it.

1.

2.
3.
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Suppose WAN [P of CPE device has been setup successfully. And you can access into
Internet without difficulty.

Login the device by web.
Go to System Maintenance->Management Setup.

Check Enable remote firmware upgrade (FTP) and Allow management from the
Internet to set management access control.

System Maintenance >> Management

Management Setup

Management Access Control Management Port Setup
Enable remote firmware upgrade(FTP) O Default Ports (Telnet: 23, HTTP: 80, HTTPS:
&llow management from the Internet 443, FTP: 21)
[ pisable PING from the Internet © user Define Ports

Telnet Port 23
Access List HTTP Port g0
List = Subnet Mask

HTTPS Port 443
1 v

FTP Part 21
2 v
3 W SNMP Setup

[0 Enable SNMP Agent

Get Cormmunity public
Set Cormrmunity private
Manager Host IR

Trap Cammunity public
Motification Host IP

Trap Timeout 10 seconds
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A.3 Enable WAN Connection on CPE

You have to make sure the CPE device you want to connect has configured properly, and are able to
access Internet.

1. Login the device by web.

2. Go to Internet Access->MPOA.

3. Click Enable for MPoA.

4. Click Specify an IP address. Type correct WAN IP address, subnet mask and gateway
IP address for your CPE. Then click OK.

Internet Access >> MPoA (RFC1483i2684)

jiPoa (RFC1483/2684) Mode

MPoA (RFC1483/2684) @ gnable ©|pisable |WAN IP Network Settings
 Obtain an IP address automatically
DSL Modem Settings Routar Name I *

Multi-PYC channel IChamell "l Doma i Nama I .

Encapsulation

*: Required for some ISPs

Il‘183 Brdeed I HG j ® gpecify an IP address WaAMN [F Alias |
¥ fi P address [172.1739
vel |35 Subnet Mask IW
MEgdaRen IMUMmoaﬁ :Iv Gateway [P Address IW

RIP Protocol
[T Enable RIP

& Default MAC Address

€ Specify a MAC Addrass

A.4 Set Authority for CPE on ACS

1. Please login VigorACS by entering username and password. The default values are:
User Name: root
Password: admin123

-
V| WACS Professional TR-069 ACS

Home Provision Log Admin User Help Leogout

Login

DrayTsk Corp. @ 1997 - 2008 All rights reserved, DrayTek Enterprise Network Solutions.

2. Go to User->DeviceGroup.
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Home Provision Log Admin |User|Help Logout

‘ User

DeviceGroup ‘ Userhanagement
""""""""""""""""" ‘ DeviceGroup S35

users

MainTree
Select Devices
= Network View YES |
=1 Draytek_1 =
= DrayTek_2 -

Apply

3. Use the drop down list to choose a user. Then you can select devices or networks under
Networks and Devices field to be managed by the selected user.

DeviceGroup
users
MainTree:
= Metwork View YES |
=1 Subnetwark] p2
B DrayTek_D0S07F_vigor_D0S07FBE24058 HO =
B7 -
=49 HO =
E DrayTek_00507F_Vigor_00507F1 23456 HO | w

Apply

A.5 Set Username and Password for CPE on ACS

1. Please login VigorACS by entering username and password. The default values are:
User Name: root

Password: admin123

CrayTek Corp, © 1997 - 2006 All rights reserved, DrayTek Enterprise Hetwark Solutions.

2. Click Admin tab.

Admin Network: Network View

IP ‘ |

= etwvark View
LRI ‘ |
|

Method List Userhame |

Create Device
Creste Network
[ Device Narme| |

DeviceStatus

Password ‘ ‘

Ao
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3.

4.

Select device listed on left side that you want to manage. The relational device information will
be shown on the screen of the right side. Please change the user name and password, then
choose Enable from the drop down list of DeviceStatus.

Admin Device: draytek0000x3334

Edit Device

Expandal  Collapsetl

17216682 17216882 |
E asub netwvork 1 80 ‘EO ‘
El-4sua network 1 1 ferniewn bt demicsm. |
[ dravter0000:3334 -
yigor ‘\qgcur ‘
Method List password ‘password ‘
ot DeviceMarne draytek0000x3334 ‘dray[ekOOOOKBBCI ‘
Delete Device DeviceStatus Enable
Change hlgtwork

The UserName and Password specified for the device will be shown automatically. Such name
and password will be used in the WEB page of the device. See the following figure for of
device WEB page as an example.

ACS and CPE Settings

ACE Berver
RL ‘htlp.mQQ 168.1.33:8080/AC S Server/services/ACS Serdet
sername acs
CPE Client
URL [ ]
Username ‘ |
Password ‘ ‘
Periodic Inform Settings
O Disable
@ Enable
Interval Time second(s)
Schedule Time
Date (yyyy-mm-dd) 77
Time (hhirmmiss) ;;
[ Ok ] I Clear ] I Cancel ]

A.6 Connect to ACS Server through PVC Channel

o M w DN oRE
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Login the device by web.

Go to Internet Access->MPoA.

Click Enable for MPoA.

Choose 1483 Bride IP LLC as encapsulation. And set VPI and VVCI with 8 and 35.

Click Specify an IP address. Type correct WAN IP address, subnet mask and gateway IP
address for your CPE. Then click OK.
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Internat Access >> MPoA (RFC1483/2684)

MPoa (RFC a3,/ 2684) Mode

MPoa (RECIE3/2684) & Enable ¢ Disable yihl IP Metwork Settings
"]  abtain an 1P address automatically

DL Modem Settings
ulti-PYC channgl
Encapsulation

Router Name | -

Domain Mame | .
3 *: Required for soma 15Ps
& Spoecify an 1P ad

[1453 Bridged 1P LLE

e
e

IP Address

|1 TAATA063

- Sulbrvert M E 255 285.0
Modulation IMuhlmb-da ‘l"I
Gateway IR address |1F2.I?'.3.1
RIF Protocal

" Enabla RIP & Default MAC :;;EE;—-—-—-___-—-—"""’.{

© Specify a MAC Address

Bridge Moda WAL dddrass: E E Fﬁ ﬁ F

[C Enable Brdge Mode

6. Go to Internet Access->Multi-PVCs. Enable Channel 3 WAN check box and set VVPI and VVCI

as 9 & 36.
Multi-PYWCs

Ganeral ATM Qob Port-basad Bridge

Channel Enable vl Vil oS Type Protocol Encapsulation
1. = 7] |3 [uBr =] [MPet =] [1433 Bridged IP LLC =l
2. =] B E | [uer =] [wPoa =] [1483 Bridged P LLE =l
£ [ver 3] [Frroa ] [vewe =
5, BR  E] [PrPas E)
6. ver & [FereaE
7. r I |7 |uer  E] |Frroa )

Note: VPLAVC] must be ungue for sach channal?

oK | _ Clew | Cancel |

7. Click WAN link to open the following page for configuring in details.

WaN for Router-borne Apglication: |Managemant "I ﬁ

* Enable C Disable -‘h“"""-—-—-___-—-—-""”"f

DEL Modem Sgiti

E QoS Type |1.IBFE z-'l
li Pratocal WMPas =

Encapsulation | 1463 Bridged IP LLC =

PPPOE/PPPOACliG——_ | MPoa (RFC1

18P Access Betup © Obtain an IP address automatically

ISP Hame [ Router Mame | .
Usermname | Danair Hame | -
Passwand | *: Pequired for some 15Ps

PPP Authanticaton # specify a

B Alwsys On 1P Addr [ 56

Idla Timeout F second(s) Submet|Mask fssmsmsn
IP Address From 18P Gatewsydp Address  [72a73l
Fixed 1P ® ¥os @ No (Dynamic 19) DNS Server 1B

—_—
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Set WAN for Router-borne Application as Management. And set VVPI and VCI with 9 & 36.

Choose MPoA as the protocol and choose 1483 Bridge IP LLC as Encapsulation. Finally set a

static IP address. Click Ok.

Open System Maintenance >>TR-069. Choose PVC for ACS Server On. Type correct URL

for the ACS server. Type username and password for ACS Server.

ACE and CPE Hnlt}-ﬁ:_/_—— \\\

ACE Se}\wm*\ |F"¥'T.“. 'l_///

ACE Bervar

UARL

Usermam facs

Password I

CPE Client

|h|:p AAT2AT 3165 BiEiAC S SererisemcesfAl S Sende

Port E

Usamame I 10

Paszwiord

10. Return to VigorACS server web page. The CPE that you adjusted above should be displayed on

the web page of ACS Server.
Admin Device: DrayTek_00507F_Vigor_00507FDBC200

3

172172162
a0

KwmdC R, imi

Usarblame  vigor
Pasewaord pasewond
DeviceMame  DrayTek_00507F_Viger_00S07FDSC00

DeviceStatye  Disable

172.17.3.162

L)

JewmAC R el

VIR

pasianrd

Diay Tek_00507F_Vigar_00S0TFDEC200

Dazable W»
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Appendix B Trouble Shooting

This appendix will guide you to solve abnormal situations if you cannot access into the
Internet after installing the router and finishing the web configuration. Please follow sections
below to check your basic installation status stage by stage.

When you try to invoke VigorACS and get the following error message, please locate the file
of “server.log” from C:/Program Files/ VigorACS /server/default/log and send the file to
your dealer for further assistance.

o Bl

at org.jhoss.uweb.tomcat.tc5.Tomcats.startConnectors{Tomcath.java:549> I’
at org.jboss.uweb.tomcat.tcS5.Tomcat5.handleNotification{Tomcath.java:586>

at sun.reflect.GeneratedMethodfccessor4. invoke{Unknown Source

at sun.reflect.DelegatingMethodAccessorImpl. invoke(DelegatingMethodAcces
zorImpl. java:252>

at java.lang.reflect.Method.invoke{Method. java:585>

at org.jboss.mx.notification.NotificationListenerProxy.invoke{Motificati]
onListenerProxy.java:153>

at $Proxy2?.handleNotification{Unknown Source>

at org.jhoss.mx.util.JBossMotificationBroadcasterSupport. handleNotificat
ion<¢JBossMotificationBroadcasterSupport. javaz127>

at org.jhoss.mx.util.JBossMotificationBroadcasterSupport.sendNotificatio
n<{JBossMotif icationBroadcasterSupport. java:168>

at org.jhoss.system.server.ServerIinpl.sendNotification{Serverimnpl. java:?
88 >

at org.J stem.server.-Serverinpl.doStart(Serverinpl. java:497>

at org.J stem.server._Serverinpl.start(Serverinpl. java:362)>

at org.J -Main.hoot{(Main.java:288>

at org.jboss.Main%l.run{Main.javaz464)>

at java.lang.Thread.run{Thread.java:595>
11:45:51.484 INFO [Server] JBoss ¢MH MicroKernel) [4.8.4.GA <(build: CUSTag=JBos
=_4 B_4_Gh date=200685151888>]1 Started in 1m:6s5:35%ms

B.1 Contacting Your Dealer

76

If the router still cannot work correctly after trying many efforts, please contact your dealer for
further help right away. For any questions, please feel free to send e-mail to
support@draytek.com.
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Appendix C Reference

C.1 For Linux System

Corresponding files on Linux system required for VigorACS will be stored in the following
paths:

java: /usr/local/jdk1.5.0_07
mysql: /usr/local/mysql-standard-4.0.24-pc-linux-gnu-i686
vigoracs: /usr/local/vigoracs/VigorACS/

log: /usr/local/vigoracs/VigorACS/server/default/log/server.log
license key: /usr/local/vigoracs/VigorACS/version/license.key
bind ip: /usr/local/vigoracs/VigorACS/bin/startway.txt

mysql data: /var/lib/mysql/tr069

start/stop vigoracs : /usr/local/vigoracs/VigorACS/bin/vigoracs.sh

To check the current process of VigorACS, please use the following commands to inquire

ps(vigoracs): ps -ef | grep "/usr/javase/bin/java -server" |grep -v grep
ps(mysql): ps -ef | grep safe_mysqld|grep -v grep
or

ps -ef | grep mysqld_safe|grep -v grep

Some link files are required for VigorACS running under Linux system properly. If any one of
them is missed, unexpected problems might be happened.

In(sh): /usr/bin/sh -> /bin/sh

In(java): /usr/javase -> /usr/local/jdk1.5.0_07/

In(mysql): /usr/local/mysgl -> /usr/local/mysql-standard-4.0.24-pc-linux-gnu-i686/
In(mysql): /tmp/mysgl.sock -> /var/lib/mysgl/mysgl.sock

C.2 For Solaris System

Corresponding files on Solaris system required for VigorACS will be stored in the following
paths:

java: /usr/jdk/jdk1.5.0_07/
mysql: /usr/local/mysqgl-standard-4.0.24-pc-linux-gnu-i686
vigoracs: /usr/local/vigoracs/VigorACS/

log: /usr/local/vigoracs/VigorACS/server/default/log/server.log
license key: /usr/local/vigoracs/VigorACS/version/license.key
bind ip: /usr/local/vigoracs/VigorACS/bin/startway.txt

mysql data: /var/lib/mysql/tr069

start/stop vigoracs : /usr/local/vigoracs/VigorACS/bin/vigoracs.sh

To check the current process of VigorACS, please use the following commands to inquire
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ps(vigoracs): ps -ef | grep "/usr/javase/bin/java -server" |grep -v grep
ps(mysql): ps -ef | grep safe_mysqld|grep -v grep
or

ps -ef | grep mysqld_safe|grep -v grep

Some link files are required for VigorACS running under Linux system properly. If any one of
them is missed, unexpected problems might be happened.

In(sh): /usr/bin/sh -> /bin/sh

In(java): /usr/javase -> /usr/local/jdk1.5.0_07/

In(mysql): /usr/local/mysgl -> /usr/local/mysql-standard-4.0.24-pc-linux-gnu-i686/
In(mysql): /tmp/mysql.sock -> /var/lib/mysql/mysql.sock

C.3 For Windows XP System

Corresponding files on Windows XP system required for VigorACS will be stored in the
following paths:

java: C:\Program Files\Java\jdk1.5.0_07
mysql: C:\mysq|
vigoracs: C:\Program Files\VVigorACS

log: C:\Program Files\VigorACS\server\default\log\server.log

license key: C:\Program Files\VigorACS\version\license.key

bind ip: C:\Program Files\VigorACS\bin\bindip.txt

mysqgl data: C:\mysgl\data\tr069

start vigoracs : C:\Program Files\VigorACS\bin\StartVigorACS.bat

stop vigoracs : C:\Program Files\VigorACS\bin\ShutdownVigorACS.bat

VigorACS User’s Guide 79



